OEAEPAJIbHAA CNYXKBA MO TEXHUYECKOMY U SKCMNOPTHOMY KOHTPOJIIO

NPUKA3
ot 11 ¢pespana 2013r. N 17

OB YTBEPXAEHWUU TPEEOBAHUN
0 3ALUTE UHOGOPMALMU, HE COCTAB/AIOLLEN TOCYQAPCTBEHHYIO TAHY,
COAEPALLENCA B TOCYAAPCTBEHHbBIX MHGOPMALIMOHHBIX CUCTEMAX

B cooTBeTCTBUM € YacTbio 5 cTaTbn 16 PepepanbHoro 3akoHa ot 27 utona 2006 r. N 149-$3 "06 nHbopmaumu,
MHOOPMALMOHHBIX TEXHO/IOTMAX U O 3almTe nHbopmaumnmn" (CobpaHue 3akoHoaaTenbcTBa Poccuinckoit depepauumy,
2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328) 1 MNonoxxeHnem
o0 PepepanbHoit cnyxkbe MO TEXHUYECKOMY W IKCMOPTHOMY KOHTPOAO, YTBEPXKAEHHbIM YKasom [lpe3maeHTa
Poccuitckoit ®epepaumm ot 16 asrycrta 2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuiickont deaepaunm, 2004,
N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), npuKa3sbiBato:

1. YTBEpANTb Npunaraemble TpeboBaHUA O 3awwmTe MHGOPMALLUKN, HE COCTABAAIOLLEN FOCYAAPCTBEHHYIO TAMHY,
cofeprKalLeincs B rocyAapcTBeHHbIX MHOOPMALMOHHbIX CUCTEMAX.

2. YCTaHOBWUTb, YTO YyKasaHHble B NyHKTe 1 HacToAwero npukasa TpeboBaHWA MPUMEHAIOTCA ANA 3aWmTbl
MHGOPMaLUMM B rocyAapcTBEHHbIX MHOOPMALMOHHbIX cucTemax ¢ 1 ceHTABpa 2013 r.

Oupektop

depepanbHOM cyKObl MO TEXHUYECKOMY
N 9KCNOPTHOMY KOHTPOJIHO

B.CE/INH



YTBEepKAaeHbl
npnkazom ®CTIK Poccmun
ot 11 ¢espana 2013 r. N 17

TPEBOBAHMA
O 3ALUUTE UHOGOPMALUN, HE COCTABNAIOLLEN FOCYAAPCTBEHHYIO TAIHY,
COAEPALLENCA B TOCYAAPCTBEHHbBIX MHGOPMALIMOHHBIX CUCTEMAX

|. Obuwme nonoxKeHus

1. Hactosiwme TpeboBaHMA pa3paboTaHbl B cOOTBETCTBUM ¢ DeaepasibHbiM 3aKOHOM OT 27 utona 2006 r. N 149-
®3 "06 MHdopmaumm, NHGOPMALMOHHBIX TEXHONOMMAX U O 3awmuTe MHbopmaunn" (CobpaHne 3aKoHoZaTeNbCTBA
Poccuinckoit Pegepaumm, 2006, N 31, cT. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31,
CT. 4328), a TaK»Ke C y4eTOM HaLMOHa/AbHbIX CTaHAapToB Poccuitickon depepaumm B 061acTh 3aWwmuTbl MHPoOpmaLmMm 1
8 0671aCTU CO34aHNA aBTOMATU3NPOBAHHbIX CUCTEM (Aanee - HAUMOHaNbHbIe CTaHAAPTbI).

2. B pokymeHTe ycTaHaBnuBatoTcA TpeboBaHMA K obecneyeHuio 3awmTbl MHPOPMALMKM OrPaHUYEHHOro
[0CTyna, He coaeprKallel cBefeHus, COCTaBAAIOLME rOCYAaPCTBEHHYIO TalHy (aanee - MHGopmaLma), oT yTeUYKM No
TEXHUYECKMM KaHanaMm, HeCaHKUMOHWPOBAHHOIO AO0CTyna, CneumasbHbiX BO3AEWCTBUI HA TaKyto WHPOPMALMUIO
(HocuTenn nHdpopmaumm) B Lenax ee A0ObIBAHWUA, YHUUTOXKEHMUA, UCKAXKEHUS UAN BAOKMPOBAHUA AOCTyMNa K Hel
(nanee - 3awmta MHpopmaumm) npu obpaboTke yKaszaHHOW MHPOPMALUM B rOCYyAapPCTBEHHbLIX MHPOPMALMOHHbIX
cUCTEMAX.

Hactoawme TpeboBaHWA MOryT NPMMEHATbLCA ANA 3aWMTbl 06LWeA0CcTyNHOM NHOopMaLMK, coaepKallelnca B
rocy4apCTBeHHbIX MHPOPMALMOHHBIX CUCTEMAX, A5 AOCTUKEHUS Liefel, YKa3aHHbIX B MyHKTax 1 1 3 yactu 1 cTatbm
16 depepanbHoro 3akoHa ot 27 utona 2006 r. N 149-d3 "06 nHbopmaunm, MHGOPMALMNOHHbBIX TEXHONOIMAX U O
3awmte uHpopmauum".

B [OKymeHTe He paccmatpuBaloTcs TpeboBaHMA O 3awmTe MHPOPMALMMK, CBA3AHHbIE C MPUMEHEHMEM
Kpuntorpaduyeckmx MeTonoB 3awuTbl MHOOPMaUMK U WKdpPoBanbHbIX (KpunTorpaduyeckmx) cpeacTs 3alumTbl
nHbopmaumm.

3. Hactoawme TpebosaHuA asnsaoTca obAsaTeNbHbIMM Npu 06paboTke MHGOPMAUUK B rOCYAaPCTBEHHbIX
MHOOPMAUMOHHDBIX cUCTeMax, OJYHKLUMOHUPYIOWMX Ha Tepputopumn Poccuiickoh Pepepaummn, a Takke B
MYHULMNANbHBIX WHOPOPMALMOHHbLIX CUCTEMAX, €CAN MHOE He YCTAaHOB/IEHO 3aKoHOoAaTenbCcTBOM Poccuiickol
depepaunn 0 MECTHOM CaMOyNpPaBAEHUMN.

Hactoawue TpeboBaHMA He pPacnpoCTPaHATCA Ha rocyAapcTBEHHble WHOOPMAUMOHHbIE  CUCTEMDI
AgmuHnctpaunn lMpesmaeHta Poccuitckont depepaummn, Coseta bBesonacHoctu Poccuiickon Pepepaunm,
depepanbHoro CobpaHua Poccuitickoint ®epepaumm, MNpasutenoctea Poccuiickon Pepepaumm, KOHCTUTYLMOHHOMO
Cyna Poccuiickoit ®epepauun, BepxoBHoro Cyaa Poccuiickoit ®Pepepaummn, Bbicwero ApbutpaxkHoro Cyaa
Poccuiickoin Pepepaunn n epepanvHoit cnyxkbbl besonacHocTn Poccuitckon ®egepaumn.

4. Hactoswme TpeboBaHMA npegHasHayeHbl gns obnagatenelt MHGOPMaLMM, 3aKA3UMKOB, 3aKNHOUMBLLMX
rocy4apCTBEHHbIN KOHTPAKT Ha CO34aHue rocynapCTBeHHOM MHPOPMALMOHHOW cucTemMbl (ganee - 3aKasuuKu) U
onepaTopoB rocyAapCTBEHHbIX MHGOPMALMOHHbLIX CUCTEM (anee - onepaTopsbl).

Nnuo, obpabatbiBatoliee MHOOPMALMIO, ABAAIOLWYIOCA FOCYA3aPCTBEHHbIM MHPOPMALMOHHBLIM PEecypcom, Mo
nopy4eHuto obnagatens HGopmauum (3akasumka) nam onepatopa U (MAn) NpeaocTaBAAOWEE UM BbIYUCIUTE/IbHbIE
pecypcbl  (MoOWHOCTM) ans  06paboTKM  MHPOPMALMM Ha OCHOBAHUM 3aKNOYEHHOro JoroBopa (manee -
YyNONHOMOYEHHOE NnLO), obecrneymBaeT 3aWmTy MHGOPMaLMM B COOTBETCTBUM C 3aKOHOAATE/IbCTBOM Poccuiickol
depepaunn 06 MHGopmaunn, MHPOPMALMOHHBIX TEXHOIOTUAX U O 3alunTe MHPopmaLmn. B gorosope AoKHA ObITb
npesycmoTpeHa o06A3aHHOCTb YMNOJIHOMOYEHHOrO JiMua obecneymBaTb 3aWMUTy WHPOPMALUK, ABAAIOLLENCA
rocy4apCcTBeHHbIM MHGOPMALMOHHBIM PECYPCOM, B COOTBETCTBUM C HAaCTOAWMMM TpeboBaHUAMM.

5. Mpun o06paboTke B rocyaapCTBeHHOM WHPOPMAUMOHHOM cUCTeEMe MWHPopMaLMK, coleprKallein
nepcoHanbHble AaHHble, HacToAwMe TpeboBaHUA NPUMEHAIOTCA HApPAAY C TPeboBaHMAMM K 3aLuUTe NEePCOHANbHbIX
AaHHbIX NpU nx 06paboTke B MUHGOPMALMOHHBIX CUCTEMAX NEPCOHANbHBIX AaHHbIX, YTBEPXKAEHHbLIX MOCTAaHOBAEHNEM
MpasutenbctBa Poccuiickonn Pegepaumm ot 1 Hosbpa 2012 r. N 1119 (CobpaHue 3aKkoHopaTenbcTBa Poccuiickoi
depepaunu, 2012, N 45, cT. 6257).

6. Mo peweHnto obnagatena mHGoOpMaLMM (3aKasumKa) MAM onepaTopa HacToAwme TpeboBaHUsA MOryT
NPUMEHATLCA ANA 3aWmUTbl MHGOPMALMK, COAEPKALLENCA B HEFrOCYAaPCTBEHHbIX MHPOPMALMOHHBIX CUCTEMAX.

7. 3awmta WMHOOpMaLUKM, coaepiKallencs B rocyaapcTBEHHOW WHOOPMALUMOHHOM cucTeme (panee -
MHPOPMAUMOHHAA cucTema), obecrneymBaeTca MnyTem BbINOAHEHMA obnagatenem WHGoOPMaUUKM (3aKa3uMKOM) U
(nnn) onepatopom TpeboBaHWMI K opraHM3auuu 3almTbl MHPOPMALMK, coAeprKallelca B MHPOPMALMOHHOM



cucteme, M TpeboBaHMI K Mepam 3aWmTbl MHGOPMaLNK, coaeprKallencs B UHGOPMaLMOHHON cucteme.

Il. TpeboBaHUA K opraHn3auum 3awwmTbl UHPopmauum,
coepKallenca B MHPOPMALMOHHOM cucTeme

8. B WHOOPMaUMOHHON cucTeMe O0ObeKTaMM 3alUUTbl  ABAAIOTCA WMHPOPMAUMA, COAeprKalanca B
MHPOPMALMOHHON CUCTEME, TEXHUYECKME CpeacTBa (B TOM Ynciae CPeacTBa BblYMCAUTENbHON TEXHUKU, MALUMHHbIE
HOoCUTENU WMHPOPMALMK, CPEeAcTBA U CUCTEMbI CBA3M W MNepenayunm [aHHbIX, TEXHWYECKUMe cpeacTBa 06paboTku
b6ykBeHHO-uMdpoBoi, rpadmyeckon, BUAEO- U peyeBoit MHGopMauum), obecncTteMHoe, NpMKNagHoe, crneunanbHoe
nporpammHoe obecneyeHne, MHPOPMALIMOHHbIE TEXHONOMMM, @ TAKIKE CPeacTBa 3awuTbl MHGOPMaLMK.

9. Ona obecneyeHua 3awmTtbl MHGOPMaLMK, coaeprKawenca B MHOOPMALMOHHOM CUCTEME, OMepaTopoMm
Ha3Ha4yaeTca CTPYKTYpHOE NoApasAeneHne WAW AO0NKHOCTHOE AnUOo (pabOTHMK), OTBETCTBEHHbIE 33 3aluUTy
nHbopmaumm.

10. Ana nposeaeHuA paboT no 3awmTte MHPOPMaALMM B XOA4e CO3LaHMA U SKcnayaTaumMm MHPOPMALMOHHOM
cuctembl obnagatenem UHPopmauum  (3aKasyMKOM) M ONEpaTopoM B COOTBETCTBMM C 3aKOHOAATENbCTBOM
Poccuiickoit Pegepaunn npm HeEOBX0AMMOCTU NPUBNEKAOTCA OPraHU3aLMM, UMEIOLLMNE JIULLEH3UIO HA AeATe/IbHOCTb
Nno TEXHMYECKON 3awuTe KOHPUAEHUMANbHOU MHbOPMaUUKM B cOOTBETCTBMU ¢ PeaepasbHbIM 3aKOHOM OT 4 masn
2011 r. N 99-®3 "O nnueH3npoBaHUM OTAENbHbIX BUAOB AeATenbHocTn" (CobpaHue 3akoHoaaTenbCTBa Poccminckoit
Pepepaunm, 2011, N 19, ct. 2716; N 30, c1. 4590; N 43, c1. 5971; N 48, c1. 6728; 2012, N 26, cT. 3446; N 31, cT1. 4322;
2013, N9, cT. 874).

11. OAns obecneyeHuna 3awmTbl MHGOPMaLUKM, coaepKaleinca B MHPOPMALMOHHOMW cucTeme, NPUMEHATCA
cpeacTBa 3alMTbl MHPOPMALMKM, Npollealine OueHKY COOTBeTCTBUS B dopme o0ba3aTesbHON cepTUdUKALMKM Ha
cooTBeTcTBME TpeboBaHMAM No 6e30nacHOCTM MHGOPMaLMK B COOTBETCTBUM CO CTaTbel 5 PeaepanbHOro 3aKkoHa ot
27 pekabpsa 2002 r. N 184-d®3 "O TexHuyeckom perynupoBaHun" (CobpaHue 3akoHoaaTenbcTBa Poccuinickoit
depepaumn, 2002, N 52, c1. 5140; 2007, N 19, cT1. 2293; N 49, cT. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N
48, c1.5711; 2010, N 1, cT. 6; 2011, N 30, cT. 4603; N 49, c1. 7025; N 50, cT. 7351; 2012, N 31, c1. 4322; 2012, N 50, cT.
6959).

12. 3awmta nHbopmaumn, cogepallenica B MUHOOPMALMOHHOW cUCTeME, ABAAETCS COCTaBHOM YacTbio paboT
Mo CO34aHMI0 U 3KCNAYaTaLMmn MHOOPMALMOHHOM cncTeMbl M 0becneymnBaeTca Ha BCEX CTaaMAX (3Tanax) ee co3gaHua
M B XO4e 3KCMAyaTauMm NyTem MPUHATUA OPraHM3aLUMOHHBIX M TEXHUYECKMX Mep 3awuTbl MHOpMaLumu,
HanpaB/ieHHbIX Ha bO/OKMpoBaHWe (HelTpanusauumio) yrpos 6Hes3onacHoOCTM WHbopMauuK B MHPOPMALMOHHOM
cucTeme, B paMKax cuctembl (noacmuctembl) 3awmutbl MHGOPMaLUKM MHPOPMALLMOHHOW cUCTEMDI (fanee - cucTema
3aWwmTbl MHGOPMALUMM MHOOPMALMOHHOM CUCTEMDbI).

OpraHn3auMoHHbIe U TEXHUYECKME Mepbl 3alWmMTbl MHGOPMaLMK, peasm3yemble B paMKaxX CUCTEMbI 3aLUmUThbI
nHbopmauum MHGOPMALLMOHHOM CUCTEMBI, B 3aBUCMMOCTM OT MHbOPMALIMK, coaepHKalencs B MHPOPMaLMOHHOM
cucteme, uenei cosgaHua MHPOPMALMOHHOM CUCTEMbl M 3aday, pellaembiX 3TOM MHPOPMALMOHHOM CUCTEMON,
OO0J/IKHbI ObITb HAMPAaBAEHbI HA UCKNIOYEHUE:

HEMpaBOMEpPHbIX  AOCTYyNa, KOMWPOBAHWA, MPefoCTaBNAEHMA WAM  pacnpocTpaHeHusa  MHopmaumm
(obecneuyeHmne KoHOMAEHUMANBHOCTM MHPOPMaLMK);

HEMPaBOMEPHbIX YHUYTOXKEHUA WA  moanMduuMpoBaHuA UHbOpMauumn (obecnedyeHne LENOCTHOCTU
nHdopmauum);

HenpaBoMepHoro 610KMpoBaHNA MHPopmaLMm (obecneyeHme AOCTYNHOCTU MHOPMaLMK).

13. Ona obecneyeHua 3awmtbl MHPOPMALMK, coaeprKaliencs B MHPOPMALMOHHOM cucTeme, NPOBOAATCA
cneayowme meponpuaTus:

dopmupoBaHme TpeboBaHMI K 3alumnTe MHOPMaL MK, coaeprKallenca B MHPOPMALMOHHOM CUCTEME;

pa3paboTKa cucTembl 3aLWMTbl MHPOPMALLMKM MHGOPMALMOHHOMN CUCTEMBI;

BHEAPEHWNE CUCTEMDI 3aLLMTbI UHPOPMALUKN MHOOPMALMOHHOM CUCTEMDI;

atrectauma MHOOPMALMOHHOM cUCcTeMbl Mo TpeboBaHMAM 3awmTbl MHOpPMaLMK (fanee - aTTecTauma
MHOOPMALMOHHOW CUCTEMbI) U BBOA, €€ B AeNCTBUE;

obecneyeHue 3aWnTbl MIHOOPMALMUN B XOAE SKCMYATALLMM AaTTECTOBAHHOMW MHGOPMALMOHHON CUCTEMDBI;

obecneyeHne 3awmTbl MHOOPMaLMM MNPWU BbIBOAE W3 3SKCNAyaTauuu aTTecTOBaHHOM WHPOPMALMOHHOWN
CUCTEMbI UM NOCAE NPUHATUA peLleHna 06 OKOHYaHUKM 06PaboTKM MHPOPMALUN.

dopmurpoBaHMe TpeboBaHMM K 3awmTe MHPOPMaLMK, CoAEpKaLLencs
B MHPOPMALMOHHOM cucTeMe

14. ®opmuposaHMe TpeboBaHMI K 3awmTe nHGopmauuu, cogeprKalienca B MHPOPMALMOHHOMN CUCTEME,



ocyliecTsaseTca obnagarenem MHGopMaumm (3akasumkom).

dopmunpoBaHne TpeboBaHUI K 3awmTe MHPOpMauMK, codeprawencas B MHOOPMALMOHHON CUCTEME,
ocyuwecTtsaaetca ¢ yyetom NOCT P 51583 "3awmta nHdopmaumu. Nopagok cosgaHma aBTOMaTU3MPOBAHHbIX CUCTEM B
3aWMUEHHOM UcnoHeHUn. ObLlmne nonoxeHua" (aanee - FOCT P 51583) n TOCT P 51624 "3awmTta nHpopmaumu.
ABTOMATU3NPOBaHHbIE CUCTEMbI B 3aLUMLLEHHOM UcnoiHeHUN. Oblme TpeboBaHua" (aanee - TOCT P 51624) 1 B Tom
yncne BKAKOYAET:

NPUHATME peLleHns 0 HeOBXOAMMOCTM 3aLLUNTbl HPOPMALUK, Coaep KaLLenca B MHGOPMALMOHHOM cucTeme;

KnaccudmKkaumio  MHPOPMaLMOHHOM cucTeMbl Mo  TpeboBaHMAM  3aWwmTbl  MHOoOpmauum (manee -
Knaccudpuraumsa MHGopMaLMOHHON CUCTEMDI);

onpeaeneHne yrpo3 6e3onacHoCTM MHGOpPMaLMK, peannsauma KOTOPbIX MOMKET MPUBECTU K HapyLUEHWIO
6esonacHocTM uHOpMaLMM B MHOOPMAUMOHHON cucTeme, M pPaspaboTKy Ha WX OCHOBE MOAENAN Yyrpos
6e3onacHoCcTN MHbOpMaLUW;

onpeaeneHune TpeboBaHUi K cucTeme 3aLmTbl MHGOPMaLUU MHPOPMALLMOHHOW CUCTEMDI.

14.1. Npw NPUHATUM peLLleHns 0 HeoHXoAMMOCTM 3alMTbl MHGOPMaLMKM, cogeprKalenca B MHGOPMALMOHHOM
cucTeme, OCyLLLEeCTBAAETCA:

aHanu3 uenen co3gaHna MHGOPMaLMOHHON CUCTEMbI M 33434, pellaembiX 3TOM MHGOPMALIMOHHOMN CUCTEMON;

onpeaeneHne nHpopmauum, noanexKawen obpaboTke B MHGOPMALMOHHOM CUCTEME;

aHaNN3 HOPMATMBHbIX MPABOBbIX aKTOB, METOANYECKMX AOKYMEHTOB M HALMOHA/IbHbIX CTAaHAAPTOB, KOTOPbLIM
[0/1KHA COOTBETCTBOBATb MHPOPMALIMOHHANA CUCTEMA;

NPUHATHE PeLUEHUA O HEOBXOAMMOCTU CO34aHUS CUCTEMbI 3aLWMUTbI MHPOPMaALMKU MHOOPMALMOHHOM CUCTEMDI,
a TaKXKe onpegeneHne uener n 3agady 3awuTbl MHGOpMaLMM B UMHPOPMALMOHHOW CUCTEME, OCHOBHbIX 3TamnoB
CO34aHUA cucTeMbl 3alWnTbl MHPOpMaUUM MHPOPMALMOHHON cucTeMbl M GYHKUMIKA no obecrneyeHUto 3aLmThbl
nHbopmauum, coaepallenca B MHGoOpMaLMOHHOM cucteme, obnagatena nHbopmauum (3akasuuka), onepaTtopa u
YMONTHOMOYEHHbIX /UL,

14.2. KnaccuduKaumsa MHOOPMALMOHHOM  CUCTEMbI  MPOBOAWUTCA B 3aBUCMMOCTM  OT  3HAYMMOCTM
obpabatbiBaemolt B Hell MHPopMaLMmM M MacwTaba MHPopmauMoHHON cuctembl (deadepanbHbli, perMoHanbHbIN,
06beKTOoBbIN).

YcTaHaBAMBAOTCA YeTbipe KNacca 3aWMLLEHHOCTM WMHOOPMALMOHHON CUCTEMbI, OMpeaensAtowme YPOBHU
3aWMLLEHHOCTM coaeprKallelica B Hell MHbopmaLmmn. Camblit HU3KUI KNacc - YETBEPTbIN, CaMblit BbICOKUI - MEPBbIN.
Knacc sawmuweHHoCTM MHGOPMALMOHHOM CUCTEMbI ONPeAenseTcs B COOTBETCTBUM C npuaoxeHnem N 1 K
HacToAWwMM TpeboBaHUAM.

Knacc 3awmueHHocTn onpegensaeTca ana MHGOPMaLMOHHOM CUCTEMbI B LENOM U, NPU HE0HBXoAMMOCTH, AnA
€e OTAe/IbHbIX CErMeHTOB (COCTaBHbIX YacTei). TpeboBaHMe K Knaccy 3alUMLLEHHOCTU BKOYAETCA B TEXHUYECKOE
3aflaHne Ha co3gaHue MHPOPMALMOHHOW CUCTEMBI U (MAN) TEXHUYECKOe 3aaaHue (YacTHoe TeXHWYecKoe 3a4aHue)
Ha COo34aHMe CUCTEMbI 3aLLUTbl MHPOPMaLMKN MHPOPMALIMOHHOM cnucTeMsbl, paspabaTbiBaemble ¢ ydetom FOCT 34.602
"MHpopmaumoHHas TexHoorMA. KomnieKke cTaH4apTOB HAa aBTOMATM3MPOBaHHbIE CUCTEMbI. TeXHUYecKoe 3agaHne
Ha co3aaHue aBToMaTU3NpPoBaHHOM cuctembl" (aanee - FTOCT 34.602), FOCT P 51583 n FOCT P 51624.

Knacc 3almweHHOCT MHOOPMALMOHHOM CUCTEMbI MOANENKUT MNEepecMoTpy Npu M3MEHEHUM maclTaba
MHPOPMALMOHHOM CUCTEMBI UIN 3HAYMMOCTN 0OpabaTbiBaeMoit B HelM MHbOpMaL UK.

Pe3ynbTatbl Knaccndmkaunm MHGOPMALMOHHOM cUCcTEMbI 0POPMAAIOTCA aKTOM Knaccudukaymu.

14.3. VYrposbl 6e30nMacHOCTM WHOOPMAUMKM ONpPesenarTca No pe3y/sbTaTaM OLEHKU BO3MOXKHOCTEMN
(noTeHuMana, OCHALWLEHHOCTM WM MOTMBAUMM) BHEWHWX M BHYTPEHHWX HApywuTenei, aHasnsa BO3MOMKHbIX
YS3BMMOCTEN MHPOPMALMOHHOM CUCTEMBI, BO3MOMKHbIX CNOCOb0B peannsaumm yrpos 6€30nacHoCTn MHbopmaummn m
NocneAcTBUIN  OT HapylleHUss CBOWMCTB 6e3onacHocT WHPopmaumn (KOHPUAEHLMANbHOCTU, LLeIOCTHOCTH,
[OCTYNHOCTK).

Mpun onpepeneHnn yrpo3 6e30nNacHOCTM  MHPOPMALMM  YUUTBIBAKOTCA  CTPYKTYPHO-PYHKUMOHANbHbIE
XapPaKTEPUCTUKM MHPOPMALMOHHOM CUCTEMbI, BK/tOYAOLWME CTPYKTYpPY M cOCTaB MHOOPMALMOHHOM CUCTEMDI,
bu3nyeckne, norumyeckne, GyHKUMOHaNbHble M TEXHOMOTMYECKME  B3aMMOCBA3M  MeXKAYy CermeHTamu
MHPOPMALNOHHOWN CUCTEMDI, C NHBIMK NHPOPMALMOHHBIMM cucTemMamm " MHOOPMALNOHHO-
TENIEKOMMYHUKALMOHHbIMU CETAMMU, pPexumMbl 06paboTkM uHPopmaunn B MHOOPMALMOHHOM cCUCTEME U B ee
OTAENbHbIX CErMEHTaX, a TaKXe MWHble XapaKTEPUCTUKM UHPOPMALMOHHOM CUCTEMBI, MNPUMEHAEMbIE
MHPOPMALMNOHHbBIE TEXHONOTUKU U 0COBEHHOCTU ee PYHKLMOHNPOBAHMA.

Mo pe3ynbTaTam onpeaeneHus yrpos H6es3onacHocTM MHbOpMaLMM Npu HeobxoaMMOCTM paspabaTbiBatoTca
PEKOMEHOALUMN MO KOPPEKTUPOBKE CTPYKTYPHO-PYHKLUMOHANbHBIX XapaKTePUCTUK WHGPOPMALMOHHON CUCTEMDI,
HanpaB/ieHHble Ha 610KMpOBaHMe (HEWTPaNN3aLUmIo) OTAENbHbIX Yrpo3 6€30MacHOCTM MHbOPMaLUUU.

Mogaenb yrpo3 6esonacHocTM MHPOPMALMM AO/XKHA COAEPHKaTb onncaHne MHGOPMALIMOHHOW CUCTEMbBI U ee
CTPYKTYPHO-OYHKLMOHA/IbHBIX XapaKTEPUCTUK, a TaKkKe onncaHue yrpos 6esonacHocty MHopmaLmm, BKAOYatOWee



onucaHve BO3MOKHOCTEN HapylwuTenen (MoAenb Hapywutens), BO3MOMHbIX yA3BMMOCTEN WMHPOPMALMOHHOM
cuctembl, cnocoboB peanusaumm yrpo3 6es3onacHoCcTM WMHPopmaumMmM M MNOCNAEACTBUI OT HapyleHWUs CBOMCTB
6e3onacHocTV MHPOpPMaLUUK.

Ona onpegeneHna yrpo3s 6esonacHoctM MHbOpMaLMM M pa3paboTKM moaenn yrpos 6HesonacHoOCTU
MHOOPMAUMU MPUMEHSIOTCA MeToAMYECKME [OKYMEHTbl, pa3paboTaHHble M yTBep:aeHHble ®CTIK Poccum B
COOTBETCTBUM C NoanyHKTOM 4 nyHKTa 8 lMonoxeHna o PepepanbHol caybe No TEXHUYECKOMY M SKCMOPTHOMY
KOHTPOO, YTBEPXKAEHHOrO YKasom lMpesngeHta Poccuiickon Pegepaunn ot 16 asrycta 2004 r. N 1085 (CobpaHue
3aKoHogaTtenbcTBa Poccuitckoit deaepauymm, 2004, N 34, c1. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47,
cT. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHumAa K cucTeme 3alWmMTbl WMHPOPMaALMM UHODOPMALMOHHON CUCTEMbI OMpPesenatoTca B
3aBMCMMOCTM OT KJjacca 3alMLLEHHOCTM MHOOPMALMOHHOM CcUCTeMbl M yrpo3 6esonacHocTn MHdopmaumu,
BK/IIOYEHHbIX B MOAE/Nb Yyrpo3 6€30NacHOCTM MHPOPMALLUW.

TpeboBaHMA K cucTeme 3alnTbl UHOOPMAUUU MHOOPMALLMOHHOM CUCTEMbBI BKIKOYAIOTCA B TEXHWYECKOE
3aflaHne Ha co3gaHne UHPOPMALMOHHON CUCTEMBI U (MN) TEXHUYECKOE 3aJaHue (YacTHoe TeXHWYecKoe 3agaHue)
Ha CO34aHMe CUCTEMbI 3aWMTbl MHGOPMaLMKM MHOOPMALMOHHON cucTembl, paspabatbiBaemble ¢ yyetom [OCT
34.602, TOCT P 51583 n TOCT P 51624, 1 gonKHbl B TOM YNCNE COAEPHKATD:

Luenb 1 3agaym obecneyeHumn 3aWmnTbl MHGOPMaLMKN B UHPOPMALMOHHOM CUCTEME;

KNacc 3aMLLEHHOCTU MHPOPMALLMOHHOM CUCTEMDI;

nepeyeHb HOPMATMBHbLIX MPABOBbLIX AKTOB, METOAMYECKUX [AOKYMEHTOB W HaLMOHA/bHbIX CTAaHAAPTOB,
KOTOPbIM A0/1}KHa COOTBETCTBOBATb MHGOPMALMOHHAA CUCTEMA;

nepeyeHb 06HEKTOB 3aLUNTbI MHPOPMALMOHHOM CUCTEMBI;

TpeboBaHMA K Mepam 1 CpeacTBam 3aWwmTbl MHOOPMALMU, NPUMEHAEMbIM B UHPOPMALMOHHOM CUCTEME;

TpeboBaHMA K 3awmuTe MHPopmaLmnm Npu MHGOPMaALMOHHOM B3aMMOLENCTBUN C MHBIMW MHPOPMALMOHHBIMU
cucTeMamm U MHPOPMaLLMOHHO-TENEKOMMYHUKALMOHHbBIMM CETAMM, B TOM Ymcae ¢ MHGOPMALMOHHbIMU CUCTEMaMM
YNO/HOMOYEHHOIO /INLA, A TaKKe NPU NPUMEHEHUM BbIYUCIUTE/IbHBIX PecypcoB (MOLWHOCTEN), NpeaoCcTaBaseMbIX
YNONHOMOYEHHbIM NLOM A8 06paboTKM MHOPMaLuu.

Mpn onpeaeneHun TpeboBaHUI K cucTeMe 3almTbl MHGOPMaLMKU MHOOPMALLMOHHOM CUCTEMbI YYUTLIBAKOTCA
NONOXKEHUss MONUTUK obecneyeHns WHOOPMAULMOHHOW bGesonacHocTM obnagatena uMHpopmaumm (3aKasumKa) B
cnyyae umx paspabotkm no FOCT P UCO/M3K 27001 "WMHbopmaumoHHasa TexHonorna. MeTtoapl M cpeacrsa
obecneyeHuns HesonacHocTU. CUCTEMbI MeHeaXMeHTa MHPOopMaLMOHHOM Ge3onacHocTu. TpeboBaHuA", a Takxke
noauTUK obecneyeHns MHPOPMaLMOHHOM 6e30MacHOCTM onepaTopa WM YNOJIHOMOYEHHOFO AMLA B 4YacTW, He
npoTMBopeYaLLeit NoanTMkam obnagatens tHGopmaumm (3akasumnka).

PaspaboTKa cuctembl 3aLnUTbl MHGOPMaLUN MHPOPMALMOHHOM CUCTEMDI

15. Pa3paboTKa cuctembl 3awWnTbl MHGOPMALUN MHPOPMALMOHHOM CUCTEMbI OpraHM3yeTca obnaparenem
nHdopmauum (3aKaszunKkom).

PaspaboTka cuctembl 3awmTbl UHGOPMALUN MHDOPMALLMOHHOM CUCTEMBI OCYLLECTBAAETCA B COOTBETCTBMMU C
TEXHUYECKMM 33aZaHMEeM Ha co3gaHue UMHOPOPMALMOHHOM cucTembl U (MAKM) TEXHUYECKMM 3agaHuMem (Y4acTHbIM
TEXHUYECKMM 3343aHMEM) Ha cO3haHMe CUCTeMbI 3aluTbl MHPopmaLMM MHGOPMALMOHHON cucTembl ¢ ydeTom TOCT
34.601 "UHPopmaLMOHHaA TexHonorMA. Komnaekc CTAHOAPTOB HA  aBTOMATU3MPOBAHHbIE  CUCTEMbI.
ABTOMaTU3NpPOBaHHble cuctembl. CTagmu cosganuns” (ganee - FTOCT 34.601), FTOCT P 51583 n TOCT P 51624 1 B Tom
4Yncne BKAKOYAET:

NPOEKTUPOBAHNE CUCTEMDbI 3aLMUTbl MHPOPMaLMM MHOOPMALMOHHON CUCTEMDI;

pa3paboTKy 3KCn/AyaTaUMOHHOM [AOKYMEHTAUMM Ha cuctemy 3awmTbl MHGOPMaUMM MHOOPMALMOHHOM
CUCTEMDI;

MaKeTMpPOBaHWE W TEeCTUPOBAHWE CUCTEMbI 3awWwMTbl MHOPMALMU WMHPOPMALMOHHOW cucTembl (npwm
HeobxoamMmocTh).

Cucrtema 3aWwmTbl UHGOPMALUN MHOOPMALMOHHOM CUCTEMBI HE AO/IXKHA NPENATCTBOBATb AOCTUNKEHMUIO Lenewn
€034aHMA MHGOPMALMOHHOMN CUCTEMBI U ee GYHKLIMOHMPOBAHUIO.

Mpn pa3paboTke cucTemMbl 3aWUTbl  UHOGOPMAUMKM  UHOOPMALMOHHOM  CUCTEMbI  YYWUTbIBAETCA ee
WHOOPMAUMOHHOE  B3aMMOLENCTBME C  UHbIMU  UHOOPMALMOHHBLIMM  CUCTEMaMW U UHPOPMALMOHHO-
TENIEKOMMYHUKALMOHHbIMU CETAMM, B TOM 4Yuciae ¢ MHOOPMALMOHHbIMU CUCTEMAMM YNOJHOMOYEHHOIO ML, A
TaKXXe NPUMEHEHME BbIYUCIUTENbHBIX PECcYpcoB (MOLLHOCTEN), NPeaoCcTaBAAeMbIX YNOJAHOMOYEHHbIM IMLOM ANA
06paboTkn nHdopmaumnm.

15.1. MNpu NPOEKTUPOBAHUN CUCTEMbI 3aLLUTbI MHPOPMaLMN MHPOPMALMOHHON CUCTEMBI:

onpeaensaTca TUNbl cybbekToB AocCTyna (Monb30BaTe v, NPOLECCHl U MHble CyObeKTbl A0CTyMNa) U 06BbEKTOB



[oCTyna, ABAAOWMXCA 0b6bekTamu 3awuTbl (ycTpoincTBa, 06beKTbl $aliNoBOM CUCTEMbI, 3anycKaembie W
NCMNOJIHAEMbIE MOLYAN, OOBbEKTbl CMCTEMbI YNpaB/ieHUsA 6a3amu AaHHbIX, OObEKTbl, CO3gaBaemble MPUKAALHbIM
nporpammHbIm obecrneyeHnem, nHble 06BEKTbI 4oCTyna);

onpeaensaTca MeToabl yNnpaBaeHUs fOCTYNOM (ANCKPELMOHHbIN, MaHAATHbIW, POIEBOM WAWN UHbIE METOAbI),
TUNbl [OCTyna (4YTeHue, 3anucb, BbIMOJNHEHWE WM WMHble TUMbl AOCTYNa) U NpaBuaa pasrpaHuyeHua AocTyna
CyOBbEKTOB A0CTyNa K 0b6beKkTam AocTyna (Ha OCHOBE CMMCKOB, MeTOK 6e30MacHOCTU, poner U WHbIX NpaBui),
nog/exalue peannsaummn B MUHGOPMaLMOHHOM cUCTeME;

BblIOMpalOTCA Mepbl 3alnTbl MHOOPMALMKM, NogaexKalme peannsaumnm B cUCTeMe 3awuTbl MHGopmaLmu
MHOOPMALMOHHOWN CUCTEMDI;

onpeaenalTca BUAbI U TUMbl CPEACTB 3almTbl MHGOPMaLmMK, obecneunBatowme peannsaLmo TeXHUYECKUX
Mep 3alMTbl UHOPMALNWK;

onpeaenaeTca CTPYKTypa CUCTEMbI 3alWMTbl MHOOPMAUMM MHOGOPMALMOHHON CUCTEMbI, BK/OYaA COCTaB
(KonnyecTBo) M MecTa pasmelLLeHUA ee 31EMEHTOB;

ocylecTBAAeTCcA BbIGOP CpeacTB 3alnTbl MHGOPMALUK, CEPTUPULMPOBAHHBIX HA COOTBETCTBME TPEHOOBaAHUAM
no 6e3onacHoOCcTM MHGOPMALMM, C Y4ETOM UX CTOMMOCTM, COBMECTUMOCTU C MHPOPMALMOHHBIMU TEXHONOTUAMMU U
TEXHUYECKMMU CpeacTBamm, GyHKLMIA 6e30MacHOCTM ITUX CPeaCTB M 0COBEHHOCTEN UX peannsaLmm, a TakKe Kaacca
3aLMLLEHHOCTN MHPOPMALIMOHHOM CUCTEMDI;

onpeaensalTca napaMeTpbl HAaCTPOMKM MPOrpamMMHOro obecnedyeHus, BK/IOYAs NporpammHoe obecneyeHue
cpeacTs 3awmTbl MHPoOpmaLmMm, obecneunsatowme peannsaumio mep 3almTbl MHPOPMALMK, A TaKKe yCTpaHeHue
BO3MOMHbIX YyA3BMMOCTEN MHOOPMALMOHHOW CUCTEMDBI, MPUBOSALMX K BO3HMKHOBEHMUIO Yrpo3 6He3onacHoCTU
nHpopmaumu;

onpeaenalTca  Mepbl  3alWMUTbl  MHPOPMAUMKM  NpU  MHOOPMALMOHHOM B3aUMOLENCTBUM C  WMHbBIMMU
MHOOPMALUMOHHBIMK  CUCTEMAMU U UHOOPMALNOHHO-TENEKOMMYHUKALUMOHHBIMW  CETAMM, B TOM 4ucie C
MHOOPMAUMOHHBIMU CUCTEMAMM YNMOJHOMOYEHHOTO /INLA, A TaKXKe MPU MPUMEHEHMM BbIYUCIUTENBHBIX PECYPCOB
(mowHocTelt), NnpeaocTaBAAEMbIX YNOJHOMOYEHHbIM NLOM Ana 06paboTKM MHbopmaLuu.

Pe3ynbTaTbl NPOEKTUPOBAHUA CUCTEMbI 3aWmUTbl MHPOPMALMKM MHOOPMALIMOHHOM CUCTEMbI OTpaKaloTcA B
NPOEKTHON AOKYMEHTaUMM (3CKM3HOM (TeXHMYecKkom) npoekTe M (uau) B pabouyeirt [OKyMeHTauuMu) Ha
MHGOPMAUMOHHYIO cucTemy (cuctemy 3awwmTbl MHPopMaLMM MHPOPMALMOHHOM cUCTEMbI), pa3pabaTbiBaembIx C
yyetom FOCT 34.201 "MHdbopmaumMOHHaAn TexHonornsa. Komniaekc CTaH4apToB Ha aBTOMATU3NMPOBAHHbIE CUCTEMBbI.
Buabl, KOMNNEKTHOCTb M 0603HAYeHNE AOKYMEHTOB MPW CO34aHUM aBTOMATM3MpPOBaHHbIX cuctem" (ganee - TOCT
34.201).

MpoeKTHaa A[OKyMeHTauMa Ha MHOOPMALMOHHYI cucTeMy W (Mau) ee cucteMy 3awmTbl MHGOpMaLmu
nog/ieXkaT COrnacoBaHWIO C ONepaTopom MHOOPMALMOHHOM CUCTEMbI B CAyvae, eCAN OH OnpesefieH TAaKoBbIM B
COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuitickoint depepaumm K MOMEHTY OKOHYAHWMA MPOEKTUPOBAHMA CUCTEMDI
3aWmTbl MHGOPMaL MM MHGOPMALNOHHON CUCTEMBI U HE ABAAETCA 3aKa34YMKOM AaHHOM MHPOPMALMOHHOW CUCTEMDI.

Mpn OTCYTCTBMM HEOBXOAMMbIX CPeacTB 3alMTbl MHPOPMALUKM, CEPTUPUUMPOBAHHBLIX Ha COOTBETCTBUE
TpeboBaHMAM no 6e3onacHocTM UWHPoOpMaLMK, opraHusyetca paspaboTka (AopaboTKa) cpeacTs 3alUTHI
MHOOPMauUMM U ux cepTuduKaumMa B COOTBETCTBMM C 3aKOHOZATENbCTBOM Poccuitickon depepaumm  umam
NPOU3BOAMUTCA KOPPEKTUPOBKA NMPOEKTHbIX PeLleHnin No MHGOPMALMOHHOM cucTeme U (MNK) ee cucTeme 3aluThbl
MHOOPMaUMU C y4eTOM OYHKUMOHAbHBIX BO3MOMHOCTEN MMEIOWMXCA CepTUOULMPOBAHHbLIX CPEACTB 3aluThbl
nHpopmauymun.

15.2. Pa3paboTKa 3KcnAyaTaUMOHHOM AOKYMEHTALUMM Ha cucTemMy 3awmTtbl MHPopmauum MHGOPMaLMOHHOMN
CUCTEMbI OCYLLLECTB/IETCA B COOTBETCTBUM C TEXHMYECKMM 33aZaHMEM HA CO34aHMe MHPOPMALMOHHOMN CUCTEMbI U
(Mnn) TexHMYeckMm 3agsaHuem (4aCTHbIM TEXHMYECKMM 3afaHMeM) Ha Co34aHue CUCTeMbl 3awuTbl MHbOPMauum
MHPOPMALMOHHOM CUCTEMDI.

JKcnayaTauMOHHAA AOKYMEHTAUMA Ha CcUcTeMy  3aluTbl  UHOOpMauUM  MHPOPMALMOHHOM  CUCTEMDI
pa3pabatbiBaeTca c yyuetom OCT 34.601, FOCT 34.201 n FOCT P 51624 v fonKHa B TOM YMCAE coaepKaTb OnncaHume:

CTPYKTYpPbl CUCTEMbI 3aLLUTbI MIHGOPMALUU MHPOPMALLMOHHOW CUCTEMDI;

COCTaBa, MECT YCTAaHOBKM, MApPaMeTPOB M NOPAAKA HAaCTPOMKM CPEeACTB 3alUMTbl MHGOPMALUKM, NPOrPaMMHOTO
obecneyeHns U TeXHUYECKUX CPeACTB;

NpPaBWA 3KCNYaTaLMM CUCTEMbI 3aLWLNUTbI MHGOPMaLMM MHPOPMALMOHHOM CUCTEMDI.

15.3. Mpyn MaKeTMPOBAHUN U TECTUPOBAHUMN CUCTEMBI 3aLLUTLI MHOOPMALUN MHPOPMALLMOHHOM CUCTEMBI B TOM
Yncne OCyLLEeCTBAAIOTCA:

npoBepka pPaboToCnocobHOCTM UM COBMECTUMOCTM  BbIOPaHHbLIX CPeACTB  3alWuTbl  WMHPOPMALUKM ¢
MHDOPMALNOHHBIMU TEXHONOTUSMU U TEXHUYECKMMM CPeaCTBaMu;

NpoBepKa BbINOJHEHMA BblIOPaHHbLIMU CpeacTBamMM 3awmTbl MHGOpMaLMM TpeboBaHUI K CUCTEME 3aLUUTbI
nHpopmaumm MHGOPMaLMOHHON CUCTEMbI;



KOPPEKTUPOBKA MPOEKTHbIX PeLUeHWUI, pa3paboTaHHbIX NPU CO34aHUN UHPOPMALMOHHOM cucTeMbl U (KMaK)
cMcTeMbl 3aLWLMTbl UHPOpPMaLUUK MHPOPMALMOHHOM CUCTEMDI;

KOPPEKTUPOBKA MPOEKTHOW W 3KCMAyaTaUMOHHOM [OKYMEHTauMW Ha cuctemy 3awmtbl MHopmaumu
MHPOPMALMOHHOM CUCTEMDI.

MakeTupoBaHMe cCUCTEMbI 3aLUTbl MHPOPMALMM MHPOPMALMOHHON CUCTEMbI U ee TeCTUPOBAHUE MOMKET
NpoBOAMTLCA B TOM YMC/IE C UCMOIb30BAHUEM CPEACTB M METOL0B MOLEANPOBAHMA MHOOPMALMOHHbBIX CUCTEM U
TEXHOJIOTUIA BUPTYaNn3aumu.

BHeapeHWe cucTembl 3aWmTbl UHPOPMALUN MHPOPMALMOHHOM CUCTEMDI

16. BHepgpeHue cucTembl 3aWwmUTbl MHPOPMALUN MHPOPMALMOHHOM CUCTEMbI OpraHu3yeTca obnagatenem
nHbopmauum (3aKasynkom).

BHeapeHue cucTembl 3aWwmuTbl MHGOPMALMM MHPOPMALLMOHHOM CUCTEMbI OCYLLECTBAAETCA B COOTBETCTBUM C
NPOEKTHOM U 3KCNAyaTaLMOHHON AOKYMEHTaUMEN Ha CUCTeMY 3almTbl MHPOpMaLMKM MHOPMALMOHHON CUCTEMDI U
B TOM YMCNE BK/IOYAET:

YCTaHOBKY M HAaCTPOMKY CPEACTB 3aLMTbl MHPOPMALMN B MHGOPMALMOHHOM cUCTEME;

pa3paboTKy [OKYMEHTOB, OnpeaenawlWmx MpaBuMna W npoueaypbl, peanusyemble ONepaTopom gns
obecrneyeHns 3awmTbl MHGOpMauMM B WUHPOPMALMOHHOW CUCTEME B Xo4e e€e 3IKCnayataumm (ganee -
OpraHM3auMOHHO-pacnopaguTenbHble LOKYMEHTbI MO 3alunTe MHGoOpMauum);

BHeApPEeHNE OPraHN3aLMOHHbIX Mep 3aWwuTbl MHPOPMaLMK;

npeaBapuTebHble UCMbITAHWUA CUCTEMBI 3aLLMTbI MHPOPMALMM MHGOPMALMOHHOM CUCTEMDI;

OMbITHYHO 3KCM/TyaTaLMIO CUCTEMbI 3aWMUTbI MHOOPMAL MU MHGOPMALLMOHHON CUCTEMDI;

aHann3 yasBMMocTein MHGOPMALMOHHOM CUCTEMBI U MPUHATUE MEP 3aLMTbl MHPOPMALMM MO UX YCTPAHEHUIO;

NPUEMOYHbIE UCMbITAHWUA CUCTEMbI 3aLWMUTbI MHPOPMALUM MHGOPMALMOHHOMN CUCTEMBI.

K BHegpeHuto cucTemMbl 3awWmTbl WMHOOPMaUMKM MHPOPMALMOHHON CUCTEMbl MPUBJIEKAETCA onepaTop
WHOOPMALMOHHON CUCTEMbI B C/ydae, €CNM OH OnpefefieH TaKoBbIM B COOTBETCTBMM C 33aKOHOAATENbCTBOM
Poccuitickoit ®epepaumm K MOMEHTY BHEAPEHUA CUCTEMbI 3aWUTbl MHPOPMALUKN MHPOPMALLUOHHOM CUCTEMDBI U He
ABNAETCA 3aKA3UYNMKOM AAHHOM MHGOPMALMOHHON CUCTEMBI.

16.1. YcTaHOBKa M HACTpPOWMKa CpPeacTB 3alWmTbl MHbOpMauuM B MHOOPMALMOHHOM cUCTEME AOMXKHA
NpoBOAMTbCA B COOTBETCTBUM C 3IKCM/IYaTaUMOHHOM OOKYMeHTauMen Ha cuctemy 3almTbl MHbOpMaLmu
MHPOPMALMOHHOMN CUCTEMBI M LOKYMEHTALMEN HA CpeacTBa 3aLMTbl MHPOpMaLMN.

16.2. Pa3pabaTbiBaemble OpraHM3aLMOHHO-PacnopAaUTe/IbHbIE AOKYMEHTbI MO 3awuTe MHGOPMaLMK AONKHbI
onpeaensaTb Npasuaa n Npoueaypsbi:

ynpasaeHus (a4MUHUCTPUPOBAHUSA) cUCTEMOM 3aLWMTbl MHGOPMaUUM MHGOPMALMOHHOM CUCTEMDI;

BbIABNIEHNA WHUMAEHTOB (0OAHOrO CO6bITUA WAKM FPynnbl COOLITUIM), KOTOPble MOFYT MPUBECTM K cHoam mau
HapyweHuo YHKULMOHUPOBAHUA WHPOPMALMOHHON cUCTEMbI U (MAK) K BO3HMKHOBEHWIO Yrpo3 6e30mnacHoOCTM
UHbOpPMaumu (ganee - MHUMAEHTbI), U pearMpoBaHUA Ha HUX;

ynpasaeHUs KoHoUrypaumnein atrectoBaHHOM MHPOPMALMOHHOM CUCTEMbBI U CUCTEMbI 3aLUUTbI MHPOpPMaALMK
MHPOPMALMOHHOM CUCTEMBI;

KOHTpOAs (MOHMTOpPWHra) 3a obecneyeHMemM YPOBHA 3aWMLLEHHOCTM MHOOPMaLMK, CoAeprKalleica B
MHPOPMALMOHHOM CUCTEME;

3aWMTbl MHOOPMALUKM NPU BbIBOAE M3 3KCMayaTauynm MHOOPMALMOHHOM CUCTEMBI WAW MOC/Ae MNPUHATUA
peweHns 06 OKoHYaHUK 06PaboTKN NHDOPMaLUN.

16.3. Npu BHEAPEHMM OPraHU3aLMOHHbIX Mep 3aLMTbl MHPOPMALMK OCYLLECTBAAIOTCA:

peanusauma npaBwWa pasrpaHMYEHMa AOCTyna, PernameHTUMpPYHoLMX NpaBa AoCTyna cybbekToB gocTyna K
0b6beKTamM [0CTyna, U BBeAEHWEe OrpaHUYEeHUIt Ha AEeWCTBMA MO/b30BaTeNel, a TAKXKe Ha WM3MEeHeHue yCnoBui
3KcnayaTaumm, COCTaBa U KOHPUIypaLmm TEXHUYECKUX CPeACTB U NPOrpaMMHOro obecneyeHums;

NpoBepKa NOAHOTbI U AETabHOCTM ONUCAHMA B OPraHM3aUMOHHO-PACNoOPAAUTENbHBIX AOKYMEHTaX No 3alimTe
nHbopmauum AenucTBMiA Nosib3oBaTeNe M agMUHUCTPATOPOB MHPOPMALMOHHON CUCTEMbI NO  peanunsaumnu
OpPraHM3aLUMOHHbIX Mep 3aLLMUTbl UHGOPMaLUW;

0TpaboTKa AEeNCTBUIA AOMKHOCTHBIX AWL, U NOApa3aeneHUA, OTBETCTBEHHbIX 33 Peanu3aunio Mep 3amThbl
nHbopmaumm.

16.4. NpeaBapuTesibHble UCMbITaHWA CUCTEMBI 3aLLUTbl MHPOPMALMN MHPOPMALLMOHHOW CUCTEMBI MPOBOAATCA
¢ yyetom IOCT 34.603 "MHPopMmaLMOHHAA TexHoNorusa. Bugbl NcnbiTaHUA aBTOMaTU3NPOBaAHHbIX cuctem" (ganee -
FOCT 34.603) n BKAOYAOT MNPOBEpPKY paboTocnocobHOCTU cuUcTeMbl 3alnTbl MHPOpPMaLMU MHPOPMALMOHHOM
CUCTEMbI, @ TAKKe MPUHATME PELUEHMS O BO3MOMKHOCTWM OMbITHOM 3KCM/IyaTaumm CUCTEMBbI 3aLlmTbl MHGOpMaL MK
MHPOPMALMOHHOM CUCTEMDI.



16.5. OnbITHaA 3KcnayaTauMa cuctembl 3awmTbl MHPOPMaLMM MHPOPMALIMOHHON CUCTEMBI MPOBOAMTCA C
yyeTom FOCT 34.603 1 BKAtOYAET NPOBEPKY GYHKLMOHMPOBAHUA CUCTEMBI 3aLUTbl MHOPMALMKN MHPOPMALMOHHOM
CMUCTEMbI, B TOM 4WUC/e peasiM30BaHHbIX Mep 3aWmTbl MHGOPMALMM, A TaKXKe FOTOBHOCTb NO/Sb30OBaTesielt U
AAMUHUCTPATOPOB K 3KCMYyaTaLLMKN CUCTEMBI 3aLLNTbI MHPOPMaLMKN MHPOPMALMOHHON CUCTEMDBI.

16.6. AHanm3 yAsBUMMOCTEN WMHOPOPMALMOHHOM CUCTEMbI MPOBOAUTCA B LEAAX OLLEHKM BO3MOMKHOCTU
NPeosoNeHNA HapywnMTenem CUCTeMbl 3aWmTbl MHGOPMaLMKM MHPOPMALMOHHOW CUCTEMbBI U NPeaoTBPaLLEHUA
peannsaumu yrpo3s 6esonacHocT MHGopmaLLmu.

AHanu3 yAa3BMMOCTEN WHPOPMALMOHHON CUCTEMbBI BKIKOYAET aHaAU3 YA3BMMOCTEW CPeacTB  3alMTbl
MHOOPMaLUK, TEXHUYECKUX CPEACTB M NPOorpammMmHoro obecneyeHma MHGOPMaLMOHHOM CUCTEMBI.

Mpw aHanuse yA3BUMOCTEN MHOOPMALMOHHON CUCTEMbI MPOBEPAETCA OTCYTCTBME M3BECTHbIX YA3BMMOCTEN
CpeacT8 3aWuTbl MHPOpPMaLMK, TEXHUYECKMX CPeACTB M MPOrpamMMHOro obecneyeHus, B TOM UYMC/IE C YYETOM
MHOOPMaUMK, UMELOLLLEICA Y Pa3paboTUMKOB U NONYYEHHON U3 APYrMX 06LLLEeA0CTYNHbIX MCTOYHUKOB, NPABUIbHOCTb
YCTAHOBKM M HACTPOMKM CPEeACTB 3alMTbl MHPOPMALMKN, TEXHUYECKUX CPEACTB U MporpammHoro obecnedeHus, a
TAK)Ke KOPPEKTHOCTb PaboTbl cpeacTB 3almTbl MHPOPMaLMK NPU X B3aUMOLENCTBMU C TEXHUUECKMMW CPeACTBaAMM
W NporpammHbiMm obecrneyeHnem.

B cnyyae BbiABNEHUA YA3BMMOCTEM MHPOPMALMOHHON CUCTEMDBI, MNPUBOAALMX K BO3HWMKHOBEHUIO
[ONONHUTENBHBIX Yrpo3 6He3omacHOCTM WMHbOPMALMKM, NPOBOAUTCA YTOYHEHME Mmoaenun yrpo3 6esonacHocTu
nHGOPMaLUM N NPU HEOBXOAMMOCTU NPUHUMAIOTCA AOMNOHUTEIbHbIE MEPbI 3aLUNTbl MHPOPMAaLMK, HanpaBaeHHbIe
Ha YCTpaHEeHME BbIABAEHHbIX YA3BMMOCTEN WM WCKAIOYAlOLIME BO3MOMKHOCTb WMCMO/b30BAHMA HapylumMTenem
BbIAABNEHHbIX YA3BMMOCTEN.

16.7. NMpuemoyHble UCMbITAHUA CUCTEMbI 3aWmUTbl MHOOPMALMMU MHPOPMALIMOHHOM CUCTEMbI NMPOBOAATCA C
yyetom [OCT 34.603 u BKAOYAIOT NPOBEPKY BbINOJAHEHMA TpebOoBaHUI K cucTeme 3alWmTbl MHGOPMaLUK
MHOOPMALUNMOHHOMN CUCTEMbBI B COOTBETCTBUM C TEXHUYECKMM 33aJaHNEM Ha co3gaHne MHGOPMALMOHHOM CUCTEMBI U
(Mnn) TexHMYeckMm 3agaHuem (4aCTHbIM TEXHMYECKMM 3afaHMeM) Ha Co34aHue CUCTeMbl 3awuTbl MHbOpPMauum
MHPOPMALMOHHOM CUCTEMDI.

ATTecTaums MHGOPMaLMOHHON CUCTEMbI U BBOJ, ee B AeiCTBUNE

17. Attectauma MHOOPMALIMOHHOM CUCTEMbl OpraHusyeTcs obnagatenem MHPopmaumm (3aKasumkom) uau
ONepaTopoM UK  BK/IOYAET NpoBeAeHWEe KOMMJIEKCA OPraHU3aLMOHHbIX W TEXHUYECKUX  MeponpuaTUi
(aTTecTaumMoHHbIX UCMbITaHWI), B pe3ynbTaTe KOTOPbIX MOATBEPKAAETCA COOTBETCTBME CUCTEMbI 3aLMUTHI
nHdopmauum MHGOPMaLMOHHOM CUCTEMbI HacToAWwMM TpeboBaHMAM.

17.1. B KayecTBe WCXOAHbIX [AaHHbIX, HeobxoAuMMbIX AaA aTTecTauun MHGOPMALMOHHOM CUCTEMDI,
MCNOAb3YOTCA MoAeNb yrpo3 6e3onacHoCcTM MHGOPMaLMKM, aKT KaaccuduKaumm WMHPOPMALMOHHOW CUCTEMDI,
TEXHWYECKOe 3afaHue Ha co3gaHne WMHPOPMALMOHHOW cucTemMbl U (MAM) TexHU4Yeckoe 3apaHue (4YacTHoe
TEXHWYEeCKoe 3afaHue) Ha co3gaHue cUCTeMbl 3aWwmTbl MHGOPMaUUK MHOOPMALMOHHOM CUCTEMDbI, MPOEKTHas WU
3KCM/yaTaUMOHHAA  AOKYMEHTaumMa Ha  cuctemy  3awuTbl  MHPoOpmaumMM  MHPOPMALMOHHOM  CUCTEMBI,
OpraHM3auMOHHO-pacnopagMTeNbHble AOKYMEHTbl Mo 3awuTe MHGOpMaLMM, pesynbTaTbl aHanM3a ya3BUMMOCTEN
MHOOPMAUMOHHON CcUCTEMBI, MaTepuasnbl NPeaBaPUTENbHbIX U MPUEMOYHbIX WCMbITAHUA CUCTEMbI  3aLLMTHI
MHOOPMaUMN MHPOPMALMOHHOM CUCTEMbI, @ TaKKe WHble AOKYMEHTbl, pa3pabaTbiBaemble B COOTBETCTBUU C
HacToAwMMM TpeboBaHUAMM.

17.2. Attectaums MHOOPMALMOHHOM CUCTEMbI MPOBOAMUTCA B COOTBETCTBUM C MPOTrPaMMON U MEeTOLUKAMM
aTTeCTaUMOHHbIX WMCMNbITaHUA A0 Hayana obpaboTKM MHPopmauMW, nognexawen 3sawmte B MHOOPMALMOHHOWN
cucteme. na nposedeHuA atTectauumn MHGOPMALMOHHON CUCTEMblI NMPUMEHSAIOTCA HaLMOHA/bHble CTaHAApPTbl, a
TaKKe MeToauYeckne AOKYMEHTbI, pa3paboTaHHble M yTBepKaeHHble PCTIK Poccum B COOTBETCTBUM C NOAMYHKTOM
4 nyHkTta 8 MonoxeHna o PenepanbHol cayxbe NO TEXHUYECKOMY M SKCMOPTHOMY KOHTPOAIO, YTBEPKAEHHOTO
Ykasom MNpesngeHta Poccuiickon deaepaumm ot 16 asrycta 2004 r. N 1085.

Mo pe3ynbTaTam aTTECTALMOHHBIX WCMbITAHUA OPOPMAAIOTCA MNPOTOKO/blI ATTECTALMOHHBIX WCMbITAHWUNA,
3aK/Il0YEHME O COOTBETCTBUM WHOPOPMALMOHHON cucTembl TpeboBaHMAM O 3alwmTe WMHPOpmaAUMKM WM aTTecTaTt
COOTBETCTBUSA B C/TyYae NOMOKUTENbHbIX PE3Y/IbTAaTOB aTTECTALMOHHbIX UCMbITaHUIA.

17.3. [onyckaetca aTtecTauua WHPOPMALMOHHOM CUCTEMbI HA OCHOBE Pe3ynbTaTOB aTTeCTaLMOHHbIX
UCMNbITAaHUI BblaeNeHHOro Habopa cermeHTOB MHPOPMALMOHHOW CUCTEMDBI, PEANUIYIOLLNX MONAHYH TEXHO/OrMIo
06paboTKkn nHbopmauuu.

B 3TOM cnyyae pacnpocTpaHeHue aTTectaTa COOTBETCTBUA HA Apyrue cermeHTbl MHGOPMALMOHHON CUCTEMDI
OCYLLEeCTBASETCA NpPU  YCNOBUM WX COOTBETCTBUA CErmMeHTamM WHOOPMAUMOHHOM CUCTEMbI, NpoLeaWwnm
aTTecTalMOHHbIE UCTbITAHUS.

CermeHT CYMTaeTca COOTBETCTBYIOWMM CErMEHTY MHPOPMALMOHHOM CUCTEMBI, B OTHOLEHMUM KOTOPOro Bbian



npoBeAeHbl aTTeCTALMOHHbIE WUCMbITaHWA, €CAN ANA YKa3aHHbIX CErMEeHTOB YCTaHOB/EHbl OAMHAKOBbIE KacCChl
3aWMLEHHOCTM, Yrpo3bl 6e30macHOCTM MHPOpMaLMK, pPeann3oBaHbl OAMHAKOBbIE MPOEKTHble peLeHuA Mo
MHGOPMALMOHHOM CUCTEME M ee CUCTEME 3aLMTbl MHGOPMALUN.

CooTBEeTCTBME CErMeHTa, HAa KOTOPbIM PACNpPOCTPaHAETCA aTTecTaT COOTBETCTBMA, CETMEHTY MHPOPMALLMOHHOM
CMUCTEMbI, B OTHOLWIEHMW KOTOPOro OblIM NpoBeAeHbl aTTECTALMOHHbIE WCMbITaHWA, MOATBEPKAAETCA B Xo4e
NPUEMOYHbIX UCMbITaHWI MHPOPMALMOHHOM CUCTEMbI UM CETMEHTOB MHGOPMALMOHHOM CUCTEMBI.

B cermeHTax MHGOPMALIMOHHOM CUCTEMbI, HA KOTOPblE PACNPOCTPAHAETCA aTTeCTaT COOTBETCTBUA, ONEPATOPOM
obecneumBaetca cobatogeHME  SKCNAyaTaLMOHHOM  AOKYMEHTAaUMW Ha CcuUcTeMy  3awmuTbl  MHbOpMaLmm
NHPOPMALMOHHOMN CUCTEMBI M OPraHM3aLMOHHO-PACNoPALUTENbHbIX JOKYMEHTOB MO 3aWmTe MHGOPMaL MK,

OcobeHHOCTH aTTecTaumMm MHPOPMALMOHHON CUCTEMbI Ha OCHOBE Pe3ynbTaTOB aTTeCTALMOHHbIX UCMbITaHUI
BblaefeHHoro Habopa ee CErmeHTOB, a TaKXe YC0BUA M NOPAAOK PACNpPOCTPaHEHWUs aTTecTaTa COOTBETCTBMUA Ha
Apyrue cermeHTbl MHOOPMALMOHHON CUCTEMbI OMPEenEenAlTCAs B MNPOrpamMmMe U METOAMKaX aTTecTaLMOHHbIX
WCMbITAaHWI, 3aKNOYEHWUM M aTTeCTaTe COOTBETCTBUS.

17.4. MNoBTOpHaa aTrecTauMa WMHPOPMALMOHHOWM CUCTEMbI OCYLLECTBAAETCA B C/ly4ae OKOHYAHWMA CPOKaA
OeWCcTBMA aTTecTaTa COOTBETCTBMA MM MOBbIWEHMA KNacca 3alUMWEHHOCTM MHOOPMALMOHHOM cuctembl. Mpwu
yBe/IMYEeHMM cocTaBa yrpo3 6e30nacHoOCTM MHPOPMaLMKN NN NSMEHEHUA NMPOEKTHbIX PELUEHN, peasin30BaHHbIX NpwU
CO3[aHMM  CUCTEMbI  3aWMTbl  MHOOPMAUMM  MHPOPMALMOHHON  CUCTEMbI, MNPOBOAATCA  AOMNOJHUTE/bHblE
aTTecTalMOHHbIE UCMbITaHMA B PaMKax AeMCTBYIOLLErO aTTecTaTa COOTBETCTBUS.

17.5. Beog B gencrtene MHGOPMALMOHHOM CUCTEMbI OCYLLLECTBAAETCA B COOTBETCTBMWU C 3aKOHOAATENLCTBOM
Poccuiickoit ®epepaumm 06 nHpopmaunm, MHGOPMaALMOHHbBIX TEXHONOMMAX M O 3almTe MHGOPMALMN U C YY4EeTOM
FOCT 34.601 u npy HAaNNYKMM aTTecTaTa COOTBETCTBMA.

ObecneyeHune 3aWmnTbl MHGOPMALMM B XO4€ SKCNAyaTaLmUm
aTTecTOBaHHOM MHPOPMALMOHHOM CUCTEMDI

18. ObecneyeHre 3alMTbl MHOOPMALMM B XOA4E IKCM/yaTauumn aTTecTOBaHHOM MHOOPMALMOHHOMN CUCTEMBI
OCYLLECTB/IAETCA ONepaTopoM B COOTBETCTBMM C 3IKCMAyaTaUMOHHOM JOKYMEHTauMel Ha cucTemy 3aluThbl
MHPOPMaLMN N OPraHU3aLMOHHO-PACNOPAANTENBHLIMA AOKYMEHTAMWU MO 3awmTe MHPOpPMaLUM U B TOM 4yucie
BK/IOYAET:

ynpasneHue (agMUHUCTPUPOBAHME) CUCTEMOM 3aLUNTbI MHPOPMALMN MHPOPMALMOHHOMN CUCTEMDI;

BbIAB/IEHNE UHUMAEHTOB U pearmpoBaHmne Ha HUX;

yrnpaB/ieHne KoHourypaumein aTtTecToBaHHONM WMHOOPMALMOHHOW CUCTEMbI M €e CUCTEMbI 3aLUUTHI
nHbopmaumu;

KOHTPO/Ib (MOHWUTOPUHT) 3a obecneyeHMem YpPOBHA 3aLUMILEHHOCTM WHPOpMauuK, coaepiKawenca B
MHGOPMALMOHHOM cucTeME.

18.1. B xo4e ynpaeneHus (aAMUHUCTPUPOBAHMA) CUCTEMOW 3aLLMTbl MHGOPMALMM MHGOPMALMOHHOMN CUCTEMDI
OCYLLEeCTBAAIOTCA:

3aBeJeHMe M ydaneHue Yy4yeTHbIX 3anuceil Mnonb3oBaTesnei, ynpasieHMe MOJAHOMOUYMAMMK MO/b30BaTeNen
MHPOPMaLMOHHOM CUCTEMbI U NOAAEPKAHME NPABMA Pa3rpPaHNYeHns A4OCTyna B UHPOPMALMOHHOM cuCTEME;

ynpaBfieHune cpeacTBamu 3almTbl MHGOPMaLUMM B MHGOPMALMOHHOM CMCTEME, B TOM YMCAe napameTpammu
HaCTPOWMKM nporpammHoro obecneyeHus, BKAKOYaa nporpammHoe obecnedyeHue CPeACTB 3alWMTbl MHPOpMaLUN,
ynpaBneHWe Yy4yeTHbIMW 3anuCAMW MOJSb30BaTesielt, BOCCTaHOB/AeHWE pPaboTOCNOCO6HOCTM CpeacTB  3aluThbl
WMHOpPMaLUMK, reHepaLmio, CMEHY M BOCCTaHOB/IEHUE Napone;

yCTaHOBKa 06HOB/IEHMIA NporpammMmHoro obecnedyeHuns, BKAOYan NnporpaMmmHoe obecneyeHne cpeacTs 3alUmTbI
MHpOpMaLmK, BbiNycKaemblx paspaboTunmkamu (NpousBoauTENAMM) CPeacTB 3aluTbl MHOOPMALMU MAU MO KX
Nopy4YeHuto;

LEHTPa/IM30BaHHOE YMpaB/iieHNe CUCTEeMOM 3aWwuTbl WHPOPMaUUKM  MHOPOPMALMOHHOW cucTembl (Npu
HeobxoamMmocTu);

pernctpaumns U aHanms cobbiTuii B MIHGOPMaLMOHHON cUCTeME, CBA3AHHbIX C 3aluTon MHPopmaumn (ganee -
cobbiTnA 6e3onacHoCcTH);

uHpopmMmMpoBaHMe nonb3oBaTesne o6 yrposax 6es3onacHocT MHGOPMAUMM, O MNpPaBUAAX 3SKCNIyaTaumu
cUCTEMBI 3aWnTbl MHGOPMALMKU MHPOPMALMOHHOM CUCTEMbBI U OTAENbHBIX CPEACTB 3aWMUTbl MHPOPMaLMK, a TaKKe
nx obyuyeHue;

conpoBoXaeHre GYHKUMOHUPOBAHUA CUCTEMBI 3aLLMTbl MHGOPMALLMM MHGOPMALMOHHOMN CUCTEMBI B X04€e ee
3KCNAyaTaumK, BKAOYAA KOPPEKTUPOBKY 3KCMAyaTaUMOHHOMW AOKYMEHTauuMM Ha Hee W OpraHM3aumoHHO-
pacnopaamTesnbHbIX AOKYMEHTOB MO 3aluTe MHGOopMaLnK;

18.2. B xo4e BbIABNAEHNA UHLUMAEHTOB M pearMpoBaHMA Ha HUX OCYLLLECTBAAKOTCA:



onpeaeneHune anu, OTBETCTBEHHbIX 3a BbiB/IEHME UHUMAEHTOB U pearnpoBaHmne Ha HUX;
obHapyKeHne n naeHTMduUKaLma MHUNAEHTOB, B TOM YMCae OTKA30B B 06C/yKMBaHMM, cboeB (nepesarpysok)
B paboTe TeEXHMYECKMX CPeaCTB, NPOrpammHoOro obecneyeHuns U cpeacTs 3aWmUTbl MHPOPMALUK, HAPYLLEHWUI NPaBUA
pasrpaHMYyeHns [0CTyna, HenpaBOMEpHbIX AencTtBui no cbopy WHPopmaumn, BHeAPEHUN BPefOHOCHbIX
KOMMbIOTEPHbIX MPOrpamm (BMPYCOB) U MHbIX COBBLITUIM, MPUBOAALLMUX K BOSHUKHOBEHWUIO MHLNLEHTOB;

CBOEBpeMeHHOe MHPOPMUPOBAHME ML, OTBETCTBEHHDIX 33 BbIABNEHWE UHLUAEHTOB M pearMpoBaHne Ha HUX,
0 BO3HUKHOBEHUWN MHUNAEHTOB B MHPOPMALMOHHOM CUCTEME NONb30BATENAMMU U AAMUHUCTPATOPAMMU;

aHaNn3 MHUMAEHTOB, B TOM YMC/ie onpesesieHUe NCTOYHUKOB U NMPUYUH BO3HUKHOBEHMA UHUMAEHTOB, a TaKXe
OLLeHKa WX NOCNeACTBUIA;

NAaHUPOBAHME W MPUHATME MepP MO YCTPAHEHUIO WHUWAEHTOB, B TOM 4MC/Ae MO BOCCTAHOB/EHUIO
WHOOPMALMOHHON CUCTEMBI U €e CerMEeHTOB B C/lydae OTKa3a B OBCNYKMBaHUM uan nocne cboes, yCTpaHEHWUo
nocneacTBUn HapyLeEHMA NPaBUA PasrpaHUYeHna A0CTyna, HEeMPaBOMEPHbIX AeWCTBUIM no cbopy uMHopmaLmu,
BHEAPEHNA BPEAOHOCHbBIX KOMMbIOTEPHBIX MPOrpamMmm (BMPYCOB) M UHbIX COBLITUIA, NPUBOAALLMX K BOSHUKHOBEHUIO
WHLUMAEHTOB;

NAaHUPOBAHME N NPUHATUE MEP MO NPeLOTBPALLEHMIO MOBTOPHOIO BO3SHUKHOBEHWA NHUNAEHTOB.

18.3. B xoae ynpaBneHua KoHbuUrypaumen attectoBaHHOM MHGOPMALMOHHOM CUCTEMbBI U €€ CUCTEMbI 3aLLUTbI
MHbOPMaLUMM OCYLLECTBAAIOTCA:

noageprkaHne KoHpurypaumum MHGOPMaLMOHHOM CUCTEMbI U €e CUCTEMbI 3alnUTbl MHPOPMALUKN (CTPYKTYpbI
CUCTEMbI 3aWNUTbl MHGOPMAUUU MHPOPMALIMOHHOM CUCTEMBI, COCTAaBa, MECT YCTAaHOBKM M NapameTpPoB HaCTPOMKM
CpeacTs 3alWMTbl WMHOOPMAUMKM, NporpammHoro obecneyeHuMa M TEXHUYECKUX CPeAcTB) B COOTBETCTBUM C
3KCM/lyaTaUMOHHON AOKYMEHTalUMel Ha cUcTemy 3alimtbl MHPopmaumn (noaaeprkaHue 6a3oBoM KOHUrypaumm
MHPOPMALMOHHOM CUCTEMBI U €8 CUCTEMbI 3aLLMUTbI MHGOPMaLUK);

onpegeneHne vL, KOTOPbIM paspeLleHbl AeNCTBMA MO BHECEHWUIO M3MeHeHWn B 6a3oBy0 KOHOMIrypaumio
MHDOPMALMOHHOM CUCTEMbI U €€ CUCTEMbI 3aLLUTbI UHOPMaLUK;

ynpaBneHne M3MeHeHUsIMM 6a30BOM KoHPUrypauym MHOOPMAUMOHHON CUCTEMbI U €e CUCTEMbl 3aLMTbl
WHOOPMaUMK, B TOM UYMCAe OnNpeaeneHWe TUMOB BO3MOXHbIX W3MeHeHWA 6a30BOM  KOHdUrypauum
WHOOPMALMOHHON CUCTEMBI U €e CUCTEMbI 3alMTbl MHPOPMALMK, CaHKLMOHMPOBAHUE BHECEHMA U3MEHEHWI B
6a30Byt0 KOHOUIypaLmo UHPOPMALLMOHHOM CUCTEMbI U €€ CUCTEMbI 3alUTbl MHGOPMAUMK, SOKYMEHTUPOBAHME
[EeNCTBUIA N0 BHECEHUIO U3MEHEHUI B 6a30BYyt0 KOHOUIypaLmio MHGOPMALMOHHON CUCTEMbI U €€ CUCTEMbI 3aLUTbI
nHbopMaumm, coxpaHeHue AaHHbIX 06 M3MmeHeHusax 6a30BON KOHOUrypaumm MHPOPMALMOHHOM cUcTeMbl U ee
CUCTEMbI 3aWMTbl MHOOPMAUUM, KOHTPOJIb AENCTBUM MO BHECEHUID W3MEHEHMA B 0as3oByl0 KOHUrypauuto
MHPOPMALNOHHOMN CUCTEMbBI U €€ CUCTEMbI 3aLLUTbI UHOPMALUK;

aHanAM3  NOTEHUMANbHOrO  BO3LENCTBMA  NAAHUMPYEMbIX W3MEHeHM B  0a3o0BOM  KOHMrypaumm
WHOOPMAUMOHHON CUCTEMbI M €e CUCTEMbI 3aWwmTbl MHPOpmaLMM Ha obecneveHwe 3awmTbl MHOOPMALMM,
BO3HMKHOBEHME [OMNONHUTENbHBIX Yrpo3 6e3onacHocTM MHopmaumm M paboTocnocobHOCTL MHHOPMALNOHHON
CUCTEMDbI;

onpegeneHne napameTpoB HACTPOMKM MPOrpammHOro obecneyeHus, BKAOYAA nporpammHoe obecneyeHue
CpeacTs 3almMTbl MHGOPMALLMKM, COCTAaBa U KOHPUTypaLUmM TEXHUYECKUX CPEACTB U NPOrpaMmmHoro obecneyeHus 4o
BHECEHUA U3MeHeHNI B 6a30BY0 KOHOUIYpauuo MHGOPMALLMOHHON CUCTEMbI U €€ CUCTEMbI 3aLMTbl MHOPMaLMK;

BHeceHne MHpopmaLnn (AaHHbIX) 06 U3MeHeHUAX B 6a30B0OI KOHPUrypaLunMm MHGOPMaLIMOHHOM CUCTEMbI U ee
CUCTEMbI 3alMTbl MHOOPMAUMM B 3IKCMIYyaTaLMOHHYIO [OKYMEHTAUMI0O Ha CcucTemy 3aluTbl MHOpMaLmu
MHPOPMALMOHHOM CUCTEMBI;

NPUHATME peleHns no pesyabTaTam ynpasiaeHua KoHdurypaumein o MOBTOPHOWM  aTTecTaumu
MHDOPMALMOHHOM CUCTEMBI MW NPOBEAEHUN AONOAHUTENbHbIX aTTECTALMOHHbIX UCMBITAHWUNA.

18.4. B xome KOHTponsa (MOHUTOpMHra) 3a obecrneyeHMem YpPOBHA 3aLMLLEHHOCTM WHOpMaLMK,
copeprralenca B MHGOPMaLMOHHOM CUCTEME, OCYLLECTBAAOTCA:

KOHTPO/1b 33 COObITUAMKM 6€30MaCHOCTU U AENCTBUAMM NOIb30BaTeNel B UHPOPMALLMOHHOW CUCTEME;

KOHTPO/1b (aHaNM3) 3aWMLLEeHHOCTM MHGOPMaLUK, cogeprKallenca B UHGOPMALIMOHHOM CUCTEME;

aHaNM3 U OLEHKA GYHKLMOHMPOBAHUA CUCTEMbI 3aLLMUTbI MHPOPMALMN MHPOPMALMOHHOM CUCTEMBI, BKKOYAA
BbIAABNIEHWE, aHaNN3 U YCTpPaHEeHWe HeJoCTAaTKOB B  QYHKUMOHMPOBAHUM CUCTEMBI 3alMTbl  MHOOPMaLUK
MHOOPMALNOHHOWN CUCTEMDI;

nepuoamyeckMii aHanu3 MaMeHeHuA yrpos 6es3onacHocTM MHbOPMaumn B MHOOPMALMOHHOM CUCTEME,
BO3HMKAIOLWMX B XO4€E ee 3KCnayaTauum, U NPUHATUE Mep 3almTbl MHPOPMALMK B ClyHae BO3SHUKHOBEHWA HOBbIX
yrpos 6esonacHoOCT1 MHbopMaLmu;

OOKYMEHTMPOBaHME Mpoueayp W pesynbTaToB KOHTPo/A (MOHMTOpMHra) 3a obecrneyeHMem YPOBHS
3alMLLEHHOCTN MHPOPMaLMK, coaepKallenca B UHGOPMaLMOHHOMN CUCTEME;

NPUHATME pPeLleHns MO pe3y/abTaTamM KOHTPOAA (MOHMTOPWHra) 3a obecneyeHMem YpPOBHA 3aLMLLEHHOCTU



uHdopmauum o paopaboTke (MoaepHU3aUUMKM) CUCTEMbI 3alWMTbl MHPOpMaUMM MHPOPMALMOHHON CUCTEMBI,
NMOBTOPHOM aTtTectauMm WHPOPMALMOHHOM CUCTEMbI WAW MNPOBEAEHMU [OMOJAHUTE/IbHbIX aATTECTALMOHHBIX
WCNbITAHWUA.

ObecneyeHue 3aLWmTbl MHGOPMALMM NPU BbIBOAE M3 IKCMIyaTaL UK
aTTeCcTOBaHHOM MHPOPMALMOHHOMN CUCTEMBI TN MOC/E MPUHATUSA
pelueHus 06 oKoHYaHUN 06paboTKM MHbOpPMaLUK

19. ObecneyeHune 3awWmTbl MHGOPMALMM NPU BbIBOAE W3 3KCMAyaTaLUM aTTeCTOBAHHOM MHGOPMALMOHHOM
CUCTEMbI MKW NOCNE NPUHATUA pelleHns 06 oKoHYaHMM 06paboTKM MHDOPMALUM OCYLLECTBAAETCS ONEepaTopom B
COOTBETCTBMM C IKCMNIYyaTaLMOHHON AOKYMEHTaLUMen Ha cuctemy 3awmuTbl MHGopMaLmMm MHGOPMALMOHHOM CUCTEMBI
W OpraHM3aLMOHHO-PacnopaanTeIbHbIMU AOKYMEHTaMM MO 3awmuTe MHGOPMALUKM U B TOM YMC/IE BKKOYAET:

apxMBMpoBaHue nHPopmaumm, cogepKalencs B UHGOPMALMOHHOM CUCTEME;

YHUUTOXKEHUE (CTUPaAHME) AaHHbIX M OCTaTOMHOM MHGOPMALMKN C MALLUHHBIX HOoCcUTeNel Hbopmauumn m (Mnm)
YHUUTOXKEHNE MaLMHHbIX HocuTenel nHdopmauuu.

19.1. ApxmMBupoBaHMe MHDOPMALIUK, CoAepKallencs B MHGOPMALIMOHHOW CUCTEME, AONKHO OCYLLECTBAATLCA
npu HeobXoAMMOCTU AaNnbHENLEro UCNONb30BaHUA MHPOPMALIMKN B AeATE/IbHOCTU onepaTopa.

19.2. YHUUTOKeHue (CTMpaHMe) AaHHbIX U OCTaTOYHOW MHGOPMALIMK C MALUUHHBIX HOCUTENel MHbopMaLUK
npoussoauTcA MNpU HeobXxoAMMOCTM nepefaym MaLIUHHOFO HOCUTeNnAa WHGopMauun APYyromy nosib30BaTesnto
MHOOPMALMOHHON CUCTEMbI UAN B CTOPOHHME OpraHM3auuM ANA PEMOHTa, TEXHMUYECKOro 06CAyXKMBaHUA WU
AaNbHENLLEro YHUUTOXKEHUS.

Mpu BbIBOAE M3 IKCMIyaTaLMMU MaLLUUMHHbIX HOCUTENEN MHOOPMALIMKM, HA KOTOPbIX OCYLLECTB/IAINCL XPaHEHME U
06paboTka MHPOpMaLMK, OcyLLeCcTBAAETCA PUIMUYECKOE YHUUTOKEHUE ITUX MALLUUHHBIX HOCUTeNnen nHdopmauunm.

lll. TpeboBaHUA K mepam 3alnTbl MHOPMALMK, coaepKaLleinca
B UHOOPMALMOHHOM cucTeme

20. OpraHu3auMOHHble U TEXHWYECKME Mepbl 3alumTbl MHPOPMALMK, peanusyemble B UHOOPMALNOHHOWN
cUCTEME B PaMKax ee CUCTeMbl 3aluTbl MHGOPMaUUKM, B 3aBUCMMOCTM OT yrpo3 6esonacHocTn WMHdopmaumm,
NCNOAb3yeMblX MHGOPMALMOHHBIX TEXHONOTUI U CTPYKTYPHO-PYHKUMOHANbHBIX XapaKTePUCTUK MHPOPMALMOHHOM
CUCTEMbI AONXKHbI 06ecneynsaTs:

NMOEHTUOUKAUMIO M ayTEHTUOUKALMIO CYBBEKTOB AOCTYMNa M 06bEKTOB [0CTYN3;

ynpasneHune JoCTynom cybbekToB JOCTyNa K 06beKkTam A0CTyNa;

orpaHuMyeHMe NPorpaMmmMHOM cpesbl;

3aWMUTY MaLLMHHbIX HOcUTeNnen nHdopmaumm;

perncrpauuto cobbitnii 6esonacHocCTy;

aHTUBMPYCHYIO 3aLLMTY;

obHapyKeHue (NpeaoTBpaLLeHME) BTOPHKEHNN;

KOHTPO/b (aHaNN3) 3aLWMULLEHHOCTU MHPOPMALLUK;

LLeNOCTHOCTb MHPOPMALMOHHOM cucTEMbI U MHPOpPMaLUK;

OOCTYMHOCTb MHPOPMALLUK;

3aWMTY cpesbl BUPTYanuM3aunuu;

3aLUMUTY TEXHUYECKUX CPEACTB;

3aWMUTY MHGOPMALMOHHOM CUCTEMDI, €€ CPEeACTB, CUCTEM CBA3M U Nepeayn SaHHbIX.

CoctaB mep 3awWmTbl MHGOPMaUMK M UX Ha3oBble HAbOpPbl A1 COOTBETCTBYIOWMX KAACCOB 3aLLULLEHHOCTU
MHPOPMALMOHHbBIX CUCTEM NpPpUBELEHbI B NpuaoxKeHnn N 2 K HacToAwmm TpeboBaHUAM.

20.1. Mepbl no uAaeHTUPMKALMU M ayTEHTUDUKAUMM CYOBEKTOB A0CTyNa M OOBEKTOB AOCTyMNa AOJMKHbI
obecneunBaTb NpUcBOEeHUE cybbeKTam M 06beKTaM 4OCTYNA YHUKAAbHOIO Npu3Haka (MaeHTMdMKaTopa), cpaBHEHME
npeabaABNsemMoro cybbektom (06BvEKTOM) foCTYNa MAeHTUMKATOPA C NepeyYHEM NPUCBOEHHbIX MAEHTU(HMKATOPOB, a
TAKXXe NpoBepKy MNPUHAANEKHOCTU CybbekTy (06beKTy) pocTyna npeabABlAeHHOro UMM uaeHTudumkaTopa
(noaTeepraeHne NoOAMHHOCTH).

20.2. Mepbl no ynpasieHUIO [OCTYNOM Cyb6beKToOB AO0CTyna K 0b6beKkTam [ocTyna [o0/KHbl obecneymBaTtb
ynpasneHve npaBamv W npusBuaernamm cybbekToB AO0CTYyMa, pasrpaHUyYeHne AocTyna CyObeKkToB AocTyna K
06BbEeKTaM A0CTyMNa Ha OCHOBE COBOKYMHOCTU YCTAHOB/IEHHbIX B MHGOPMALMOHHOM CUCTEME NPABWUA Pa3rPaHNYeHUs
[0CTyna, a TakKe obecneymBaTb KOHTPOJIb COBNOAEHNA STUX NPABUIL.

20.3. Mepbl N0 OrpaHMYeHMto NPOrPaMMHON cpeabl AOMKHbI 0becrneymBaTb YCTaHOBKY U (MM) 3anycK TO/IbKO
pa3peLleHHoro K WCMnosib30BaHWO B MHOOPMALMOHHOM CUCTeMe NPOrpPaMMHOro obecneyeHus WM UCKAKOYATb



BO3MOHOCTb YCTAaHOBKM W (MAKM) 3amnycka 3anpelLeHHOro K MCNo/ib30BaHUMIO B MHOOPMALMOHHON cucTeme
NporpaMmHoro obecrneyeHus.

20.4. Mepbl No 3almMTe MallMHHbIX HocuTenen nHdopmauum (cpeacrtsa ob6paboTkM (xpaHeHMa) MHbopmaLuu,
CbeMHble MAaLMHHbIE HOCUTENIM MHPOPMALLMM) AONKHbBI UCKIOYATb BO3MOXKHOCTb HECAaHKLLMOHMPOBAHHOIO 4OCTYyNa
K MaLMWHHbIM HOCUTENIAM WU XPaHALENCca Ha HUX MHPOPMaALMM, a TaKKe HEeCaHKUMOHUPOBAHHOE MCMO/b30BaHME
CbEMHbIX MaLLUMHHbIX HOCUTeNel MHpopmauuu.

20.5. Mepbl no perucTpauumn cobbiTnii HesonacHOCTM [OMKHbI obecneumBaTb CHOpP, 3aMUCb, XPaHEHUE WU
3awmTy nHbopmaumm o cobbiTuax 6e3onacHOCTU B MHGOPMALMOHHON CUCTEME, A TaKKEe BO3MOXKHOCTb MPOCMOTPA U
aHann3a MHGopmaLMm O TaKMX COBbITUAX U pearnpoBaHme Ha HUX.

20.6. Mepbl N0 aHTUBUPYCHOW 3aluMTe AOMKHbI 0b6ecneynmBaTb 0bHapyKeHMe B MHPOPMALMOHHOW cucteme
KOMMbIOTEPHbIX ~ Nporpamm  AMB60  WMHOM  KOMMbIOTEPHOW  WHbOPMAUMKM,  MNpefHa3HAYeHHOW  AnA
HECAHKLMOHWUPOBAHHOIO YHUUYTOXKEHUSA, BNOKMPOBaHUA, MOANPUKALLMK, KONUPOBAHUA KOMMNbIOTEPHOM MHbOPMaL MK
WKW HENTPanM3aumMm cpeacts 3awmnTbl MHOOPMaALMK, a TaKKe pearnpoBaHMe Ha OOHApYXKEeHWe 3TUX MPOorpamm M
nHbopmauum.

20.7. Mepbl no o6HapyKeHWto (NpeaoTBPALLEHUIO) BTOPXKEHUM [OMKHbI obecneunmBaTb OOHapyrKeHue
nencTenii B MHGOPMaLUMOHHOM CUCTEME, HaMNpaB/ieHHbIX Ha NpeAHAaMEPEHHbIN HEeCaHKLUMOHUPOBAHHbLIN A0CTyN K
MHbOPMaumK, cneumasbHble BO3AEWUCTBUS Ha MHOOPMALMOHHYIO cucTemy U (Mau) uHbopmMaumio B Lenax ee
[00bIBaHUA, YHUUTOXKEHUA, UCKaXKeHUA U BIOKMPOBAHMA 40CTYNa K MHGOPMaUMKM, a TaKKe pearnpoBaHue Ha 3Tu
AencTeums.

20.8. Mepbl N0 KOHTPOO (aHaNM3y) 3aLUMLWEHHOCTU MHPOPMALMM LOMKHBI 0becneymBaTb KOHTPOJIb YPOBHSA
3alMLLEHHOCTN MHOPMaLMKY, coaepKalleincs B MHOOPMALMOHHOM cucTeme, NyTeM NPoBeAeHUs MeponpuaTUiA No
aHaNN3Y 3aLNLLEHHOCTU MHOOPMALMOHHOM CUCTEMbI U TECTUPOBAHMIO €€ CUCTEMbI 3aLLMUTbI UHPOPMALUN.

20.9. Mepbl no obecneyeHUto LENOCTHOCTU WHPOPMALMOHHON CUCTEMbI U UMHOOPMALUM  OO/KHbI
obecrneumBaTb ObOHapy*KeHMe ¢AKTOB HECAHKLMOHMPOBAHHOIO HApyWeHUA LLeJIOCTHOCTU  WMHPOPMALMOHHOM
CUCTEMbI WU COZEep)Kallencs B Hell MHPOPMALUMKM, a TaKKe BO3MOXKHOCTb BOCCTAHOBAEHMA MHGOPMALMOHHOM
CUCTEMbI U coaepKalLencs B Hel MHbopmMaLUu.

20.10. Mepbl no obecneyeHUto AOCTYNHOCTU MHPOPMaLMK AO0AXKHbI 0becneymMBaTb aBTOPU30BaHHbIA A0CTYN
nosb3oBaTenei, UMEKLWMX MpaBa Mo TaKoOMy AOCTyny, K uHbOpmauumu, cogepxauieiica B MHOOPMaLMOHHOM
cucTeme, B LITaTHOM pexnme GYHKLUMOHUPOBAHMUA MHGOPMALMOHHOM CUCTEMDI.

20.11. Mepbl NO 3awWuTe cpenbl BUMPTYyasn3aLMU AOXKHbI UCKAKOYATb HECAHKLMOHMPOBAHHbLIA [0CTyn K
nHoopmauum, obpabatbiBaemolt B  BUPTYyanbHOW WHOPACTPYKTYpPE, M K KOMMNOHEHTaM BMPTyasibHOM
MHOPACTPYKTYpPbl, @ TaKXKe BO3AENCTBME HA MHPOPMALMIO M KOMMOHEHTbI, B TOM YMC/Ie K CPpeacTBaM ynpasaeHua
BUPTYaNbHON MHOPACTPYKTYPO, MOHUTOPY BUPTYaNbHbIX MalIMH (TMNEepBM30pPY), CUCTEME XPaHEHWUA AAHHbIX
(BrNtOYAA cUCTeMy XpaHeHWA 0Bpa3oB BUPTYaNbHOW WMHOPACTPYKTYpPbl), CETU Nepesayn OaHHbIX Yepe3 3/eMeHTbI
BUPTYaNbHON MAN PU3NYECKOW MHPPACTPYKTYPbI, FOCTEBBIM OMEPaLMOHHbIM CUCTEMAM, BUPTYaZbHbIM MalUMHAM
(KoHTelHepam), cucteme M ceTu penauKauuu, TEPMUHANbHbIM U BUPTYasbHbIM YCTPOMCTBAM, a TaKXKe cucTeme
pe3epBHOro KOMMPOBAHWUA W CO34aBAaEMbIM €10 KOMUAM.

20.12. Mepbl No 3alWMTe TeXHUYECKMX CPeACTB LO/IKHbI WCKAOYATb HECAHKLMOHMPOBAHHbLIA A0OCTYyN K
CTAUMOHApPHbIM TEXHUYECKMM cpeactBam, obpabaTtbiBalowum WHOOpMaumio, cpeactsam, obecneymBatoWmUm
bYHKUMOHMpPOBaHME WHOOPMAUMOHHON cucTembl (ganee - cpeactBa obecneyeHUs GYHKUMOHWMPOBaHUA), U B
NOMeLLLEHUS, B KOTOPbIX OHW MOCTOSSHHO PAaCMOJIOXKEHbI, 3aLUTY TEXHUYECKUX CPEeACTB OT BHELHMX BO34ENCTBUM, a
TaKKe 3aWmMTy MHPOpMaLMK, NPeacTaBleHHON B BUAE MHPOPMATUBHBIX 3NEKTPUYECKMX CUFHANOB U DU3UYECKUX
nonew.

20.13. Mepbl no 3awmute MHPOPMALMOHHOW CUCTEMDI, €€ CPeaCTB, CUCTEM CBA3M U Nepesayn AaHHbIX AO/KHbI
obecneunBaTtb 3aWnUTy MHOOPMAUUM NPU B3aUMOAENCTBMU WMHGOOPMALMOHHON CUCTEMbI MAN ee OTAENbHbIX
CEFMEHTOB C MHbBIMW WHPOPMALMOHHBIMU CUCTEMAMU U UHPOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU  CETAMM
NnocpeACcTBOM NPUMEHEHUA aPXMTEKTYPbI MHGOPMALMOHHOMN CUCTEMbI, MPOEKTHbIX PELLUEHWUI MO ee cucTeme 3aLuTbl
MHbOPMaUMK, HanpaBaeHHbIX Ha obecneyeHune 3aWwuTbl MHGOPMaL MK,

21. Boibop Mep 3awmTbl UHPOPMALUM ANA UX peann3aumnmn B MUHPOPMALLMOHHOM CUCTEME B PAMKax ee CUCTEMbI
3aWmTbl MHGOPMALMM BKAOYAET:

onpegeneHne 6a3oBoro Habopa mep 3alWMTbl UHGOPMALMKM ANA YCTAHOBNEHHOMO KNAcCa 3alUuMLLEHHOCTH
MHPOPMALMOHHON CUCTEMBI B COOTBETCTBMM C Ha30BbIMM Habopamm mep 3aWmTbl MHGOPMaLMKM, NPUBEAEHHBIMU B
npunoxeHuun N 2 K Hactosawmm TpeboBaHUAM;

afantaumio 6asosoro Habopa mep 3alWmTbl MHGOPMALUN NPUMEHUTENBHO K CTPYKTYPHO-PYHKLMOHANBbHBIM
XapaKTepuUCTMKam MHOOPMaALNOHHOM CUCTEMDI, MHPOPMALMOHHDBIM TEXHOJIOTUAM, ocobeHHOCTAM
GYHKUMOHMPOBAHMA MHPOPMALLMOHHOW CUCTEMbI (B TOM YMc/ie NpesycMaTpUBAtOLLYIO UCKKOYeHWe M3 6a30BOro
Habopa mep 3awuTbl MHPOPMALUM Mep, HENMOCPEACTBEHHO CBSA3AHHbLIX C MHGOPMALMOHHBIMU TEXHO/IOTUAMM, He



MCNONb3YEMbIMU B MHPOPMALMOHHON CUCTEME, WAN CTPYKTYPHO-OYHKLMOHANbHBIMU XapaKTEPUCTUKaMK, He
CBOMCTBEHHbIMU MHDOPMALIMOHHOM cUCTEME);

YTOUYHEHWE afanTMpPoBaHHOTO 6a30BOro Habopa mep 3awMTbl MHGOPMALUKM C YH4ETOM He BblOpPaHHbLIX paHee
Mep 3aWwmTbl MHPOpMaLMK, NpuBedeHHbIX B npuaoxKeHun N 2 K HacToAwmm TpeboBaHMAM, B pesynbTaTe 4vero
onpeaensalTca Mepbl 3aWwuTbl MHOOpMauuun, obecneumsatowme 670KMpPOBaHME (HEMTpasM3aumio) Bcex yrpos
6e30nacHOCTM MHOOPMaLMK, BKAOYEHHbIX B MOAeNb yrpo3 6esonacHocTn nHopMaumu;

OOMNOJIHEHWE YTOYHEHHOro ajanTupoBaHHOro 6asoBoro Habopa Mep 3awuTbl MHPOPMALUM  Mepamu,
obecneuymBaloLLMMmM BbINOAHEHME TpeboBaHMI O 3awmTe MHGOPMALMK, YCTAHOBAEHHBIMU MHBIMW HOPMATUBHbBIMMU
NpaBOBbIMW aKTaMK B 061aCT1 3aLWMTbl MHPOPMALMK, B TOM YnCe B 061aCTU 3aLLMTbl NEPCOHANbHbIX AAHHbIX.

[na Bbibopa mep 3awmnTbl MHPOPMALMM ANA COOTBETCTBYIOLLEIO KAAcCa 3alUMLLEHHOCTU MHOOPMALMOHHOM
CUCTEMbI MPUMEHSAIOTCA METOANYECKME [AOKYMEHTbl, pa3paboTaHHble M yTBep:KAeHHble OCTIK Poccum B
COOTBETCTBUM C NoanyHKTOM 4 nyHKTa 8 MNonoxeHna o PenepanbHon caybe No TEXHUYECKOMY M IKCMOPTHOMY
KOHTPO0, yTBEPKAEHHOTO YKasom MpesmaeHTta Poccuitckoit Pepepaumm ot 16 asrycra 2004 r. N 1085.

22. B nHPOpMaLMOHHOM CUCTEME COOTBETCTBYIOLLENO K/aacca 3alMLIEHHOCTM B PaMKax ee CUCTEMbI 3almThbl
MHOOPMaUMKN [0KHbI BbITb peann3oBaHbl Mepbl 3aWunTbl MHGOPMaL MK, BbiIbpaHHble B COOTBETCTBMM C MYHKTOM 21
HacToawmx TpeboBaHuli M obecneumBatowme 6NOKMpPOBaHWE (HeWTpanMsaumio) Bcex Yrpo3 6HesonacHocTU
nHpopmauymn.

Mpu 3TOM B MHPOPMALIMOHHOM cUCTEME A0/XKEH OblTb, KAK MUHUMYM, PeasiM30BaH aAanTUpPoBaHHbIN 6a30BbIN
Habop mep 3awmTbl MHGOPMALUM, COOTBETCTBYIOWMI YCTAHOBNEHHOMY KacCy 3alMLLEHHOCTU MHPOPMALMOHHOMN
CUCTEMDI.

23. lpn HEBO3MOXHOCTM peanusaumMm B WMHPOPMALMOHHOM CUCTEME B paMKax €e CUCTEMbl 3almThbl
MHGOPMaUMM OTAENbHbIX BbIODPaHHbIX Mep 3alnuTbl MHPOPMaLMKM Ha 3Tanax agantaumm 6asosoro Habopa mep
3aWmMTbl MHGOPMALUM UAN YTOYHEHMA A[ANTUMPOBAHHOrO 6a30Boro Habopa mep 3aWUTbl MHPOPMaLMKU MOTYT
pa3pabaTtbiBaTbCA WHble (KOMMNEHCUpYlOLWME) Mepbl 3awuTbl UMHPOpMaumK, obecneymBatowme adeKBaTHoe
610KnpoBaHue (HelTpanmnsaumio) yrpos 6es3onacHoCTM MHbOPMaLUK.

B aTOM cniyyae B xo4e pa3paboTKmM cucTembl 3aWmUTbl UHGOPMALMN MHGOPMALMOHHON CUCTEMbI AOKHO BbITb
nposeaeHo 06OCHOBAHWE MPUMEHEHUA KOMMEHCUPYIOLWMX Mep 3aWuTbl MHPOPMALMKM, @ NPU aATTECTALMOHHbIX
UCMbITAaHUAX OLEHEeHa [O0CTATOYHOCTb M 3AEKBATHOCTb [JaHHbIX KOMMEHCUMPYHOWMX mep aaa H610KMpoBaHMA
(HelMTpanmsaymm) yrpos 6e3onacHOCTU MHPOPMaLUN.

24. Mepbl 3awWmTbl UHGOPMALUKM BbIBUPALOTCA U peanusyoTca B MHPOPMALMOHHOM CUCTEME B pPamKax ee
CUCTEMbI 3aLWNUTbl MIHGOPMALMM C Y4ETOM Yrpo3 6e30NacHOCTM MHPOPMALIMM NPUMEHUTENBHO KO BCeM 06bEKTaM U
CcyObeKkTam [0CTyna Ha annapaTHOM, CUCTEMHOM, MPWKNAZHOM W CETEBOM YPOBHAX, B TOM u4uc/ie B cpene
BMPTYyanu3aLmm n 061a4HbIX BbIYUCAEHWUA.

25. BblbpaHHble U peannsoBaHHble B UHPOPMALLMOHHOM CUCTEME B PaMKax ee CMCTeMbl 3aLWnTbl MHPopmaLmMm
Mepbl 3aWnTbl MHGOPMaLMK JOMKHbI 0becneymBaTh:

B MHPOPMALMOHHBIX cucTemax 1 Kjaacca 3alUMUIEeHHOCTM - HelTpanusaumio (6710KMpoBaHMe) yrpos
6e30nacHOCTM MHGOPMaLMU, CBA3AHHBIX C AENCTBUAMM HAPYLUNTENA C BbICOKMM NOTEHLMANOM;
B MHPOPMALMOHHBIX CUCTEeMax 2 Kjaacca 3alUMUIeHHOCTM - HeWTpanusaumio (6710KMpoBaHMe) yrpos

6e30nacHOCTM MHGOPMaLMU, CBA3AHHBIX C AEMCTBUAMM HAPYLUUTENSA C MOTEHLMANOM He HUXe cpeaHero;

B MHPOPMAUMOHHBIX cMCTeMax 3 M 4 KAacCcoB 3alMLLEHHOCTM - HelTpanusauumio (610KupoBaHue) yrpos
6e30nacHOCTM MHGOPMaLMU, CBA3AHHBIX C AEMCTBUAMU HAPYLUUTENA C HUSKMM MOTEHLMANOM.

MoTeHuMan HapywuTena onpeaenseTcs B XO4e OLEHKU ero BO3SMOXKHOCTEW, MPOBOAMMON NpU onpeaeneHmm
yrpos 6e3onacHocT¥ MHGOPMaLMM B COOTBETCTBMM C NMYHKTOM 14.3 HacToAwmxX TpeboBaHui.

Onepatopom MOKeT BbiTb MPUHATO pelleHre O TPUMEHEHMU B MHGOPMALIMOHHOW CUCTEME COOTBETCTBYHOLLLErO
Knacca 3alMLEeHHOCTN Mep 3aWwmTbl UHGOPMaLMK, obecneynBatoLwmx 3aWmTy OT yrpo3 6e3onacHoCcTM nHGopmaumm,
peannsyembix HapylimTesem c 6os1ee BbICOKMM MOTEHLMAIOM.

26. TexHMYecKkMe Mepbl 3aWmUTbl MHPOPMALMKM PeanmsyroTca NocpescTBOM MPUMEHEHUA CPeACTB 3almThbl
nHbopMauum, UMetoLLMX Heobxoanmble GyHKLMKN 6e30MnacHOCTHU.

B aTOM c/lyyae B MHGOPMALLMOHHbIX cMCTEMAX 1 M 2 Knacca 3alLMLLEHHOCTU NPUMEHSIOTCA:

CPeACTBa BbIYMC/IUTENIbHOM TEXHUKM He HUXKe 5 Knacca;

cucTeMbl 0BHapyKeHUA BTOPKEHUI U CPEACTBA aHTUBMPYCHOM 3aLMTbI He HUXKe 4 Knacca;

Me}KceTeBble 3KpaHbl He HuKe 3 Knacca B C/yYae B3aMMOZEWNCTBUA WHPOPMAUMOHHOM CUCTEMBI C
MHPOPMALNOHHO-TENEKOMMYHUKALLMOHHBIMWU CETAMWU MEKAYHAPOLAHOTO MHPOPMALMOHHOTO 0bMeHa U He HuKe 4
Knacca B CAyyae  OTCYTCTBMS  B3aMMOAENCTBMA  MHOOPMALMOHHOW  cucTemMbl € MHOOPMALMOHHO-
TENEKOMMYHUKALMOHHBIMW CETAMM MEXAYHAPOAHOro MHPOPMaLMOHHOTO 0bMeHa.

B MHbOPMALMOHHBIX cMCTEMAX 3 KNacca 3alUMLLEHHOCTU NPUMEHSIOTCA:

CPeACTBa BbIMMCNNTENBbHOM TEXHUKM He HUXKe 5 Knacca;



CUCTEMbl ODHApPYXKEHWUA BTOPMKEHUIM M CpeacTBa aHTUBMPYCHOW 3aluMTbl He HUXKe 4 Kiacca B C/yyae
B3aMMOAENCTBUA  UHOOPMALMOHHOM  cucTembl € MHOOPMALMOHHO-TENIEKOMMYHUKALMOHHbIMU  CETAMM
MEXAYHapPOAHOTro WHPOPMAUMOHHOIO OBMeHa M He HUXKe 5 Kjiacca B C/yd4ae OTCYTCTBMS B3auMMOAENCTBUS
MHOOPMAUMOHHON  cUCTeEMbl C  UHPOPMALMNOHHO-TEIEKOMMYHUKALMOHHBIMA ~ CETAMM  MEeXAyHapoaHOro
MHPOpMaLMOHHOrO 06MeHa;

MeyKCeTeBble 3KpaHbl He HWXKe 3 Kjaacca B C/Ayyae B3aMMOLENCTBUMA WHPOPMALMOHHON CUCTEMDBI C
NHPOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU MEXKAYHAPOAHOIO MHGOPMALMOHHOTO obMeHa U He Huxe 4
Knacca B C/Ay4yae  OTCYTCTBMA  B3aMMOLEWUCTBMA  MHPOPMALMOHHOW  cucTeMbl € MHPOPMALMOHHO-
TENEKOMMYHUKALMOHHbIMU CETAMU MEXAYHAPOAHOFO MHPOPMALMOHHOTO 06MeHa.

B MHpOopMaLMOHHbIX cMcTeMax 4 Knacca 3alMLLEeHHOCTU NPUMEHAOTCA:

CpeacTBa BbIYMCANTENIbHON TEXHUKM HE HUXKe 5 Knacca;

CUCTEMbI OBHAPYKEHUA BTOPKEHUIN N CPEACTBA AHTUBMPYCHOM 3aLMTbl HE HUXKe 5 Knacca;

MeKceTeBble 3KpaHbl He HUXKe 4 Knacca.

B MHbOPMaLMOHHbIX cucTemax 1 M 2 K1accoB 3aLUMLLEHHOCTU NPUMEHSAIOTCA CPeACTBa 3alLmTbl MHPOpMaLMK,
nporpammHoe obecrneyeHne KOTOPbIX MPOLIAO MPOBEPKY HE HUMKE 4Yem Mo 4 YPOBHIO KOHTPO/AA OTCYTCTBUA
HeAeK/apMPOBaHHbIX BO3MOMXKHOCTEN.

27. B cnyyae o6paboTku B MHPOPMALMOHHOM cucteme MHGopMaunm, cogepKalleit NepcoHasbHble AaHHble,
peannsyemblie B COOTBETCTBUM C NMyHKTamM 21 1 22 HacToalwmx TpeboBaHWIA Mepbl 3alWmUTbl MHGOPMaLMK:

ana nHpopmaumMoHHOM cuctembl 1 Knacca 3awmeHHocTM obecneunsatoT 1, 2, 3 U 4 yPOBHU 3aLMULLEHHOCTU
NepPCOHaNbHbIX AaHHbIX <1>;

<1> YcTaHaBAMBaeTCA B COOTBETCTBUM C TPebOBaHUAMM K 3aLUMUTE NEepPCOHaNbHbIX AaHHbIX NPW X 0bpaboTke B
MHOOPMAUMOHHbBIX CUCTEMAX MNEepPCOHANbHbIX AaHHbIX, YTBEPXAEHHbIMWM NoOcCTaHoBAeHMemM [lpaBuUTeNbCTBA
Poccuiickoit Pepepaumm ot 1 HoAabpa 2012 r. N 1119.

ANAa MHPOPMALMOHHOW CUCTEMbI 2 Knacca 3allMLEeHHOCTM obecneunsatoT 2, 3 U 4 YPOBHU 3aWUMLLEHHOCTU
NepCcoHaNbHbIX AaHHbIX <*>;

ANA MHPOPMAUMOHHOW cucTemMbl 3 Knacca 3allMLIeHHOCTM obecneynBaloT 3 M 4 YPOBHU 3alUULLIEHHOCTU
NepCoHaNbHbIX AaHHbIX <*>;

ana MHOopMaLMOHHOM cucTemMbl 4 Knacca 3aluuleHHocTH, obecneuynBatoT 4 ypoBeHb 3alULLIEHHOCTU
NepCcoHaNbHbIX AaHHbIX <*>,

28. Mpun ncnonb3oBaHUM B MHGOPMALMOHHBIX CUCTEMAX HOBbIX MHOOPMALMOHHBIX TEXHONOTUIA U BbIABNEHUN
OONOIHUTENbHBIX Yrpo3 6e3onacHOCTU MHbOPMaLUMK, AN KOTOPbIX He onpedenieHbl Mepbl 3aWuTbl MHOPMaLUN,
OOMKHbI pa3pabaTbiBaTbCA KOMMNEHCUPYIOLLME Mepbl B COOTBETCTBMU C MYHKTOM 23 HacTosawmx TpeboBaHuiA.



Mpunoxkenne N 1

K TpeboBaHMAM O 3awmTe MHGOPMaL MK,

He COCTaBAAOLLEN rOCYAAPCTBEHHYIO TalHY,
coaeprKallenca B rocyaapcTBEHHbIX
NHPOPMALMOHHbBIX CUCTEMAX

ONPEAENEHWNE KNACCA 3ALLMLLEHHOCTU MHOOPMALMOHHOW CUCTEMBI

1. Knacc 3awmiieHHocT MHbopmaumoHHoM cuctemsl (nepsbit Knacc (K1), BTopoit Knacc (K2), Tpetuit knacc
(K3), uetBepTtbit Knacc (K4)) onpeaenseTrca B 3aBUCMMOCTM OT YPOBHA 3HauyMmocTn uHdopmaumm (Y3),
obpabaTtbiBaemolt B 3Tol MHGOPMALMOHHON cucTemMe, MU MaclwTaba MHPOPMAUMOHHOM cucTembl (peaepanbHbIi,
pernoHasibHbI, 06 LEKTOBbIN).

Knacc 3awmueHHocTn (K) = [ypoBeHb 3HaUMMOCTN MHPOPMaLLIMK; MacluTab cuctemsl].

2. YpoBeHb 3HAYMMOCTU MHPOPMALUM OnNpeaensercs CTeneHbld BO3MOXKHOTo yulepba ans obnagartens
MHPopMaumMKn (3aKasumka) M (Man) onepaTopa OT HapyWeHUA KOHPUAEHLMANbHOCTU (HenpaBoMepHble A0CTym,
KOMMpOBaHWe, NpeaoCTaBNeHME WAN PacnpoCTPaHeHue), LEeNOCTHOCTU (HenpaBOMEpPHbIE YHUUYTOXKEHUE Wau
MmoanduumpoBaHme) Unn A0CTYNHOCTU (HenpaBomepHoe 610KMpoBaHme) MHbopMaLMK.

Y3 = [(KoHduAaeHUManbHOCTb, cTeneHb yulepba) (UuenocTHocTb, cTeneHb yuiepba) (AOCTYMHOCTb, CTeneHb
yuiep6a)],

roe cTeneHb BO3MOXHOIO yuwepba onpegensetcs obnagatenem WMHbopmaummn (3akasumkom) u  (Mam)
0OnepaTopomM CAaMOCTOATE/IbHO SKCMEPTHLIM UAN MHbIMM METOZAaMMN N MOXKET ObITb:

BbICOKOM, e€ecin B pe3ynbTaTe HapylweHus OAHOro U3  CBOWCTB 6e3onacHoCTM  MHbopmMaLmu
(KoHOMAEHUMANBbHOCTM, UENOCTHOCTM, AOCTYNHOCTM) BO3MOMHbI CYLLECTBEHHbIE HEraTMBHble MNOCAEACTBUA B
COLMaNbHOM, NOJIMTUYECKON, MeXAYHAPOAHOMN, SKOHOMUYECKOM, GUHAHCOBOM MAN UHBIX 06NaCTAX AeATeNbHOCTU U
(nnn) nudopmaumoHHas cuctema u (unun) onepatop (o6nagartens MHGOPMaLMM) HE MOTYT BbINOIHATL BO3/10XKEHHbIE
Ha HUX QYHKLUMK;

cpegHell, ecnn B pes3ysibTaTe  HapylweHuss OA4HOro W3 CcBOMCTB  6esonacHoctM  MHopmauumm
(KoHOUMAEHUMANbHOCTM, LUENOCTHOCTU, AOCTYNHOCTM) BO3MOMHbI YMEPEHHble HeraTMBHble MNOCNeACTBUA B
COUMANbHON, NONUTUYECKON, MEXAYHAPOAHOM, SKOHOMMYECKON, GUHAHCOBOMN UM MHbIX 0ONACTAX AEATEeNbHOCTU U
(nnn) nHpopmaumoHHasa cuctema u (Mnun) onepatop (obnagatens MHGOPMALUM) HE MOTYT BbIMOJIHATL XOTA 6bl OAHY
M3 BO3/I0XKEHHbIX HA HUX PYHKUMIA;

HU3KOW, eciM B  pe3ynbTaTe HapylweHus OAHOro M3  CBOMCTB  6e3onacHocTM  MHbopmaumu
(KoHOMAEHUMANBbHOCTM, LENOCTHOCTW, AOCTYNHOCTM) BO3MOXHbl He3HauyuTe/lbHble HeraTMBHble MOCNeACTBMA B
COUMANbHOMN, NOSNUTUYECKON, MEXAYHAPOAHOMW, SKOHOMMYECKON, GUHAHCOBOM UM MHbIX 0ONACTAX AEATEeNbHOCTU U
(nnn) nudopmaumoHHas cuctema n (unun) onepatop (o6napatens MHGOPMALMM) MOTYT BbINONHATL BO3/IOXKEHHbIE Ha
HUX OYHKLUN C HeAOCTaTOMHON 3PPEKTUBHOCTBIO UAKN BbiNOJHEHME PYHKLUMIA BO3MOMKHO TONIbKO C NPUBIEYEHNEM
[OMNONHUTENbHBIX CUN U CPEeACTB.

NHbopmaumsa MmeeT BbICOKMI YypoBeHb 3Haummoctn (Y3 1), ecnm xoTa Obl ANnA OOHOrO W3 CBOWMCTB
6e3sonacHoCT MHPopMaLmn (KOHOUAEHUMANBHOCTU, LENOCTHOCTU, AOCTYNHOCTM) OnpefeneHa BbiCOKana CTeneHb
ywepba. UHbopmauus umeeT cpegHuit ypoBeHb 3Haummoctn (Y3 2), ecnn xota 6bl AnA OAHOrO U3 CBOWMCTB
6esonacHocT MHPopmMaumn (KOHOUAEHUMANBHOCTU, LEeNOCTHOCTU, AOCTYNMHOCTM) OnpedeneHa cpegHsas CTeneHb
ywepba M HeT HM O4HOro CBOWMCTBA, A5 KOTOPOro OMpefesieHa BbiCOKas cTeneHb yuwepba. MHbopmauns umeer
HM3KUIN ypoBeHb 3HaUMMmocTu (Y3 3), ecnm gns Bcex CBOMCTB 6€30MacHOCTM MHPOopMaLUN (KOHOMAEHUNANBHOCTMY,
LLe/I0OCTHOCTH, AOCTYNHOCTN) onpeaenieHbl HU3KKe cTeneHu yuepba.

NHbopmauma MMeeT MUHMManbHbIA ypoBeHb 3Haummoctn (Y3 4), ecam obnagatenem WHboOpmaLmUu
(3akasunmkom) u (nnun) onepatopom cTeneHb yuwepba OT HapylweHMAa CBOWMCTB 6He3omacHOCTM WHbOopMaLUK
(KoHOMAEHUMANBbHOCTM, LLEeNOCTHOCTU, AOCTYNHOCTM) HEe MOMeT 6biTb onpeaeneHa, HO NpuM 3TOM WHbOPMaLUS
NoaNeXunT 3aluTe B COOTBETCTBUU C 3aKOHOAaTeNbCTBOM Poccuiickon deaepauum.

Mpu o06paboTke B MHMOPMALMOHHOW cucTeme AByX M 6onee BuAoB MHPopmauum (cnykebHaa TailHa,



Hanoroeasa TaHa W WHble YCTAaHOB/JEHHble 3aKOHoAaTenbCTBOM Poccuiickolt depgepauun Buabl MHOOpPMaLMK
OrpaHMYEHHOro A0CTyna) ypoBeHb 3HaYMMOCTM MHbopmaummn (Y3) onpeaensatca OTAENbHO A5 KaKAoOro BUAA
nHpopmaumm. UTorosblit ypoBeHb 3HAYMMOCTU MHPopmaumn, obpabaTbiBaemon B MHPOPMALMOHHOM cuUcTeme,
YCTaHaBAMBAETCA MO  HAMBbLICIULMM  3HAYEHUAM CTEMeHW BO3MOXKHOro yuepba, onpegeneHHbiMm  A4nd
KOHOMAEHLMANBbHOCTH, LENOCTHOCTU, AOCTYMHOCTU MHPOPMALIUK Kaxkaoro Buaa uHbopmaumu.

3. MHbOopMaumoHHaa cnuctema umeet denepasnbHbli MacwTab, ecan oHa GYHKUMOHUPYET HA TeppuTopumn
Poccuitckoit depepaunmn (B npegenax denepanbHOro okpyra) M MMeeT cermeHTbl B cybbeKTax Poccuitckoit
depepaumnn, MyHULMNANbHBIX 06Pa30BaHUAX U (MAK) OpraHM3aLUAX.

NHPOPMaLMOHHAA CUCTEMA MMEET PEerMoHaNbHbIM MacliTab, ecnm oHa QYHKUMOHMPYET Ha TeppuTopuu
cyb6bekTa Poccuiickoit ®epepaumm U MMeeT CerMeHTbI B OAHOM WA HECKOJIbKMX MYHULUMNANbHbIX 06pa3oBaHUAX U
(nn1) noaBeAOMCTBEHHbBIX U MHbBIX OPraHU3aLMsAX.

NHbopmaumMoHHasa cucTema MMeeT OOBbEKTOBbLIM MacwTab, ecnnm oHa GyHKUMOHMPYET Ha OObEKTax OAHOro
denepanbHOro opraHa rocyAapCTBEHHOM BAAacTW, oOpraHa rocyAapCTBEHHOM BnactM cybbekTa PoccuiicKkoi
depepaumun, myHuumnanabHoro obpasoBaHMA U (MNK) OpPraHM3aLUMKM U HE UMEET CEerMEHTOB B TEPPUTOPMA/bHbIX
opraHax, npeAcTaBuUTenbCTBax, duamanax, Nnoasef0MCTBEHHbIX M MHbIX OpraHM3aLmAX.

4. Knacc 3aWmLeHHOCTM MHOPMALLMOHHON CUCTEMbI ONpeaenseTcs B COOTBETCTBUM C Tabaunuei:

YpoBeHb 3Ha4YMMOCTH MacwTtab nHPOpMaUNOHHOM CUCTEMBI
nHpopmauum depepasnbHbIi PernoHanbHbIN O6beKTOoBbIN
y31 K1 K1 K1
Y32 K1 K2 K2
Y33 K2 K3 K3
y34 K3 K3 K4




MpunoxkeHue N 2

K TpeboBaHMAM 0 3awuTe MHGOpPMaLmu,
He COCTaB/AOLWEN roCy4apCTBEHHYIO TaliHY,

COCTAB

cogepiKa U.I,EﬁCFI B roCy4apCTBEHHbIX

VIHd)OpMaLI,VIOHHbIX cncremax

MEP 3ALLNTbI UHPOPMALIMN N NX BA3OBbLIE HAEOPbI
A1 COOTBETCTBYIOLLEIO K/TACCA 3ALLMLLEEHHOCTU

NHOOPMALMOHHOWM CUCTEMBI

YcnoB Hoe
obo3HauyeHne un
HOMep Mepbl

Mepbl 3awwmTbl MHGOPMALMM B MHOOPMALLMOHHbIX
cuctemax

Knaccbl 3aWmLLeHHOCTH
MHPOPMALMOHHOM
CUCTEMDI

4 | 3] 21

I. UaeHTH

duKauma n ayteHTUdMKaumMa cybbekToB AoCTyNa n 06bekTos aoctyna (MAD)

NA®.1

NaoeHTudMKauma u ayTeHTUdMKaumMA nosib3oBaTenen,
ABNAOLLMXCA pabOTHUKaMM onepaTopa

+ + + +

NAD.2

NaeHTudmMKauma n ayteHTMdUKaumMa yCTPOMCTB, B TOM
yncae CTaunmoHapHbIX, MOBU/bHBIX U MOPTATUBHbIX

NA®.3

YnpasneHve uaeHTUdPuUKaTOopamuM, B TOM  4Yucie
co3pgaHue, npucBoeHMe, YHUUTOXEHUE
naeHTMdMKaTopoB

NAD.4

YnpasneHue cpeacTBamm ayTeHTMUKaLUK, B TOM Yncae
XpaHeHMe, Bblgaya, WHUUMaNM3auma, 6J0KMpoBaHMe
cpeacts ayTeHTUMKALMM U NPUHATUE Mep B C/yvae
yTpaThbl 7 (nnn) KOMNpomeTauum cpenacrts
ayTeHTUdPUKaumnu

NAD.5

3awmTa obpaTHoW cBA3N npwv BBOAE
ayTeHTUPUKaLMoHHON MHPopmauum

NAD.6

NaeHTudMKauma n ayteHTMdUKaumMa nonb3oBaTesien, He
ABNAOWMXCA  paboTHMKamM  onepaTtopa  (BHeLHUX
nosab3oBaTenemn)

NA®.7

NaeHTndMKauma " ayTeHTUudUKaums o06bekToB
$alifioBON cUCTEMbI, 3aMYCKAaemMblX W MCMOJIHSEMbIX
moayner, O0OBEKTOB CUCTEM ynpaBaeHua 6asamu
OaHHbIX, OObBEKTOB, CO34aBaeMblX MPUKAAAHBIM U
cneumanbHbIM  MPOrpamMMHbIM - obecneyeHnem, UHbIX
06beKkToB focTyna

Il. YnpaBneHune goctynom cybbeKToB AocTyna K obbekTam goctyna (YNA)

yna.1

ynpaBneHme (3aBe,u,eHme, adKThBauwuA, 6I'IOKVIpOBaHMe n
yHVI‘-ITO)KEHMG) YYETHbIMU 3anncammum I'IOﬂb3OBaTeﬂel\;1, B
TOM YMC/Ie BHELWHWUX NOJib30BaTenemn

+ + + +

yna.2

Peanusauma HeobxoaMMbIX MeTOAOB (AMCKPELUOHHbIN,
MaHAaTHbIN, PONEBOM UAN MHOW METOA), TUMNOB (Y4TEHME,
3anucb, BbINOMIHEHWME WAM MHOW TWUM) W NpaBun
pasrpaHuyeHus goctyna

yna.3

YnpasneHve (puabTpauma, mMaplipyTMsaumsa, KOHTPOJb
COeVMHEeHW, OfHOHaMNpaB/ieHHasA nepejaya M WHble
cnocobbl ynpasneHusa) MHGOPMALMOHHBLIMU MOTOKaMMU
MeXKay YCTPOMCTBAMM, CErMeHTamMM WHPOPMALMOHHOM
CUCTEMBI, @ TaKXKe MeXay MWHOOPMALMOHHbIMU




cucremamm

yna.4

PasgeneHne nonHomoumin (poneit) nonb3oBaTenew,
aAMMHUCTPATOPOB " v, obecneynBaroLLmX
$YHKUMOHUpOBaHUE NHHOPMALMOHHOM CUCTEMDBI

yna.s

HasHauyeHMe MMHMMANbHO HeobXoAUMbIX MpaB MU
npuBMNErMii  NONb30BATENAM, aAMUHUCTPATOpPam MU
ivuam, obecneynBaroLLUm bYHKUMOHMPOBaHMe
MHPOPMALNOHHOM CUCTEMDI

yna.6

OrpaHuuyeHMe  HeycrelwHbiX  MNOMbITOK  BXo4a B
NHPOPMaLMOHHYIO cuctemy (moctyna K
MHGOPMALMNOHHOM cUCTEME)

yna.7

MpeaynpexaeHne nonb3osBatenda MpuM ero Bxode B
MHPOPMALMOHHYIO  cucTeMy O  TOM, 4YTOo B
MHPOPMaLMOHHON CUCTEME peaniM30BaHbl Mepbl 3aLLMUTbI
nHbopmauum, U o HeobxoaumMocTM cobageHUs Um
YCTAaHOB/IEHHbIX ~ OnepaTopoM  npasun  06paboTKu
nHbopmaumnm

yna.8

OnoseleHMe NoJsib30BaTeNA NOC/e YCMewHoro BXxo4a B
MHPOPMALMOHHYIO CUCTEMY O ero npeaplayLiem BXoae B
MHPOPMALMOHHYIO cUCTEMY

yna.o

OrpaHuyeHne 4ucna napannesbHbiX CeaHCoB AO0CTyna
ONA KaXKAoM  yyeTHOM  3anucyM  noJsib3oBaTens
MHGOPMALMOHHOW CUCTEMBI

yna.1o0

BfoKMpoBaHME ceaHca A[0CTyna B WMHOOPMALMOHHYHO
cUCTeMy Mocie YCTaHOBEHHOro BpemeHu 6e3aeicTeums
(HeaKTMBHOCTM) NoNb30OBATENA UK MO €rO 3aMnpocy

yna.ii1

PaspeweHune (3anper) AelcTBMA  MNo/b30BaTeNEw,
paspeLleHHbIX 40 NAeHTUOUKALUKN U ayTeHTUDUKaLUN

yna.12

Mopaepskka W coxpaHeHWe aTpubyToB 6e30MacHOCTM
(meTok 6e3omacHOCTM), CBA3aHHbLIX C MHpopMmaumel B
npotecce ee xpaHeHMA 1 06paboTKu

yNng.13

Peanusauma  3alWMUIEHHOrO  yAaneHHOro  A0CTyna
Cyb6beKToB A0CTyNa K 06beKkTam A0CTyna Yepes BHelHue
NHPOPMALMOHHO-TENEKOMMYHUKALMOHHbIE CETU

YNJ.14

PernameHTaumMa W KOHTPOJb  MCNO/Ab30BaHMA B
MHOOPMALMOHHOM CUCTEME TEXHOIOMMI BecnpoBOAHOro

AocTyna

YNA.15

PernameHTaumMa UM  KOHTPOAb  WMCMNO/Mb30BaHWA B
MHPOPMALMOHHOM cucTeMe MOBMUAbHBIX TEXHUYECKUX
cpeAacts

YNA.16

YnpaBneHve B3aumopencTenem ¢ MHOOPMaLMUOHHbLIMM
CUCTEMAaMW  CTOPOHHUX  OpraHuM3auuii  (BHewWwHue
NHPOPMaLMOHHbIE CUCTEMBbI)

yna.17

ObecneyeHune A0oBepeHHoM 3arpysKku cpeacts
BbIYUCAUTENBHON TEXHUKM

lIl. OrpaHMyeHne nporpammHoii cpeapl (OMNC)

onc.1

YnpaBneHue 3anyckom (obpalleHuaMn) KOMMOHEHTOB
nporpammHoro  obecnevyeHus, B TOM  uucne
onpeaeneHne 3anyckaemblX KOMMOHEHTOB, HacTpPOMKa
nmapameTpoB 3anycka KOMMOHEHTOB, KOHTPO/ib 3a
3anyCcKOM KOMMOHEHTOB NPorpammHOro obecneyeHun

onc.2

YnpaBneHue ycTaHOBKOWM (MHCTannAuMein) KOMMNOHEHTOB
nporpammHoro  obecnevyeHus, B TOM  uucne
onpezefnieHNe KOMMOHEHTOB, MOAJEXKalLMX YCTaHOBKe,
HacTpolKa NapamMeTpPoB YCTAaHOBKM  KOMMOHEHTOB,
KOHTPO/Ib 32 YCTaHOBKOW KOMMOHEHTOB MPOrpammMHOro




obecneyeHus

ornc.3 YcTaHoOBKa (MHCTannAumMsa) TONbKO paspelleHHoro K| +
MCNO/Ib30BaHUIO MPOrpamMmHoro obecneyeHna u (uam)
€ro KOMMOHEHTOB

onc.4 YnpaBneHne BpemeHHbiMM dainamn, B TOM uYucae
3anpeT, paspelleHne, nepeHanpaB/ieHne  3anucu,
yAaneHue BpemeHHbIX paiinos

IV. 3awmTa MalluMHHbIX HocuTenel nHdopmauum (3HN)

3HU.1 YueT MalMHHbIX HocuTenen nHopmaumnm +

3HWN.2 YnpasneHne p[OCTYNOM K  MAWWHHBIM  HOCUTENAM |  +
nHpopmauunm

3HWN.3 KOHTpo/Ab  nepemelleHna  MalUMHHbIX  HOocuTenen
nHbopMauumM 3a Npeaenbl KOHTPOANPYEMOW 30HbI

3HN.4 McKAoyeHMe BO3MOXHOCTUM  HECAHKLMOHMPOBAHHOMO

O03HAaKOMAEHMS  C  COAEpXKaHMem  WHdopmaumm,
XpaHAWENCA Ha MalMHHBIX HocuTensax, u  (naum)
MCMNONb30BaHNA HOCUTENe WHGOoOpMaUMM B UHbIX
MHPOPMALMOHHDBIX CUCTEMAX

3HW.5 KoHTpo/b ncnosib3oBaHUA MHTepdecos BBoaa (BbiBOAA)
MHGOPMALMM HA MAaLLMHHbIE HOCKTeNn MHpopMmaLmm

3HU.6 KoHTponb BBOAaA (BblBOAA) MHPOPMALIMM HA MALUMHHbIE
HocuTenn nHbopmaumnm

3HN.7 KOHTpO/Mb  MOAKAIOYEHUSA  MALWIMHHBLIX  HOCUTenewn
nHbopmaumnm

3HW.8 YHUuUTOXKEHUE (CTUpaHME) MHPOPMALMM HA MALUMHHBIX | +

HOCUTENAX NpU UX nepefade mexay nonb3osartesiaiMmm, B
CTOPOHHME OpraHn3aunnm ana peMoHTa Uan ytuamsauum,
d TaKXXe KOHTPOJ1b YHUYTOXKEHUNA (CTMpaHMﬂ)

V. Peructpaumna cobbitnin 6esonacHoctu (PCB)

PCB.1 OnpeaeneHne cobbiTnit 6e3omacHOCTM, nognexawmx | +
perncTpauuu, n CPOKOB X XpPaHEHUsA

PCB.2 OnpeaeneHne coctaBa U cofepraHus uMHbopmauum o| +
cob6bITUAX 6e3onacHOCTU, NOANENKALLMX PETUCTPALUN

PCE.3 Cbop, 3anucb M XxpaHeHuMe WMHbOpMauMM O cobbiTuax | +
6€e30nNacHOCTM B TeYEHWe YCTAHOB/IEHHOTO BPEMEHU
XpaHeHus

PCb.4 PearmpoBaHve Ha cbou npu peructpaumm cobbitmin| +

6esonacHOCTM, B TOM 4ucC/le  annapaTtHble U
nporpammHble owunbKn, cbonm B MexaHM3max cbopa
HdopMauun n [OCTUXKEHNE npegena nnu
nepenosHeHna obbema (eMKOCTM) NamaATH

PCB.5 MoHUTOpPUHI (npocmoTp, aHanus) pesynbTatos| +
perucTpauumn cobbitnit 6esonacHoCTM U pearmpoBaHue
Ha HUX

PCB.6 FeHepupoBaHue BPeMEHHbIX METOK 7 (nnn) | +
CUHXPOHU3aLMA CUCTEMHOTO BPEMEHM B
MHPOPMALMOHHOM cucTeMe

PCB.7 3awmTta nHbopmaLmmn o cobbITUAX 6€30MnacHOCTH +

PCb.8 ObecneyeHre BO3MOXKHOCTM MNPOCMOTPA W aHanusa

nHpopmauum o AecTBUAX OTAE/NbHbIX NONb30BaTe e B
MHPOPMALMOHHOM cucTeMe

VI. AHTUBMpYCHas 3awmTa (AB3)

AB3.1 Peanusaumsa aHTUBMPYCHOM 3aLUNTbI +

AB3.2 O6HoBNeHMe 6a3bl faHHbIX NPU3HAKOB BPEAOHOCHbIX | +
KOMMNbIOTEPHbIX Nporpamm (B1pycos)

VIl. O6HapyxeHne sTopKeHui (COB)




COB.1 ObHapyKeHne BTOPKEHN

COB.2 O6HoBNeHMe Ha3bl pellatoLLnx Npasu
VIII. KoHTponb (aHanus) 3awmuieHHocTn nHpopmaumm (AH3)
AH3.1 BbiaBneHne, aHanus ysas3BMMmOCTEN WHPOPMALMOHHOM +

CUCTembl n onepatnBHoe YyCTpaHeHune BHOBb
BblAB/IEHHbIX yH3BVIMOCTel‘;I

AH3.2 KOHTpoNb  yCTaHOBKM OBHOBAEHWI NpOrpamMmmHoOro| + +
obecrneyeHuns, BKAOYAA OOHOB/EHME NPOrPaMMHOrIO
obecneyeHuns cpeacTs 3aWmUTbl MHGOPMaLMK

AH3.3 KoHTponb paboTocnocobHOCTU, NapameTpoB HACTPOMKM +
M NPaBUABHOCTU (PYHKUMOHUPOBAHMA NPOrPaMMHOrO
obecneyeHUs u cpeacTs 3alUnUTbl MHGOPMaLUK

AH3.4 KOHTpO/ib cOCTaBa TEXHUYECKUX CPeacTB, NPOrpammHOro +
obecneyeHUs u cpeacTs 3alUnUTbl MHGOPMaLUK

AH3.5 KOHTpoAb npaBun reHepauuMm U CMeHbl Naponen +
nosb3oBaTenen, 3aBeAeHVMA W yAaNeHUsA  YYeTHbIX
3anucen nosib3oBaTenen, peanusaumm npasun

pasrpaHMYeHns SOCTyrNom, MOAHOMOYMNI Nosib3oBaTeNel
B UHOOPMALMOHHOM cucTeme

IX. ObecneyeHune LEeNOCTHOCTU MHPOPMALMOHHON cucTembl U MHPopmaLmn (OLL)

oun.i KOHTpO/Mb LENOCTHOCTM MnporpammHoro obecneyeHus,
BK/ItOYas nporpammHoe obecrneyeHne cpeacTB 3alMTbl
nHbopmaumnm

ousn.2 KOHTpO/b LENOCTHOCTU MHPOPMALMK, coaeprKaLLelics B
6a3ax gaHHbIX MHOOPMALMOHHOM CUCTEMDbI

ousn.3 ObecneyeHune BO3MOXHOCTU BOCCTAHOBAEHMA | + +

nporpaMmHoro obecneuyeHus, BKIOYasa MpOrpamMmHoe
obecneyeHne cpeacts 3aWwmTbl  MHPOpMauuu, npu
BO3HWKHOBEHWW HELWTATHbIX CUTYyaUMit

oun.a O6Hapy)KeHMe M pearnpoBaHWe Ha MOCTynjeHne B
MHGOPMALNOHHYIO cucTemy He3anpalwnBaemblx
3/IEKTPOHHbIX COOBLWEHNI (NMceM, LOKYMEHTOB) U MHOM
MHOOPMALUMM, HE OTHOCALUMXCA K PYHKUMOHUPOBAHMUIO
MHOOPMALMOHHOM CUCTEMBI (3aLLMTa OT cnama)

ou/n1.5 KoHTponb cogepkaHua nHbopmauum, nepeaaBaemon us
MHGOPMALNOHHOM cUcCTeMbl (KoHTelHepHbI,
OCHOBAHHbIA Ha CBOWCTBAaX ObbEKTa JocTyna, w
KOHTEHTHbIN, OCHOBAHHbLIA Ha MOMCKe 3anpeLlLeHHOM K
nepefavye MHOOPMALUN C MUCMOb3OBAHUEM CUTHATYP,

Macok MU WMHbIX  MeTodoB), 7 UCKNtOYEeHNE
HenpaBOMepHOM nepegaun nHbopmaumnm us3
MHPOPMALNOHHOM CUCTEMDI

ou/.e OrpaHuyeHne npaB nosnb3oBaTesed Mo BBoAY
nHbopmauum B MHGOPMALNOHHYIO CUCTEMY

oun.z KOHTpPO/1Ib TOYHOCTU, MNOSIHOTbI U NPABUABHOCTU OAHHBbIX,
BBOAMMbIX B UHPOPMALLMOHHYO CUCTEMY

oun.g KOHTpONb OWWBOYHbIX AENCTBUIM MOsb3oBaTeneil no

Beogy W (unam)  nepepade  uHbopmauum  wm
npeaynpexaeHne nosb3oBatenen 06 owWMOOYHbIX

nencrTemax
X. ObecnevyeHune aoctynHoctn nHpopmaumm (OAT)
oAaT.1 Mcnonb3oBaHue OTKa30YyCTOMYMBbIX TeXHUYECKUX
cpeacTs
OoAT.2 PesepBupoBaHMe TeXHMYECKMX CpeacTB, NPOrpammHOro

obecrneyeHns, KaHa/noB  nepefdavn  UHPoOpMaLUWK,
cpeacTts obecneyeHns dYHKUMOHNPOBaAHMA




MHPOPMALNOHHOM CUCTEMDI

04T.3

KoHTponb 6e30TKa3HOro bYHKLMOHMPOBaHUA
TEXHUYECKMX CPeacTB, obHapyXeHue U noKanusauma
OTKa30B  (QYHKLMOHWPOBAHMA, MPUHATME Mep MO
BOCCTaHOB/IEHWMIO  OTKasaBLWMX  Cpeactse U MX
TecTMpoBaHue

OAaT.4

Mepuoguyeckoe pesepBHOE KONMpoBaHWe MHbOPMALMK
Ha pe3epBHble MalUUHHbIE HOCUTENN UHPOPMaLUK

0AT.5

ObecneyeHune BO3MOXHOCTU BOCCTaHOB/IEHUA
MHPOPMaLMN C pe3epBHbIX MaLUUHHbIX HOocuTenen
nHbopmauum  (pesepBHbIX  KOMWK) B Te4yeHue
YCTaHOB/IEHHOTO BPEMEHHOro MHTepPBana

oAaT.6

Knactepusauma MHPopmMaLMOHHON cucTembl U (Maun) ee
CermeHToB

oAart.7

KOHTPONb COCTOAHMA W KadyecTBa NpenoCcTaB/ieHUs
YNO/IHOMOYEHHbBIM /IMLOM BbIYUCAUTENbHBIX PECypcoB
(mowHocTel), B TOM uncsie no nepegaye MHopmaLmm

XI. 3awmTa cpeqbl BupTYyanusaumm (3CB)

3CB.1

NpeHTudMKauma n ayTeHTMdMKaLMA CyObeKTOB A0CTyna
M 06BLEKTOB AOCTYNa B BUPTYyaNbHOW MHPPACTPYKTYpE, B
TOM YnCNe afiMUHUCTPATOPOB YMNpaB/JeHUs cpeacTBaMu
BMPTYyanusauum

3CB.2

YnpaBneHve AoCTynom cybbeKToB A0CTyna K obbekTam
[OCTYyNa B BUPTYasibHOW MHPPACTPYKTYpe, B TOM yucie
BHYTPU BUPTYasIbHbIX MaLUWH

3CB.3

Pernctpaums cobbiTuii H6e30macHOCTM B BUPTYasbHOM
NMHpPaCTpyKType

3CB.4

YnpaBneHnve (puabTpauma, mMaplipyTMsaumsa, KOHTPOJb
coefMHeHWs, OAHOHaMNpaB/ieHHasa nepegaya) NoTokamu
MHPOPMAUMN  MeXKAy KOMMNOHEHTAMW  BUPTYasIbHOM
MHPPACTPYKTYPbI, @ TaKKe No NepumeTpy BUPTYasibHOM

MHPPACTPYKTYpPbI

3CB.5

[loBepeHHas 3arpyska CepBepoOB  BUPTya/aM3aLuuy,
BMPTYanbHOM  MawuHbl  (KOHTeiHepa), cepBepos
ynpasfieHua BUpTyanmsaumen

3CB.6

YnpaBneHve nepemelleHMem BUPTYaNbHbIX  MalUUH
(koHTeliHepoB) U 0bpabaTbiBaeMbIX HAa HUX AaHHbIX

3CB.7

KOHTPO/b LEeNOCTHOCTM BUPTYaNbHOM MHOPACTPYKTYpPbI U
ee KoHpurypaumi

3CB.8

Pe3epBHOE KOMMPOBaHWE [JaHHbIX, pe3epBUpOBaHUE
TEXHUYECKMX CPeacTB, MNPOrpaMmHoOro obecrneyeHus
BMPTYasibHON MHOPACTPYKTYPbl, @ TaKKe KaHa/N0B CBSA3U
BHYTPW BUPTYa/IbHOM MHPPACTPYKTYpPbI

3CB.9

Peanusauma u ynpaBneHWe aHTUBUPYCHOM 3alMUTON B
BUPTYa/IbHOM MHPACTPYKTYpe

3CB.10

PasbueHne BUpTyanbHOW MHPPACTPYKTYPbl HA CErMEHTbI
(cermeHTMpoOBaHMe BUPTYaNbHOM UHOPACTPYKTYPbLI) ANA
06paboTKM MHPOPMaLUM OTAEbHBIM MOJb30BaTENIEM U
(nnn) rpynnoii nonb3oBaTenei

XIl. 3awmTa TexHMuecknx cpeacts (3TC)

3TC.1

3awmta nHbopmaumm, obpabaTtbiBaemMoit TEXHUHECKMMM
CpeacTBaMM, OT ee YTeYKM Mo TEXHUYECKUM KaHanam

3TC.2

OpraHusaumsa KOHTPO/IMPYEMOW 30HbI, B npedenax
KOTOPO MOCTOAHHO pPasMeLlaloTca  CTalMoHapHble
TeXHUYecKme cpefacTsa, obpabatbiBatoumne
MHboOpMaLUMio, N cpeacTBa 3alluTbl MHbOpMaLMKM, a




TaKXe cpeactea obecnedyeHmns GyHKLUMOHMPOBAHMSA

3TC.3

KoHTponb W ynpaBneHne ¢u3MYECKMM AOCTYNOM K
TEXHUYECKUM cpeacTtsam, cpeactsam 3aWmThbI
nHpopmaymu, cpeactBam obecneyeHus
OYHKUMOHMPOBAHMA, a TaKKe B MNOMELWeHna w
COOpY)KEHMA, B KOTOPbIX  OHM  YCTaHOBAEHbI,
UCKNIOYalOWME  HECAHKLMOHUPOBAHHbIN  PpU3NYECKUi
[octyn K cpeactBam  06paboTkM  MHpopmaumu,
cpeactBam  3awWMTbl  MHbOpMaLMM M CpeacTBam
obecneyeHns GYHKUMOHMPOBAHNS WMHDOPMALIMOHHOM
CUCTEMbI U NMOMELLEHUA U COOPYKEHMUA, B KOTOPbIX OHM
YCTaHOB/IEHDI

3TC.4

PasmelieHne  ycTpoMcTB  BbiBOoAa  (oTobparkeHus)
MHbopMaLUN, UCKAoYaloLLee ee
HeCcaHKLVOHUPOBAHHbIA MPOCMOTP

3TC.5

3awmMTta  OT BHEWHWX Bo3dencTBui (BO3AenCTBUM
OKpYy»KatoLei cpeabl, HecTabuUnbHOCTU
SNEeKTPOCHAbXeHNA, KOHAMUMOHUPOBAHUA U UHbIX
BHELWHNX PpaKkTopoB)

XIIl. 3awmTa NHGOPMALMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBA3M U Ne

peaayn aaHHbIxX (3UC)

3nC.1

PaspeneHue B MHPoOpMaLMOHHON cucTeme GYHKUMIA Mo
ynpasaeHuio (aAMMUHUCTPUPOBAHMNIO) MHOOPMALMOHHOM
cMcTemol, ynpaBieHuto (agmuHUCTPUpPOBaHMIO)
cuctemort  3aWwmTbl  MHbopmaumKn,  GYHKUMKA  no
obpaboTke nHpopmauum n MHbIX dyHKUMM
MHPOPMALNOHHOM CUCTEMDI

+

3nC.2

MpegoTBpalieHMe  3af4epKKM  MAW  MpepbiBaHKUA
BbINO/IHEHNA MPOLECCOB C BbICOKMM MNPUOPUTETOM CO
CTOPOHbI MPOLLECCOB C HU3KMM MPUOPUTETOM

3M1C.3

ObecneyeHne 3awWwmTbl MHOOPMaUMM OT PACKPbLITUS,
MmoauduKaumMm UM HaBA3blBaHMA  (BBOAA  /IOXKHOM
nHbopmauumn) npu ee nepepade (NoArotToBke K
nepeaaye) Mo KaHanam CBA3M, MMEIOWMM BbIXO4 33
npegenbl  KOHTPO/AMPYEMOM 30HbI, B TOM u4uche
6ecnpoBoAHbIM KaHanam CBA3n

3nc.4

ObecneyeHne OOBEPEHHbIX KaHana, MapLlipyTta mexay
aAMMHUCTPATOPOM, MONb30BATENEM W CPeacTBaMM
3awmTtel  MHGopmauum  (dyHKUMAMKM  He3onacHoCTU
CpeacTs 3alUnUTbl MHPOPMaLLUK)

3M1C.5

3anpeT HeCaHKUMOHWPOBAHHOM yAaNneHHOM aKTMBauuu
BUOEOKAaMeEpP, MUKPOPOHOB U WHbIX nNepudepuinHbIx
YCTPOICTB, KOTOPbIE MOTYT aKTUBMPOBATLCA YAANEHHO, U
onoBelleHMe Monb3oBaTesiel 06 aKTMBALMM  TaKMUX
yCTpolicTB

31C.6

Mepegaya M KOHTPOAb  LENOCTHOCTM  aTpubyToB
6esonacHoCcTM (MeToK 6e30MacHOCTM), CBA3AHHbLIX C
nHbopmauunen, npu obmeHe MHPopMaLUEN C WUHbIMU
MHPOPMALMOHHBIMWN CUCTEMaMU

3UnC.7

KOHTPONb  CaHKLUMOHMPOBAHHOTO M UCKAOYEHUe
HeCaHKLUVMOHNPOBAHHOIO WCMONb30BaHUA TEXHOOrMiA
MOBUNBbHOrO KoAa, B TOM Yucie perucTpauma cobbiTuid,
CBA3aHHbIX C UCMNO/Ib30BaHUEM TEXHOOTUI MOBUNBHOTO
Koda, WX aHaAM3 U pearMpoBaHUE Ha HapylleHus,
CBA3aHHbIE C UCNO/Ib30BaHMEM TEXHOIOMMI MOBUABHOTO
Koaa

3M1C.8

KoHTponb CaHKUMOHMPOBAHHOIO n UCKNKo4YeHne




HECaHKLMOHNPOBAHHOrO MCMONb30BaHMA TEXHO/OMMM
nepeaayn peuu, B TOM 4YMCNe perucTpauma cobbiTuid,
CBA3aHHbIX C WMCNO/Mb30BaHMEM TEXHO/MOMMii nepenaum
peun, WX aHanM3 M pearnpoBaHMe Ha HapylleHus,
CBfA3aHHble C MCMO/b30BaHMEM TEXHOAOMMI nepegayu
peuu

3MnC.9

KOHTPONb  CaHKUMOHMPOBAHHOM M WUCKAOYEHMe
HEeCaHKLMOHUPOBaHHOW Nepeaayn BuAeoMHOGOPMALIMK,
B TOM uuC/le perncrpauma CcobbiTMIi, CBA3AHHBLIX C
nepesayeri  BUAEOUHPOPMAUMM, WX  aHaAU3 U
pearMpoBaHMe Ha HapyLeHWs, CBA3aHHble C Nepeaayen
BMAeonHbOPMaLLMM

31C.10

MoarteepkaeHue NPOUCXOXKAEHUSA WCTOYHMKA
MHPOpMauun, nosly4aemoi B npouecce onpeneneHus
CeTeBbIX aApecoB MO  CeTeBbIM  WMMEHam  Wau
onpeaenieHns ceTeBblX MMeH Mo CeTeBbIM agpecam

3ncC.11

ObecneyeHne MOA/IMHHOCTU CETEBbIX COEAMHEHWUI
(ceaHcoB B3anmopaelicTBuA), B TOM Yncne AN 3almTbl OT
NnoAMeHbl CeTeBbIX YCTPOWCTB U CepBUCOB

3nC.12

McKloueHne BO3MOMKHOCTM OTPULLAHUA NOJ/Ib30BaTENEM
¢$aKTa 0TNPaBKM MHOOPMALMM APYrOMY NOJIb30BATENIO

31C.13

McKloueHne BO3MOMKHOCTM OTPULLAHUA NOJIb30BaTENEM
dakTa  nosyyeHus  MHPopmauMM  OT  ApYroro
nonb3oBsatens

3nC.14

Mcnonb3oBaHMe yCTPOMCTB TEPMUHANBHOIO A0CTYNa s
06paboTkn MHbopMmaLmn

3M1C.15

3awmTa apxmBHbIX GanaoB, NapaMeTpPoB HACTPOMKMU
CpeacTs  3awWuTbl  MHPOpPMaLMM U NPOrPaMMHOrO
obecneyeHns M MHbIX [AaHHbIX, He MNoAa/eXKalmx
n3mMeHeHuIo B npouecce 06paboTkn nHpopmaunm

3M1C.16

BbisiBneHue, aHanus " 6/10KMpoBaHMe B
NHPOPMALMOHHOM CUCTEME CKPbITbIX KaHaN0B nepeaayn
nHpopmaummn B 06Xx04 Peanu3oBaHHbIX Mep 3aLiUTbl
MHPOPMALMN  WMAM  BHYTPM pPaspeLUEHHbIX CeTeBbIX
NPOTOKONOB

3U1C.17

PasbueHne WHPOPMALMOHHON CUCTEMbI Ha CErMeHTbI
(cermeHTMpoOBaHME MHOOPMALMOHHOM  CUCTEMBI) U
obecrneyeHne  3alUTbI NepMMETPOB  CErMeHTOB
MHPOPMALNOHHOM CUCTEMDI

3U1C.18

ObecneyeHne 3arpyskM M WUCMOAHEHUA MPOrpaMmHOro
obecneyeHna C MalIMHHbIX HOcUTenen WHpopmauuu,
AOCTYMHbIX TO/IbKO 415 YTEHMA, U KOHTPO/Ib LLEJIOCTHOCTU
AaHHOro NporpammHoro obecneyeHus

31C.19

M3onAaumsa npoueccoB (BbiNOJHEHME nNporpamm) B
BbleIeHHOM 061acTn NamaATn

31C.20

3awmTa 6ecnpoBOAHbIX COegUHEHMUI, NPUMEHAEMbIX B
MHOOPMALMOHHOM cUCTEeME

3ncC.21

McknloueHne poctyna nosib3oBaTtens K MHOGOPMALMMK,
BO3HMKLWIEN B pesynbTaTe AENCTBUA nNpeablayLero
NoNb30BaTeNA Yepes PeecTpbl, ONEepaTMBHYID NamATb,
BHELWHMEe 3aNOMMHAIOLWME YCTPOMCTBA U MHble oblme
Ons nonb3oBateneit  pecypcbl  MHGOPMALMOHHOM
cucTembl

3nC.22

3awmta  MHOOPMALMOHHOW  CUCTEMBI  OT  Yrpos
6e30MacHOCTM MHPOPMaLMN, HANPaABAEHHbIX HA OTKas B
06cnyKMBaHNN NMHDOPMALIMOHHOM CUCTEMBI




31C.23 3awuTa nepumetpa (pusmueckmx u (MAK) nNoruyeckux + +
rpaHvu)  MHPOPMAUMOHHOM  cUCTeMbl  Mpu  ee
B3aMMOAEMNCTBMM C  WUHbBIMU  UHPOPMALMOHHbLIMM

cMctemamm " MHGOPMALMNOHHO-
TeNEeKOMMYHUKALLMOHHbBIMU CETAMM
31C.24 MpeKpalleHne ceTeBbIX COeANHEHUN MO UX 3aBepLUEHUN + +

WMAKU MO UCTEYEHUM 3aaHHOrO ONepaTopoOM BPEMEHHOTO
WMHTEepBa/sia HEAKTUBHOCTU CETEBOTO COeAMHEHMUA

31C.25 Ucnonb3oBaHne B MHGOPMALMOHHON CUCTEME UAWN ee
CermeHTax  pas/IMYyHbIX  TUNOB  OOLLECMCTEMHOTrO,
npuKknagHoro 7 cneunanbHoro nporpammHoro
obecneyeHus (cosgaHue reteporeHHomn cpeasbl)

31C.26 Mcnonb3oBaHune NpUKNagHoro 7] cneunanbHOro
NporpammHoro obecrneyeHusa, MMELWUX BO3MOMKHOCTb
dYHKLMOHNPOBaHMA B cpepax Pa3/INYHbIX
onepaLMoHHbIX CUCTEM

31C.27 Co3sgaHue (amynauma)  NOXMHbIX  UHOOPMALMOHHbIX

CUCTEM WM UX KOMMOHEHTOB, NpPeAHAa3HAYeHHbIX A5
obOHapyKeHuA, pernctpaumm u aHaausa [encTBui
HapywwuTenei B  Mpouecce  peanusauunm  yrpos
6e3onacHOCTU MHPOpMaLLUK

31C.28 BocnpounsBeaeHne NOXKHbIX U (MKU) CKPbITUE MUCTUHHbIX
OTAENbHbIX WMHOOPMAUMOHHBIX TexXHoAOrnin u (1an)
CTPYKTYPHO-PYHKLIMOHANbHbIX XapaKTepUCTuK

MHPOPMALMOHHOMN  CUCTEMBI MAM €e  CerMeHTOB,
obecneynBatollee HaBA3bIBAHWE HAPYLIUTENHO JIOXKHOTO
npeactasneHna 06  UCTUHHBLIX  MHOOPMALMOHHbIX
TEXHO/MOTUAX WU (MAK)  CTPYKTYPHO-OYHKLMOHANBHBIX
XapaKTepPMCTMKax MHGOPMaLMOHHOM CUCTEMDI

31C.29 MNepeBoa MHPOPMALMOHHOM CUCTEMbBI AN ee YCTPOICTB
(KomnoHeHTOB) B 3apaHee onpefieneHHyo
KOHUrypaumto, obecneunBatoLLyto 3awmTy

MHbOpPMaLMK, B Cly4ae BO3HUKHOBEHMM OTKa30B (cboeB)
B cucteme 3awmtbl MHbOpMaUUKM WHPOPMALMOHHOM
cUCTEMDI

31C.30 3awmTta MOBUNbHbIX TeXHUYECKUx cpencTs, + + +
npUMeHsemMbIx B MHGOPMaLMOHHON cucteme

"+" - mepa 3aWMTbl WUHPOpPMaUMKM BKAOYeHa B 6as30BbIi Habop Mep ANA COOTBETCTBYHOLWEro Kacca
3aLMLLEHHOCTU MHPOPMALMOHHOM CUCTEMBI.

Mepb! 3aWuTbl MHPOPMaLMKM, He 0603HaUYeHHble 3HaKoM "+", NpumeHAOTCA Npu aganTaumm 6asosoro Habopa
Mep M YTOYHEHUWM afdanTUpoBaHHoro 6asoBoro Habopa Mep, a TaKKe Mpu pa3paboTKe KOMMEHCUPYIOWUX Mep
3aLLMTbl MHGOPMALLMM B UHGOPMALLMOHHOM CUCTEME COOTBETCTBYHOLLLENO K1acca 3alMLLEHHOCTY.




