JoKymeHT npegoctasneH KoHcynbTaHTAOC

3apernctpmposaHo B MuHiocte PO 9 ¢pespana 2012 r. N 23191

®EAEPAILHAA C/TYKBA BE3OMACHOCTU POCCUMCKOWN ®ELEPALIUN

NMPUKA3
oT 27 peKabpsa 2011 r. N 796

OB YTBEPXEHWUU TPEEOBAHUN
K CPEACTBAM 3/IEKTPOHHOI NOANUCU U TPEBOBAHUI K CPEACTBAM
YAOCTOBEPAIOLWIEIO LLEHTPA

B cooTBeTcTBMM C YacTbio 5 ctatbn 8 PepepanbHOro 3akoHa ot 6 anpens 2011 r. N 63-93 "06
3NeKTPOHHOM noanucK" <*> NpuKasbiBato yTBepPAMUTh:

<*> CobpaHue 3akoHoaaTenbcTBa Poccuiickon degepaumm, 2011, N 15, cT. 2036; N 27, c1. 3880.

TpeboBaHMA K cpeacTBamM 3NEKTPOHHOM noanucu (npunoxkenue N 1);
TpeboBaHMA K cpeacTBam yA0CTOBEPAIOLLEro LueHTpa (npunoxkeHne N 2).

AunpekTtop
A.BEOPTHMKOB

MpunnoxkeHme N 1
K npukasy ®Cb Poccum
oT 27 pekabps 2011 r. N 796

TPEGOBAHMA K CPEAICTBAM 3/IEKTPOHHOM NOANUCU
|. Obuwme nonoxKeHus

1. Hactoawue TpeboBaHua pa3paboTaHbl B cOOTBETCTBUMN C PeaepanbHbiM 3aKOHOM OT 6 anpensa
2011 r. N 63-®3 "06 aneKkTpoHHoI noanucu" (aanee - deaepanbHbiii 3aKOH).

2. B HacToawmx TpeboBaHMAX MCNONL3YIOTCA CleaytolmMe OCHOBHbIE MOHATUA, onpeaefeHHble B
cTaTbe 2 PefepanbHOro 3aKoHa:

1) anekTpoHHasa noanucb (manee - 3M) - nHboOpMaumsa B 3NEKTPOHHOW ¢opme, KoTopas
npucoegMHeHa K Apyron MHGOpMaUUKU B 3/1EKTPOHHOU dpopme (noanucbiBaemort MHPopmaumm) mnum
MHbIM 06pa3om CBfi3aHA C TaKOW MHbOPMAULMEN M KOTOpaA MCNONb3YeTCcA ANA onpeneneHuna nuua,
nognucbliBatoLLero MHGoOpmaumio;

2) ypoctoBepAawWMA LeHTp (ganee - YU) - topuguyeckoe AWUO WAUM  UHAUBUAYA/bHbIV
npeanpuHMmaTtenb, ocywecTeaalowme QGyHKUMM MO CO3L4aHUKD M BblAavye CepPTUPUKATOB KAKOUel
nposepku 3, a TakKe UHble GyHKLMU, NpeaycMmoTpeHHble PeaepanbHbIM 3aKOHOM;

3) kntoy 3N - yHMKaNbHaA NocnefoBaTeIbHOCTb CUMBOJIOB, NpeAHa3HavYeHHaa aAna cosganma 30,

4) kntou nposepkn 3l - yHMKanbHaA NocnenoBaTe/IbHOCTb CMUMBOJIOB, OAHO3HAYHO CBA3AHHAA C
Kntoyom 3 1 npegHasHavyeHHas 4nsa NpoBepku noganHHoctu 3N (panee - nposepka 3M);

5) cpepctea 3N - wudpoBanbHble (Kpuntorpaduyeckme) cpeactsa, MUCNoOAb3yemble OAs
peanusaunmn xota bbl ogHOM M3 cneayowmx GyHKLUMM - co3gaHue 3, nposepKa 3, cozagaHme Katoya 3N



M KAtoda nposepku 3M1;

6) cepTMduMKaT Katoya npoBepku Il - 3NEKTPOHHbIA AOKYMEHT UAW AOKYMEHT Ha OGymakHOM
HocuTene, BblaaHHble YL, nmbo posepeHHbIM Avuom YL, u noaTeep)Kaatolwme NpUHASNEKHOCTb KAoYa
nposepku M Bnagenbuy ceptuduraTta Katoya nposepku .

3. HactoAwme TpeboBaHWA yCTaHABAMBAIOT CTPYKTYPY U coAepKaHue TpeboBaHMI K cpeacTBam
an.

4. Hactoawue TpeboBaHMA NpeaHa3HAYeHbl ANA 3aKA3YMKOB U pa3paboTumKos paspabaTbiBaemblIx
(mopepHusnpyembix) cpeacts M npu MX B3aUMOAEWUCTBUM MeKAy COOON, C OpraHM3auuaMu,
NPOBOAALMMU KpUNTOrpadryecKkne, MHKEHEPHO-KpUNTorpadmyeckne 1 cneumanbHble UcCaefoBaHMA
cpeacte 3M, ®Cb Poccumn, ocyliecTBAsOWEN NOATBEPKAEHME COOTBETCTBMA cpeacTs I HacToAwmm
TpeboBaHMAM.

5. Hactoswue TpeboBaHMA pacnpocTpaHsaloTcs Ha cpeactsa 3, npepgHasHayeHHble AAs
MCNONb30BaHUA Ha TeppuTopun Poccuitickon depepaumm, B yupexkaeHusax Poccuiickoih Pepepaumn 3a
pybexxom u B HaxogAwmxcAa 3a pybexom 060cob6/MeHHbIX NOApPA3AENeHUAX PUANYECKUX NUL,
06pa3oBaHHbIX B COOTBETCTBMM C 3aKOHOAATeNbCTBOM Poccuiickoit depepaumm.

6. K cpegctBam 3M B 4acTM ux pa3paboTkM, NPOM3BOACTBA, peanmsaluM U 3SKCNAyaTauuu
npeabABnatoTcA TpeboBaHMA, 3aKpenaeHHble MonoxeHnem o paspaboTke, NPOU3BOACTBE, peannsaLmm
M 3KCnayaTaummn wundpoBanbHbiX (Kpuntorpaduyeckmnx) cpeacts 3awmTbl MHopmauum (MonoxkeHue
MK3-2005), ytBep*aeHHbIMm npukaszom ®CB Poccumn o1 9 dpespana 2005 r. N 66 <*> (c M3meHeHUsMU,
BHECeHHbIMM npukazom PCE Poccum ot 12 anpena 2010 r. N 173 <**>), ana wudpoBanbHbIX
(KpunTorpadpuyecknx) cpencTs 3awmTbl MHGOPMALMU C OTPAaHMUYEHHbIM AOCTYNOM, He coaepKalliel
CBeAEHNI, COCTaBAAOLLNX FOCYAAPCTBEHHYIO TaliHYy.

<*> 3apernctpuposaH MuHoctom Poccum 3 mapta 2005 r., pernctpaumoHHbIn N 6382.
<**> 3apeructpmpoBaH MuHtoctom Poccunm 25 masa 2010 r., pernctpaumoHHblin N 17350.

7. TpeboBaHMA K TEXHONOTUAM cO34aHMA (bopmmpoBaHUuA) U nposepku 3l ¢ noMoLblo cpeacTBa
3N yKa3blBalOTCA B TAKTUKO-TEXHUYECKOM 3343aHUU UM TEXHUYECKOM 3343aHMM HA NPOBeAEeHME ONbITHO-
KOHCTPYKTOPCKOM pPaboTbl MM COCTAaBHOM 4YacCTU OMbITHO-KOHCTPYKTOPCKOM paboTbl no paspaboTtke
(mopepHusaumm) cpeacrtsa M (panee - T3 Ha pa3paboTky (MoaepHU3aUMi0) cpeactea ).

Il. TpeboBaHus K cpeactasam 3

8. Mpwu cozganmm 3 cpeactsa I AONXKHbI:

- MOKasblBaTb NULY, MOAMUCHLIBAIOLWEMY 3NEKTPOHHbIA AOKYMEHT, cogepkaHue uHpopmauumu,
KOTOPYHO OH MOAMNUCHIBAET <*>;

- co3gaBaTb Il TONbKO MOC/AEe NOATBEPXKAEHMA JIMLUOM, MNOAMNUCHIBAIOWMM 3/EKTPOHHbIM
OOKYMEHT, onepaumn no cosganuto 3 <*>;

- 04HO3HAYHO NOKa3biBaTb, 4To I co3gaHa <*>.

9. Mpwu nposepke Il cpeacraa I AONXKHbI:

- MOKa3bIBaTb COAepKaHNE INEKTPOHHOIO AOKYMEHTa, noanucaHHoro M <*>;

- NOKa3blBaTb MHPOPMALMIO O BHECEHUM M3MEHEHUI B NOANMCAHHbINA I 3/1EKTPOHHbI AOKYMEHT
<*>:

- YKasblBaTb Ha /MU0, C WUCNONb30BaHMeM Katouya 3l KOTOPOro noAMNMCaHbl 3/EKTPOHHble
OOKYMEHTbI <*>,

<*> Peann3yerca B TOM 4YMC/Ae C MCMO/b30BaHMEM annapaTHbIX WU MNPOrpamMMHbIX CPeacTs,
COBMECTHO C KOTOPbIMM LUTAaTHO $YHKUMOHUPYIOT cpeactsa 3l M KoTopble CnocobHbl NMOBAUATL Ha
BbINOJIHEHWE NpeabaABAAeMblX K cpeacTeam Il TpeboBaHWMn, B COBOKYMHOCTM NPeACTaBAAOLMX cpeay
dYHKLUMOHMPOBaHMA cpeacTs I (aanee - CP).

10. TpeboBaHua nNyHKTOB 8 M 9 HactoAwmx TpeboBaHWMN He NPUMEHSsOTCS K cpepcTtBam 3,
MCNONb3yeMbIM  A1A aBTOMATMYECKOro co3AaHua u  (Man) aBTomaTuyeckoh nposepku S B
MHGOPMALMOHHOWM CUCTEME.



11. CpeactBa 3 A0/XKHbI TPOTUBOCTOATb Yrpo3am, NPeACTaBAsOWMM COOOM LeneHanpaBaeHHble
OEWNCTBUA C MCMNOJIb30BaHMEM amnnapaTtHbiX M (MAKM) NPOrpamMMHbIX CPEACTB C LeAblo HapylweHus
6e3onacHOCTM 3awmuaemon cpeactsom Il nHGoOpMaUUM MAK C LeNbio CO3L4aHUA YCNOBUIM ANA 3TOrO
(nanee - aTaka).

12. B 3aBMCMMOCTM OT CNOCOBHOCTEN NMPOTMBOCTOATb aTakam cpeactea 3l noapaspenatoTca Ha
Knaccobl <*>,

<*> Heobxoaumblii Knacc paspabaTbiBaemoro (moaepHusnpyemoro) cpeacrtea I onpegenserca
3aKasuMKkom (paspabotumkom) cpeactsa Il nyTem onpegeneHua BO3MOMKHOCTEW OCYLLECTBAATb
co3faHune cnocoboB aTak, NOAroTOBKY M NPOBEAEHWe aTaK Ha OCHoBe NyHKTOB 13 - 18 HacToAwmx
TpeboBaHMit U yKasbiBaeTcA B T3 Ha pa3paboTky (moaepHu3aumio) cpeacrtsa 1.

13. Cpepcrea 3N knacca KC1 npoTMBOCTOAT aTakam, Mpu co3gaHuMyM cnocoboB, NMOArOTOBKE W
NpoBeAeHNN KOTOPbIX UCMOJb3YIOTCA CAeAyoWwme BO3MOXKHOCTHU:

13.1. CamocToATENIbBHOE OCYLLECTBAEHWE CO34aHMA cnocoboB aTaK, NOArOTOBKM U MpOBeAEeHMUA
aTak.

13.2. lercTBUA Ha Pa3/IMYHbIX 3Tanax XU3HEeHHOro uukna cpeactea MM <*>.

<*> K 3Tanam XM3HeHHOro uuKna cpeactsa 3 oTHocATcA pa3paboTka (MmoaepHM3auumsA)
YyKa3aHHbIX CpeacTB, MX MNPOWM3BOACTBO, XPaHeHWe, TPaHCMOPTUPOBKA, BBOA, B 3KCMN/IyaTauuio
(nyckoHanagouHble paboTbl), aKcnayaTaumsa.

13.3. lpoBeaeHne aTakM TONbKO M3BHE MPOCTPAHCTBA, B Mpeaenax KOTOPOro OocyliecTBaseTcA
KOHTPO/Nb 3a npebbiBaHMeM W AeWCTBMAMM ML, M (UAW) TPaHCNOPTHbLIX cpeacTs (ganee -
KOHTPOMpPYeMasn 30Ha <*>).

<*> [paHUUENn KOHTPO/IMPYEMOM 30Hbl MOTYT ObiTb: MEpMMETP OXpaHAeMOW TeppUTOpUM
npeanpuatTUa (yuperkaeHus), orparkaarolme KOHCTPYKLMU OXPaHAEMOro 34aHUA, OXPaHAeMOW 4acTu
3[1aHMS, BblAENEHHOrO NOMELLEHUS.

13.4. MpoBefeHne Ha 3Tanax pas3paboTKM, NPOU3BOACTBA, XPaHEHMA, TPAHCNOPTUPOBKU CPEACTB
3N w sTane BBOAA B aKcNAyaTaumio cpeacts I (NyckoHanafouHble paboTbl) Caeaytowmx aTak:

- BHECEHME HECAHKLMOHUPOBAHHbIX M3MeHeHWUI B cpeacTso Il u (Maun) B KOMNoHeHTbl CP, B TOM
yncae C UCNoJIb30BaHNEM BPEAOHOCHbIX NMPOrpamm;

- BHECEHWe HEeCAHKUMOHWPOBAHHbIX M3MEHEHWN B AOKyMeHTauuio Ha cpeactBo Il M Ha
KOMMOHeHTbI CO.

13.5. MpoBeaeHue aTaK Ha cnegytowme o6beKTbI:

- BOKYMEHTaLMIO Ha cpeacTBo I M Ha KoMmNoHeHTbl CO;

- 3aWMLaemMble 31eKTPOHHbIE AOKYMEHTbI;

- KNHOYEBYIO, AaYTEHTUDUUMPYIOLLYIO M NaposbHYHO MHPopmaLmto cpeacTtaa IM;

- cpeacTso 3 1 ero NporpamMmmHble U annapaTHbIe KOMMOHEHTDI;

- annapaTHble cpeacTBa, Bxogawme B CO, BKAOYAA MUKPOCXEMbI C 3aNMCaHHbBIM MUKPOKOAOM
BIOS, ocyuwecTBAAOLWEN MHULUMANM3ALMIO 3TUX CPeACTB (fanee - annapaTHble KoMNoHeHTbl CO);

- NPOrpaMmHble KOMMOHeHTbI CP;

- AlaHHble, NepefaBaemble Mo KaHasnam CBA3M;

- NMOMeLLEHUA, B KOTOPbIX HAaXOAMUTCA COBOKYMHOCTb MPOFPAaMMHbIX U TEXHUYECKUX 3/1EMEHTOB
cuctem 06paboTKM AaHHbIX, CNOCOOHbIX PYHKLMOHMPOBATb CAaMOCTOATE/IbHO WAW B COCTaBe ApPYrux
cuctem (manee - CBT), Ha KOTOpbIX peanm3oBaHbl cpeacTtsa I u CO;

- MHble 0ObBEKTblI aTaK, KoTopble MNpW HeobxoAMMOCTM YyKasbiBatoTcA B T3 Ha paspaboTky
(mopepHusaumio) cpeactea 3N ¢ yy4eToM  MUCNONb3yeMbIX B WMHPOPMALMOHHOW  cuUcTeme
MHPOPMALMOHHBIX TEXHOIOTMIA, annapaTtHbix cpeacTs (panee - AC) M nporpammHoro obecrnevyeHus
(nanee - NO).

13.6. MonyuyeHue cneaytoweit tHbopmaumm:

- obwmx ceegeHMN 06 MHPOPMALMOHHOM cUcTeMe, B KOTOPOI ucnonbayetca cpeactso M



(Ha3HauyeHWe, cocTaB, onepaTop, OOBLEKTbl, B KOTOPbIX pPasmelleHbl pecypcbl MHPOPMALMOHHOM
cUcTembl);

- cBeAeHMN 06 MHOOPMALMOHHBLIX TexHonormax, 6asax AaHHbix, AC, MO, mcnonb3yembix B
MHGOPMALMOHHOW CUCTEME COBMECTHO €O cpeacTsom 31,

- CBeAeHN 0 GM3NYECKUX MepaXx 3aLMTbl 0OBEKTOB, B KOTOPbIX pa3melleHbl cpeacTea I1;

- CBeAEHMN 0 Mmepax No obecrneyeHUto KOHTPOAMPYEMON 30Hbl 06bEeKTOB WHPOPMALUOHHOM
CUCTEMDbI, B KOTOPOM Mcnonb3yetca cpeactso I,

- CBeAEHMI O Mepax Mo pasrpaHUYeHMI0 4OCTyNa B NOMELLEHUA, B KOTOPbIX HaxoaatcAa CBT, Ha
KOTOPbIX peann3osaHbl cpeacTtsa Il un CO;

- copepXaHua HaxogAawelcAa B cBobogHOM JocTyne [OKYMEHTAUMW Ha annapatHble U
NpPOrpaMmMmHble KOMNOHEHTbI cpeacTsa I n Co;

- 0obwmMx cBegeHW O 3alMLaemMon MHbOPMaLMKM, UCNOJIb3yeMOM B MPOLECCE 3KCMayaTauuu
cpepctsa Jl1;

- BCeX BO3MOMHbIX [aHHbIX, NepefaBaeMblX B OTKPbITOM BWAE NO KaHanam CBA3M, He
3aMLLEHHBbIM OT HeCaHKLMOHMPOBaHHOro aoctyna (ganee - HCA) K nHdopmaumm opraHM3aLMOHHO-
TeXHUYECKMMN Mepamu;

- CBEA,EHUIN O IMHUAX CBA3K, NO KOTOPbLIM NepesaeTca 3awmwaemasn cpeactsom 3N nHpopmaums;

- cBeaeHui 060 BCex NPOABAAIOLWMXCA B KaHaNax CBA3M, He 3awwmieHHbIx oT HCA, K uHbopmauuu
OpPraHM3auNOHHO-TEXHUYECKMMU MepPamMu, HapyLeHUAX NpaBua aKcnyaTaumm cpegcrsa 3 u CP;

- cBeAeHuI 060 BCex NPOABAAIOWMXCA B KaHaNax CBA3M, He 3awmieHHbIx oT HCA, K uHbopmauum
OpPraHM3auNOHHO-TEXHUYECKMMWN  MepamM, HeUCnpaBHOCTAX M cHBOAX annapaTHbIX KOMMOHEHTOB
cpeacta I u Co;

- CBEAEHUI, NoyvYaemblx B pe3y/abTaTe aHanu3a NtobblX CUrHANOB OT anMnapaTHbIX KOMMNOHEHTOB
cpeactea Il n CO, KoTopble MOXKET NepexBaTUTb HApYLUUTESb.

13.7. Ucnonb3oBaHue:

- Haxogawmxca B ceobogHOM JOCTYNe AN UCNOb3yeMbIX 3a NPeaelaMn KOHTPONPYEMOW 30HbI
AC 1 MO, BKkAOYAA annapaTHble U NPOrpamMmmHble KOMMNOHEHTbI cpeactsa I n CP;

- cneumnanbHo paspaboTaHHbIx AC 1 MNO.

13.8. Ucnonb3oBaHMe B KauyecTBe cpeabl nepeHoca OT cybbeKTa K 0b6bekTy (oT obbekTa K
CybbeKTy) aTaku AENCTBUIA, OCYLLECTBAAEMbIX NPW NOArOTOBKE W (MAM) NpoBefdeHUMM aTaku (panee -
KaHan aTtaku):

- He 3awmuieHHbIXx oT HCA K MHbOpMaLMM OpPraHM3auMOHHO-TEXHUYECKUMW MEpamu KaHanos
CBA3M (KaK BHE KOHTPO/IMPYEMOWM 30HbI, TaK U B ee npegenax), No KOTOpbIM nepeaaeTca 3awmuLaemas
cpeacteom Il nHbopmaums;

- KaHanoB PacrnpocTpaHeHWUA CUFHAM0B, COMPOBOXAAOWMX GYHKUMOHMPOBaHUE cpeactea Il u
Co.

13.9. NpoBegeHne aTakn U3 MHGOPMALMOHHO-TENEKOMMYHUKALNOHHBIX CETEN, AOCTYN K KOTOPbIM
He orpaHu4eH onpeaeneHHbIM KPpYyrom nuu,

13.10. Ucnonb3osaHmne AC u MO n3 coctaBa cpeacTs MHGOPMALNOHHOW CUCTEMBI, UCMOJIb3YEMbIX
Ha MecTax 3KcnayaTauum cpeactsa Il (Aanee - WTaTHble CPEACTBA) U HAXOAALWMXCA 33 Npeaenamu
KOHTPO/IMPYEMOW 30HbI.

14. Cpepactea 3l knacca KC2 npoTuBOCTOAT aTakam, MpM co3gaHum crnocoboB, NoaroToBke u
npoBeaeHNUN KOTOPbIX WCMOMb3YIOTCA BO3MOXHOCTWU, NepedymcineHHble B nognyHktax 13.1 - 13.10
HacToAawwmx TpeboBaHuWiA, U ceayoLne AONONHUTEIbHbIE BO3MOXKHOCTH:

14.1. TMposBefeHnMe aTakM MNpPU HAXOXKOEHUW KaK BHe MNpenenos, Tak W B npegenax
KOHTPO/IMPYEMOW 30HbI.

14.2. Wcnonb3oBaHWe LWITATHbIX CPeACTB, OrpaHUYEHHOe Mepamu, peasn3oBaHHbIMKU B
MHGOPMALMOHHOM cucTemMe, B KOTOPOI uMcnonb3yetcA cpeactso Il1, M HanpaBAeHHbIMM  Ha
npeaoTBpaLleHne 1 npeceyeHne HeCaHKUMOHMPOBAHHbIX 4ENCTBUIA.

15. Cpepcrea 3N knacca KC3 npoTMBOCTOAT aTakam, Mpu co3daHuMmM cnocoboB, NMOArOTOBKE W
npoBegeHNN KOTOPbIX MCNOJb3YIOTCA BO3MOXHOCTU, NepedncieHHble B noanyHktax 13.1 - 13.10, 14.1,
14.2 HacToAwmx TpeboBaHWiA, U cneayrolime AONOAHUTENbHbIE BOSMOXHOCTU:

15.1. floctyn K CBT, Ha KOTOpbIX peanm3oBaHbl cpeactso I n CoO.

15.2. BO3MOXKHOCTb pacrnosiaratb annapaTtHbIMWU KOMMoHeHTaMu cpeactsa 3 n CO B obbeme,



3aBucALLEeM OT Mep, HamMpaB/eHHbIX Ha nNpeaoTBpalleHMe W npeceyeHue HeCaHKUMOHUPOBAHHbIX
AencTBUi, peann3oBaHHbIX B MHPOPMALMOHHOM cMCTEME, B KOTOPOM MUcnosib3yeTca cpeacTtso Il.

16. Cpeactea Il knacca KB1 npoTMBOCTOAT aTakam, MpM co3gaHum crnocoboB, NoaroToBke u
npoBeaeHnn KOTOPbIX UCNOMb3YIOTCA BO3MOXKHOCTU, NepeyncneHHble B nognyHkTax 13.1 - 13.10, 14.1,
14.2,15.1, 15.2 HacToawwmx TpeboBaHMin, 1 cneaytowme AONOAHUTE IbHbIE BOSMOMXHOCTY:

16.1. Co3gaHue cnocoboB aTaK, NOArOTOBKA U NpOBeAEHNE aTaK C NPUBIEYEHMEM CMELMANNCTOB,
MMeIoLWMX OnbIT pPa3paboTKM W aHanmsla cpeacts II1, BKAOYasA cneumannctos B8 obnactm aHanmsa
CMFHaN0B, CONPOBOXKAAOLWNX PYHKLMOHUpPOBaHMe cpeacTtsa I n CO.

16.2. T[MpoBegeHne nabopaTopHbiX uccnepoBaHuii cpeactea  3f, MCNoOAb3yemMoro BHe
KOHTPO/IMPYEMOWN 30HbI, B 0b6beme, 3aBUCALLEM OT Mep, HamnpaBAeHHbIX Ha NpPefoTBpaLLeHME U
npeceyeHMe HECAHKLMOHUPOBAHHbIX AEWCTBUI, peann3oBaHHbIX B WHPOPMALMOHHOW cucTeme, B
KOTOpOI1 ncnonb3yetca cpeactso 3.

17. Cpepcra 3N knacca KB2 npoTMBOCTOAT aTakam, Mpu co3daHuMyM cnocoboB, NMOArOTOBKE W
npoBeAeHNN KOTOPbIX MCNOJb3YIOTCA BO3MOXHOCTU, NepedncieHHble B noanyHktax 13.1 - 13.10, 14.1,
14.2,15.1,15.2, 16.1, 16.2 HacTosiwux TpeboBaHWIA, U cieayolmne A0NOJHUTE/IbHblE BO3SMOXKHOCTH:

17.1. Co3paHune cnocoboB aTaK, NMOAFOTOBKA M NpOBeAeHME aTak C NPUBAEYEHMEM CMELMANINCTOB,
MMEILLMX ONbIT pa3paboTKkn 1 aHanm3a cpeacts I, BKAOYAA CneunanncTos B 061acTi UCNOIb30BaHUA
ONA  peanusauMM  aTak BO3MOXKHOCTEM npuKknagHoro MO, He ONMCaHHbIX B AOKYMeEHTaLMuM Ha
npuknagHoe MO.

17.2. MNocTtaHoBKa paboT no co3gaHuto cnocoboB U CPeacTB aTak B Hay4YHO-UCCNE[0BaATENbCKUX
LEeHTpax, cneunanmnsmnpytowmxca B o6nactn paspabotkm 1 aHanusa cpeacts Il n CO.

17.3. BO3MOXHOCTb pacnosaraTb MCXOAHbIMM TeKCTaMK BxogALlero 8 CO npuknagHoro MO.

18. Cpeactea 3l knacca KAl npoTMBOCTOAT aTakam, NpW co3gaHuMm crnocoboB, NoAroToBke u
npoBeaeHnn KOTOPbIX UCNOMb3YIOTCA BO3MOXKHOCTU, NepeymncneHHble B nognyHkTax 13.1 - 13.10, 14.1,
14.2, 15.1, 15.2, 16.1, 16.2, 17.1 - 17.3 Hactoawmx TpeboBaHMi, U cneaylowme AONONHUTENbHbIE
BO3MOXHOCTU:

18.1. Co3paHue cnocoboB aTaK, NOArOTOBKA U NPOBeAEHMNE aTaK C NPUBIEYEHMEM CMELMANNCTOB,
MMeoLLMX ONbIT pa3paboTkm n aHanusa cpeacts 3, BKAOYAA cneumManncTos B 061acT MCNOb30BAHMA
ONA peann3aummn atak Bo3mMoXKHocTen cuctemHoro MO, He ONUCAHHbIX B AOKYMEHTALUM HA CUCTEMHOE
no.

18.2. B0o3MOXHOCTb pacnonaratb BCel [AOKYMEHTaUMeW Ha annapaTHble W MporpammHble
KOMNOHeHTbl C.

18.3. BO3MOXXHOCTb pacnoiarate BCEMU annapaTHbIMM KOMNOHeHTaMu cpegctea I n CP.

19. B cnayyae peanmsaumm B cpeactse I GyHKUMKM npoBepku I 31eKTPOHHOIo AOKYMEHTa C
MCNONb30BaHWEM cepTUdMKaTa KAtova NpoBepku 3l 3Ta peanmsauma fOMKHA UCKAOUUTb BO3SMOMKHOCTb
nposepkn I aNeKTPOHHOro goKymeHTa 6e3 nposepku 3l B cepTuduKaTte Katoua nposepkun 3 nam 6es
HaAN4YMA NONOKUTENbHOIO pe3yabTaTta nposepku M1 B cepTudmKaTe KAtoya nposepku IM.

20. Mpu paspabotke cpeacts 3N A0AXKHbI MCMONL30BATLCA KpUNTOrpaduyeckne anaropuTmbl,
yTBEpPXAEeHHble B Ka4yeCTBe rocyAapCTBEHHbIX CTaHAAPTOB UAN UMEIOLWME NONOXKUTENbHOE 3aKNtoYeHne
®CB Poccum No pesynbTaTam UX SKCNEPTHbIX KPUNTOrpaduUecKux nccaefoBaHmii <*>,

<*> MoanyHKT 25 nyHKTa 9 MonoxeHuna o depepanbHoi cnayxbe 6esonacHocTM Poccuitckol
depepaunu, yteepraeHHoro YKkasom MpesngeHTta Poccuiickoin deaepaunm ot 11 asrycta 2003 r. N 960
(CobpaHue 3akoHopaTenbcTea Poccuiickoit depepaummn, 2003, N 33, cT. 3254; 2004, N 28, c1. 2883;
2005, N 36, cT. 3665; N 49, cT. 5200; 2006, N 25, cT. 2699; N 31 (u. I), cT. 3463; 2007, N 1 (4. 1), cT. 205; N
49, c1.6133; N 53, cT. 6554; 2008, N 36, cT. 4087; N 43, cT.4921; N 47, cT. 5431; 2010, N 17, cT. 2054; N
20, cT.2435; 2011, N 2, cT. 267; N 9, cT. 1222) (nanee - NonoxeHue o PCE Poccun).

21. WNHxkeHepHo-KpunTorpadpuyeckaa 3awmrta cpeactsa Il J0/MKHA  WCKAOYMTL  CODbITUS,
npuBOAALLME K BO3SMOXHOCTU NPOBEAEHWUA YCMELHbIX aTaK B YCI0BUAX BO3MOXHbIX HEMCNPABHOCTEN
nnn cboeB annapaTHOro KOMMoHeHTa cpeactsa Il mMAM annapaTHoro KomnoHeHTa CBT, Ha KoTopom
peann3oBaHO NporpammuHoe cpeactso .

22. B cpeactBe 3 posKHbl ObiTb peasn3oBaHbl TOMILKO 3agaHHble B T3 Ha paspaboTky
(mopepHusaumto) cpeactaa 3N anropntmbl PyHKLMOHUPOBAHMA cpeacTsa Il.



23. MporpaMmHbIi KOMMNOHEHT cpeactBa Il (B cnyyae HanMuus NPOrpamMmMHOrO KOMMNOHEHTa
cpeacTsa IM) goNXKeEH YAOBNETBOPATL CAeAYOLWNM TpeboBaHUAM:

- O0bObBEeKTHbIM (3arpy3o4Hblil) Kod, MPOrpaMMHOrO  KOMMOHeHTa cpeactBa Il Ao/KeH
COOTBETCTBOBATb €r0 UCXOAHOMY TEKCTY;

- B NPOrpaMMHOM KOMMOHeHTe cpeacTtBa Il A0/XKHbI MCNONb30BATLCA MPU peannsaunm ToabKo
OMUCAHHble B AOKYMEHTALUMKU GYHKLUKW NPOrpaMMHON cpesbl, B KOTOPOM GyHKLMOHMPYeET cpeactso J1;

- B MWCXOAHbIX TEKCTax MPOrpaMMHOro KommnoHeHTa cpeactBa 3l A0/MKHbI OTCYTCTBOBaTb
BO3MOXHOCTW, MNo3BoJAKOWME MOANMDUUMPOBATL MAW WUCKaXKaTb anroputm paboTtbl cpeactsa dI B
npoLecce ero UCno/sibaoBaHMA, MoAMPULNPOBATL MK UCKAXKATb MHPOPMALMOHHbIE UK yNipaBAaatoWme
MOTOKM W MpoLecchbl, CBA3aHHble C GYHKUMOHMPOBaHMeM cpeactBa Il1, M nonyyaTb HapywUTENAM
OOCTYM K  XpaHAWwencs B  OTKPbITOM BMAE  KAOYEBOW, WAEHTUOMKALMOHHON u  (Man)
ayTeHTUdUnLmMpyowen nibopmaumum cpeactea I,

- 3HAYeHWUA BXOAHbIX WU BHYTPEHHUX MAPaAaMETPOB, a TAKXKE 3HA4YeHUA MapPaMeTPOB HaCTPOeK
NPOrpammMHOro KOMrNoHeHTa cpeacTea 3l He AOMKHbI HEraTUBHO BANATL Ha ero GyHKUMOHMPOBAHME.

24. B cnyyae niaHMpoBaHMA pasmelleHns cpeacts 3l B NnomelweHMAX, B KOTOPbIX NPUCYTCTBYET
peyeBas aKyCTMYEeCKas M Bu3yasbHad WHbOPMaLMA, coaep’kallas CBeAEeHUs, COCTaBasowMme
rocygapcTBeHHyO TalHy, U (Mnu) yctaHosneHbl AC M cucTemMbl npuema, nepepayn, ob6paboTku,
XpaHeHUs n oTobpaxeHus UHOpPMaUUKM, COAEpHKaLLel CBeAeHWs, COCTaBAAIOWME rOCyAapPCTBEHHYIO
TanHy, AC MHOCTpPaHHOro NPOM3BOACTBA, BXogAwMme B cocTtaB cpeacts I, A0MKHbI ObITb NOABEPrHYTHI
NnpoBepKaM Mo BbISBJIEHWUIO YCTPOMCTB, NpeAHa3HaYeHHbIX 419 HErTaCHOro NonyyYeHns nHGopmauuu.

B cnyyae nnaHuMpoBaHuWA pasmelleHuns cpeacts IOl B NMOMeLLeHUAX, B KOTOPbIX OTCYTCTBYeT
peyeBana aKycTMYecKaa W BM3yanbHaa WHPoOpmMaumA, coaeprkallasa CBeAEeHWA, cocTasasAlowme
rocyAapCTBEHHYIO TalHY, U He ycTaHoBieHbl AC 1 cUCTeMbI Npuema, nepeaaydm, o6paboTku, XpaHeHUs U
oTobparkeHns nHpopmauum, coaepKallei cBeaeHnn, COCTaBNAIOLWME rOCYyAaPCTBEHHYIO TaNHY:

- peweHue o npoBeAeHUM npoBepok AC MHOCTPAHHOrO NPOW3BOACTBA, BXOAALWMX B COCTaB
cpeacte Il knaccoB KC1, KC2, KC3, KB1 u KB2, npuHMmaeTca opraHusauueit, obecrneymBaroLen
3KcnyaTaumio gaHHbIx cpeacts Il1;

- npoBepkn AC MHOCTPAHHOroO NPOWM3BOACTBA, BXOoAAWMX B cocTaB cpeacts Il knacca KA1,
nposoaaTca B 06a3aTe/IbHOM NopsiaKe.

25. Cpeactso 3N A0MKHO NPOBOAUTL ayTeHTUdUKauuio cybbekToB gocTyna (numu, npoueccos) K
3TOMY CPeAcTBY, MPU 3TOM:

- NpM OCyLecTBAeHUN gocTyna K cpeactsy I ayTeHTUOMKauma cybbekTa [oCTyna O0/KHa
NpPoBOANTLCA 40 HaYana BbINONHEHMA NepBoro GyHKLUMOHabHOro Moayns cpeacrea 3M;

- MeXaHM3Mbl ayTeHTUDMKaALMKU LAOMKHbI OJ0KMPOBaTb [OCTYN 3TUX CYOBEKTOB K (YHKUMAM
cpeacTsa Il npu oTpuUaTeNbHOM pesynbTaTe ayTeHTUOUKALUMK.

26. CpeactBo 3l AOMKHO MPOBOAUTL AYTEHTUPUKALMIO NUL, OCYLLECTBAAIOWMX JIOKaNbHbIM
Aoctyn K cpeactay M.

27. HeobxoammocTb npoBegeHua cpeactsom Il ayTeHTUDMKALMM NPOLLECCOB, OCYLLECTBASOWMX
NIOKanbHbIM UK yaaneHHbln (ceTeBoi) goctyn K cpeactsy Il, yKasbiBaeTca B T3 Ha pa3paboTky
(moaepHusaumio) cpeacrea 3.

28. [Ona nwboro BxogdAuero B cpeactBo 31 mexaHM3Ma ayTeHTUPUKAUMM AOMKeH ObiTb
peann3oBaH MexXaHW3M OrpaHMYEeHMA KOoAMYecTBa CAeaylowuMx noAapsn MNOnbITOK ayTeHTuduKaumm
ogHoro cybbekTa A0CTyna, YMCA0 KOTOPbIX He A0/KHO bbiTb 6onbwe 10. Mpu NpeBbllEHUM YuMcaa
cneaywowmx noapan  NONbITOK  ayTeHTUOMKaAuMM oaHOro cybbekTa [ocTyna  YCTaHOBJIEHHOTO
npeaesnbHOro 3Ha4eHMA A0CTYN 3Toro cybbeKkTa K cpeactsy Il gonkeH 610KMPOBaATbCA HA 3a4aHHbIN B
T3 Ha pa3paboTky (MoaepHu3aLmio) cpeactsa Il NPomeKyTOK BpeMeHM!.

29. B cpeactBe Il gonxkeH 6biTb peannM3oBaH MexaHM3M (Npouesypa) KOHTPONA LeNOCTHOCTM
cpeactsa I u Co.

KOHTpPO/1b LLENOCTHOCTM MOXKET OCYLLLECTBAATLCA:

- B Hayane paboTbl co cpeacteom I go nepexoga CBT, B KOTOpomM peannsoBaHo cpeactso I, B
pabouee cocTosiHMe (Hanpumep, A0 3arpy3Ku onepaLmoHHon cuctemol CBT);

- B XO4€ PerfaMeHTHbIX MpPoBepoK cpeactBa 3l Ha MecTax 3KCnayaTaumm (pernameHTHbIN
KOHTPO/Ib);

- B aBTOMATMYECKOM peXxume B npouecce PyHKUMOHMpOBaHMA cpeactsa I (gUHaMMUUecKui



KOHTPO/b).

KOHTpO/Ib LLeIOCTHOCTM A0NXKEH NPOBOAUTLCA B Havane paboTbl co cpeactsom 3.

MexaHU3M pernameHTHOrO KOHTPOA LEeNOCTHOCTM A0JIKEH BXOAUTb B COCTaB cpencts 1.

30. Ana cpeacts I knaccoB KC1 u KC2 HeobxoauMmocTb npeabsBaeHuAa TpeboBaHUMM K
ynpaBAeHW0 AOCTYMOM U OYMCTKE NAMATKU, a TaKXKe UX cogepKaHne yKasblBatoTcA B T3 HA pa3paboTky
(mopepHusaumio) cpeacrea 3.

31. B coctas cpeacts 3l knaccos KC3, KB1, KB2 n KA1 nnam CO gonKHbl BXOAUTb KOMMOHEHTbI,
obecneunsarouwme:

- ynpasaeHue AOCTYNnoM cyObeKTOB K Pas3/IMyHbIM KOMMOHEHTaM M (Mun) uenesbim GyHKLMAM
cpeactea M u CP Ha ocHOBe MapaMeTpoB, 3aZaHHbIX aAMUHUCTPATOPOM WM NPOM3BOAMUTENIEM
cpeactsa Il (TpeboBaHMA K YyKa3saHHOMY KOMMOHEHTY oOnpeaenAtlTca W 0H60CHOBbLIBAOTCA
opraHusaumen, NpoeogaLlei nccnenosaHus cpeactea 3l ¢ Lenblo OLEHKM cooTBeTCTBMA cpeacTea dl
HacToswmnm TpeboBaHUAM);

- OYWCTKY OMepaTMBHON W BHELWHEN NamATM, Ucnonblyemol cpeactsom 3 gna xpaHeHwua
3awmitaemonn mHdpopmaumm, npu ocBobOXKAEHWUM (nepepacnpeneneHnuun) namaTv nyTem 3anucu
Mackupyrouwen mHpopmaumm (cnyyallHom MAM NCeBAOCAYYaAHOW NocCienoBaTe/IbHOCTU CMMBOJIOB) B
namsTb.

32. B cocrtaB cpeacts Ol knaccoB KB2 u KA1l uam CO ponxKHbl BXOAUTb KOMMOHEHTHI,
obecneumBalolMe IKCTPEHHOE CTUpPaHWEe 3awmwaemon uHGOpmMaLMM OrpaHUMYEHHOro AocTyna.
TpeboBaHMA K peanu3aunm U HafeXHOCTU CTUpaHMA 3agatoTca B T3 Ha pa3paboTKy (MoaepHM3aumio)
cpepctsa Jll.

33. Ona cpeacts I knaccoB KC1 u KC2 HeobxoauMmocTb npeabsBaeHuAa TpeboBaHMM K
perucTpaumnmn cobbiTin U UX copepkaHue yKkasbiBatoTca B T3 Ha pa3paboTky (MoaepHU3aLumMio) cpeacTsa
an.

34. B coctaB cpeacts Il knaccos KC3, KB1, KB2 1 KA1 goneH BXoAUTb MOAY/1b, MPON3BOAALLNIMA
dMKCcauMIo B 3NEKTPOHHOM »KypHane peructpaumm cobbitnuit B cpepctee 3 mn CO, cBA3AHHbLIX C
BbINONHEHUEM cpeacTBom 31 cBOMX LLeneBbix GYHKLMN.

TpeboBaHMA K yKa3aHHOMY MOAY0 U NepeyeHb PerucTpupyembix COBbITUI onpeaensatoTca u
ob6oCcHOBbIBAlOTCA OpraHusaumein, NpPoBOAALLEN WUCCAefoBaHUA cpeactBa Il € Uenblo OLEHKM
cooTBeTcTBMA cpeacTaa M HacToAwmMm TpeboBaHMAM.

35. XypHan peructpaumm cobbiTuii fonxeH OblTb AOCTYNeH TO/AbKO AWLaM, OnpeaefieHHbIM
onepatopom  UHPOPMALMOHHOW  cUCTEMbl, B KOTOpPOM ucnonb3yeTca cpeactso I,  wam
YNONIHOMOYEHHBIMM UM Anuamu. Mpu 3TOM [OCTYN K KypHany perncrpaumm cobbiTUiA [OMKeEH
OCYLLECTBAATLCA TOMbKO ANA MNPOCMOTPA 3anucer U ANA NepeMelleHMa COAEPXKMMOro KypHana
perucTpauumn cobbITUM Ha apXMBHbIE HOCUTENM.

36. CpoK gencreus Karo4va nposepku Il He JONKEH NPEBLIWATL CPOK AeNCTBMA Katoya dI1 6onee
yem Ha 15 ner.

37. TpeboBaHUA K MeXaHM3MY KOHTPOJIA CPOKA MCMOb30BaHUA Katova I, 6aokupyrowtero paboty
cpeacTtea Il B c/iyyae NONbITKM WUCMOJIb30OBAHUA K/OYa [OJblie 33JaHHOrO CPOKa, onpeaenawTca
paspaboTunkom cpeactea 3N n 060CHOBbLIBAIOTCA OpraHM3aLMen, NPoBOAALLEN NCCNEA0BAHNA CPeacTBa
3M ¢ uenbto OLEHKM cOOTBETCTBUA cpeacTBa I HacToAwMM TpeboBaHUAM.

38. Kpuntorpadumyeckme npoToko/bl, obecrneynBatolme onepaumm ¢ Kawo4vesol MHPopmaumen
cpeacTsa I, AOMKHbI BbITb peasin3oBaHbl HENOCPeACTBEHHO B cpeacTae 1.

39. WccneposaHuAa cpeacts Il € Uenbl0 OULEHKUM CcooTBeTcTBMA cpeacts Il HacToAwMMm
TpeboBaHMAM [0NKHbI NPOBOAMTLCA C MCNONAb30BaHMeM paspabatbiBaembix PCH Poccum unmcnosbix
3HAYEHMIA MaApPaMEeTPOB W XAPaAKTEPUCTUK peanmnsyembix B cpeactBax 1 mexaHWM3MOB 3awuTbl U
annapaTHbIX U MPOrPaMMHbIX KOMMNOHEHTOB CP <*>,

<*> MoanyHKT 47 nyHKTa 9 NonoxkeHusa o PCE Poccum.



MpnnoxeHne N 2
K npukasy ®Cb Poccumn
oT 27 pekabps 2011 r. N 796

TPEBOBAHUA K CPEACTBAM YAOCTOBEPAIOLLEIO LEHTPA
|. ObLwue nonoxeHns

1. Hactoswume TpebosaHua paspaboTaHbl B cooTBeTCTBMU C PeaepasibHbiM 3aKOHOM OT 6 anpens
2011 r. N 63-®3 "06 aneKkTpoHHOI noanucu" (aanee - deaepanbHbliii 3aKOH).

2. B Hactoawmx TpeboBaHUAX MCNONL3YIOTCA CAefytowmne OCHOBHbIE MOHATUA, ONpeaeneHHble B
cTtatbe 2 PepepanbHOro 3aKoHa:

1) anekTpoHHas noanucb (manee - 3M) - MHPopmaums B 3NEKTPOHHOM dopme, KoTopasn
npucoegMHeHa K Apyron MHboOpmMaunmn B 3/1EKTPOHHOU dopme (noanucbiBaemort MHPopmaumm) mam
MHbIM 06pa3om cBfizaHa C Takoi MHOpPMaLMen M KOTopas UCMONb3yeTcs ANA onpefeneHua Auua,
noanucoliBatoLero MHGopmMmaLmio;

2) yaocrtoBepsoWwMA UeHTp (manee - YLU) - opuanyeckoe AMLO WAW  UHOMBUAYANbHbIN
npeanpuvHMMaTeNb, ocyllecTBaaowme GYHKUMM MO CO34aHUI0O M Bblgayde cepTUPUKATOB Kitodel
nposepku 3, a TakKe UHble GyHKLMMU, NpeaycMmoTpeHHble PeaepanbHbIM 3aKOHOM;

3) cpepctBa 3N - wudpoBanbHble (Kpuntorpaduyeckme) cpeactsa, MUCNONAb3yemble OAs
peanusaumnm xoTa bbl ogHON M3 creaytowmx GyHKUMM - cosganme 3N, nposepka 3N, cosgaHue Karoya 3N
M KAtoda nposepku 3M1;

4) kntoy 3NN - yHMKaNbHaA NocaeA0BaTeNbHOCTb CUMBOJIOB, NPeAHa3HauyeHHasa ana cosganma 3,

5) kntoy nposepku 3N - yHUKanbHaA NocnenoBaTe/ibHOCTb CUMBOJIOB, OAHO3HAYHO CBSA3AHHAs C
Kntoyom 3N 1 npeaHasHayeHHas A8 NpoBepku noganHHocTu 3N (aanee - nposepka IMM);

6) cepTMduMKaT Kaoya npoBepKu Il - INEKTPOHHbIN AOKYMEHT UAW AOKYMEHT Ha OymakHOM
HocuTene, BblgaHHble YL, 1nbo goBepeHHbIM Anuom YU 1 noareepxaatowme NpUHaANeKHOCTb Katoya
nposepku 3N BragenbLy ceptuduKaTa Katoda nposepkm IM;

7) KBanuduumpoBaHHbIA cepTudUKaT Kawda nposepku I (manee - KBanudpuUUMPOBAHHbIN
cepTudUKart) - ceptuduKaT Katoda nposepku M, BblAAHHbIA aKKpegMToBaHHbIM YL, UnM foBEpeHHbIM
NMUOM  akkpeautoBaHHoro YU  nmbo  depepanbHbiM  OpraHOM  UCNOAHWUTENBHOW  BAacTy,
YNO/IHOMOYEHHbIM B chepe ucnonb3oBaHua Il (ganee - ynoTHOMOYEHHbIN PpeaepanbHbIit opraH);

8) Bnageney, ceptudUKaTa Kaoda npoBepkuM Il - AMLO, KOTOPOMY B YCTaHOBAEHHOM
denepanbHbIM 3aKOHOM NOPAAKE BblAAH CEPTUPUKAT KAtoda nposepku IM;

9) akkpeauTauma YL, - npMsHaHWe YyNONHOMOYEHHbIM denepanbHbIM OpraHoM cooTseTcTBuA YL
TpeboBaHMAM DeaepanbHOro 3aKOHa;

10) cpepcTtsa YL, - annapaTtHble 1 (Man) NporpammHble CpeacTBa, UCNOb3yeMble AA peanmsaumnm
GyHKumi YL,

11) y4aCTHUKM 3NEKTPOHHOIo B3aMMOAEWCTBMA - OcyllecTBaslowme obmeH WHbopmaumen B
3NEKTPOHHON GOpMe rocyaapCTBEHHbIE OpraHbl, OpraHbl MECTHOrO CamoyrnpaBAeHWUA, opraHM3aumm, a
TaKKe rpakaaHe.

3. Hactosawue TpeboBaHMA yCTaHaABAMBAIOT CTPYKTYPY M cofepyKaHue TpeboBaHWUA K cpeacTBam
yL.

4. Hactosiwme TpeboBaHUA NpeaHa3HauYeHbl /19 3aKa34YMKOB U pa3paboTumMKoB paspabaTbiBaemMbix
(mopepHusnpyembix) cpeacts YL, npu Mx B3aMMOAEWUCTBUM MeXAy COOON, C OpraHM3aumamMu,
NPOBOAALMMU KpunTorpaduyeckme, UHKEHEPHO-KpUNTorpadpmyeckme M crneumanbHble UCCen0BaHUS
cpeacte YL, ®Cb Poccumn, ocyliecTBastowen NOATBEPKAEHME COOTBeTCTBMA cpeacTs YL, HacTtoawmm
TpeboBaHuAM.

5. Hactosuwme TpeboBaHMA pacnpocTpaHAlOTCA Ha cpeactBa YL, npegHasHayeHHble Ans
MCNONb30BaHWUA Ha TeppuTopun Poccninckon Pepepaumu.

6. K cpegctBam YL, B 4actM ux pa3paboTku, NPOM3BOACTBA, peanmsalum U 3SKCNAyaTauuu
npeabABnatoTcA TpeboBaHMA, 3aKpeneHHble MonoxeHnem o paspaboTke, NPOU3BOACTBE, peannsaLmm
M 3KCnayaTaummn wundpoBanbHbiX (Kpuntorpadbuyecknx) cpeacts 3awmTbl MHopmauum (MonoxkeHue
MK3-2005), ytBep*aeHHbIm npukaszom ®CB Poccumn o1 9 dpespana 2005 r. N 66 <*> (c M3meHeHUsMU,



BHeCceHHbIMM npukazom PCB Poccum ot 12 anpena 2010 r. N 173 <**>), ana wundpoBanbHbIX
(kpunTorpadpuueckunx) cpeacts s3awmTbl MHGopmaumm (ganee - CK3U) ¢ orpaHNYeHHbIM LOCTYNOM, He
coaeprKallei cBefieHUI, COCTaBAAIOLMX TOCYAAaPCTBEHHYIO TalHYy.

<*> 3apernctpuposaH MuHoctom Poccum 3 mapTa 2005 r., pernctpauoHHbIn N 6382.
<**> 3apeructpmpoBaH MuHtoctom Poccunm 25 masa 2010 r., pernctpaumoHHblin N 17350.

Il. TpeboBaHuA K cpeacTeam YL,

7. CpeactBa YL AonKHbI NPOTUBOCTOATL Yrpo3am, NpeacTtaBastowmm coboit ueneHanpaBaeHHble
OEeWCTBMA C MCNOIb30BaHMEM annapaTHbIX M (MAKM) NPOrPaMMHbIX CPEeACTB C LLeAbl HapylweHua
WHXXEeHepPHO-TEXHUYECKON U KpunTorpaduyeckolt 6esonacHocTn cpeacts YU, uam c uenbto cosgaHus
ycnoBuiA ana atoro (ganee - aTaka).

8. B 3aBMcMMOCTM OT cnocobHOCTEN MPOTMBOCTOATHL aTakam cpeacTtsa YL, noppasgenstotca Ha
Knaccbl <*>,

<*> Heobxoanmblii Kaacc paspabaTbiBaembix (MozepHusMpyembix) cpeacts YL, onpegenserca
3aKasuyMKom (paspaboTtumkom) cpeacts YL, nyTem onpegeneHns BO3MOMKHOCTEN OCYLLECTBAATb
co3faHue cnocoboB aTaKk, MOArOTOBKY W MpoBeAeHWe aTak Ha OCHOBe NyHKTOB 9 - 14 HacToAwmX
TpeboBaHMI W YyKasbiBaeTCA B TAKTUKO-TEXHWYECKOM 334aHUM MM TEXHUYECKOM 33aJaHuM Ha
npoBeAeHMe ONbITHO-KOHCTPYKTOPCKOWM PaboTbl UM COCTaBHOWM YaCTM OMbITHO-KOHCTPYKTOPCKOM paboTbl
no paspabotke (moaepHu3sauum) cpeacts YU, (aanee - T3 Ha pa3paboTky (MoaepHU3aumio) cpeacts YL).

9. Cpeactea YL knacca KC1l npoTMBOCTOSAT aTakam, Mnpu co3gaHuM cnocobos, NoAroToBke U
npoBeAeHNN KOTOPbIX MCNONb3YHOTCS CAeayoLlmne BO3MOMXKHOCTH:

9.1. NMoarotoBKa U NpoBeAeHWe aTak M3BHE NPOCTPAHCTBA, B Npeaenax KOTOpPOro ocyLecTBAseTCs
KOHTPO/Mb 3a npebbiBaHMEM W AEUCTBUAMM AuL, M (MAKW) TPaHCNOPTHbIX cpeacTs (panee -
KOHTPO/IMpyemas 30Ha).

9.2. MNoparoToBKa M npoBeAeHMe aTak 6e3 Mcnosib3oBaHMA A0CTYyNa K ¢GYHKUMOHAAbHbIM
BO3MOXHOCTAIM NPOrpaMMHO-annapaTHbIX CPeacTB B3anumoaenctausa ¢ YLL.

9.3. CamocTosTeIbHOE OCYLLEeCTB/eHNE CO34aHUA CNocoboB aTaK, NOArOTOBKU U NpoBeAeHMA aTakK
Ha cnegytowme o6beKTbI:

- LOKYMeHTaumIo Ha cpeactsea YLU;

- 3aLUMLLAEMbIE 3NIEKTPOHHbIE JOKYMEHTbI;

- K/IIOYEBYI0, ayTEHTUDULMPYIOLLYIO U NAaPONbHYI MHPOPMALLUIO;

- cpeacta YL, nx nporpammHbie M annapaTHble KOMMNOHEHTDI;

- OaHHble, NepeaaBaemble MO KaHa/laM CBA3W;

- NOMeLLeHUs, B KOTOpbIX HaxoaATcA annapaTHble cpeactBa (ganee - AC), Ha KOTOpbIX
peanusoBaHbl cpeacTsa YL, a TakKe gpyrve sawmiaemble pecypcbl MHGOPMALMOHHOW CUCTEMBbI.

9.4. BHeceHMe Ha 3Tanax pa3paboTKM, NPOU3BOACTBA, XPaHEHMUA, TPAHCMOPTUPOBKM M BBOAA B
aKcnayaTaumto cpencts YU

- HeraTuMBHbIX GYHKLMOHANAbHbIX BO3MOXHOCTEN B cpeacTBa YL, B TOM uncne ¢ Mcnosib30BaHUEM
BPEAOHOCHbIX MPOrpamm;

- HECAaHKLMOHUPOBAHHbIX U3MEHEHUI B AOKYMEHTaLMIo Ha cpeacTea YLL.

9.5. NonyyeHune cneapytowen MHGoOPMaLUK:

- obwux ceegeHuit 06 MHPOPMALMOHHOM cUCTEeMe, B KOTOPOM Mcrnonb3ytoTca cpeactsa YU,
(Ha3HaueHue, cocTaB, 06bEKTbI, B KOTOPbIX PpasmeLlleHbl pecypcbl MHGOPMALMOHHOM CUCTEMDbI);

- cBegeHMn 06 MHGoPMaLUMOHHbIX TexHonormax, 6asax gaHHbIX, AC, nporpammHoOmM obecneyeHnu
(nanee - MO), ncnonb3yembix B MHPOPMaLMOHHOMN CUCTEME COBMECTHO CO cpeacTBamu YL,

- CBeAeHU 0 GU3NYECKNX MepaXx 3aLlMTbl 0ObEKTOB, B KOTOPbIX pasmelleHbl cpeacTsa YL,

- CBeAeHWM o mepax no obecrneyeHUto 3alUTbl  KOHTPO/IMPYEMOM 30HbI OOBEKTOB
MHGOPMALMOHHOM CUCTEMbI, B KOTOPOM UCNONb3YIOTCS cpeacTea YL,

- CBEAEHWNIT 0 Mepax Mo pasrpPaHUYEHNIo 4OCTyNa B MOMELLEHUA, B KOTOPbIX Pa3MeLLeHbl CpeacTBa

yL;



- coAeprKaHUA HaxogAawencs B cBob6ogHOM A0CTYNE TEXHUYECKOM AOKYMEHTAUMKN Ha cpeacTea YL,

- CBeAEHMN O 3almaemoit nHGopMaLuKM, NCNOb3yeMOM B Npouecce aKkcnayaTaumm cpeacts YL,
(Buapbl 3awmwaemoit MHGopmaUMK: cayxKebHaa WHbOPMaUUA, NapoNbHaa U ayTeHTUPUUMpPYIOLLAs
nHpopmauma, KoHdUrypaumoHHas uHPopmauma, ynpasaawowas wHPopmauunsa, uHbopmauma B
3NIEKTPOHHbIX KYPHA/Max perncrtpauumn; obuime cBeAeHMA O COAEPMKAHMM KAaXKAOro BMAA 3alUMLLAEMOM
MHPOPMALNK; XapPaKTEPUCTUKM BE30NACHOCTM O/18 KaXK40ro BUAa 3alumwaemon tHbopmauum);

- BCEX BO3MOMHbIX [aHHbIX, NepefaBaeMblX B OTKPbITOM BWAE NO KaHanam CBA3M, He
3aLUMLLEHHbIM OT HeCaHKLUMOHMpPOBaHHOro aoctyna (ganee - HCA) K nHdopmaumm opraHM3aLMOHHO-
TEXHUYECKUMN Mepamu;

- CBEAEHWI O NIMHMAX CBA3M, NO KOTOPbIM NepesaeTca 3alumLLaeMas C UCNOb30BAHUEM CPeacTB
YU nHndopmaums;

- cBeaeHuI 060 BCex NPOABAAIOLWMXCA B KaHaNax CBA3M, He 3awmieHHbIx oT HCA, K uHbopmauum
OpraHn3aunOHHO-TEXHUYECKMMIN MepamMu, HapyLIeHUAX NpaBua aKcnayaTauum cpeacts YLU;

- cBeAeHuI 060 BCex NPOABAAIOLWMXCA B KaHaNax CBA3M, He 3awmieHHbIx oT HCA, K uHbopmauum
OpPraHM3aUNOHHO-TEXHUYECKMMM MEPAMU, HEMCNPABHOCTAX M cboax cpeacTs YLL;

- CBeZeHWI, NolyYaemblx B pe3y/bTaTe aHanM3a NtobbIX AOCTYNHbIX ANA NepexsBaTa CUrHaN0B OT
annapaTHbIX KOMNOHeHTOB cpeacTs YL,

9.6. icnonb3oBaHue:

- Haxo4AwMmxca B cBOBOAHOM AOCTyne MW 3a Npefenamu KoHTpoaupyemon 3oHbl AC u MO,
BK/1II0YaA NporpaMmmHble 1 annapaTHble KOMNOHEHTbI cpeacTs YLU;

- cneumnanbHo paspaboTaHHbIx AC 1 MNO.

9.7. WUcnonb3oBaHMe B KayecTBe KaHa/ioB aTak He 3awumueHHbix ot HCO K wuHdpopmauum
OpPraHM3aUNOHHO-TEXHUYECKMMM MEPAMM KaHaNoB CBA3M (KaK BHE KOHTPOAMPYEMOM 30HbI, TaK U B ee
npegenax), No KOTopbIM NepegaeTca MHGopmauusa, obpabaTbiBaeman cpeactsamm YL,

10. Cpeactea YU knacca KC2 npoTMBOCTOAT aTakam, Npu co3gaHum crnocobos, NoaroToBke u
npoBeaeHNN KOTOPbIX MCNONb3YHOTCA CAeayoLmne BO3MOXKHOCTH:

10.1. Bo3MOXXHOCTH, NepeyncsieHHble B nognyHkTax 9.3 - 9.7 HacTtoawmx TpeboBaHuUiA.

10.2. MopgroTtoBKa 1 NpoBeAeHME aTak N3 KOHTPOAUPYEMOW 30HbI.

10.3. MopgrotoBKka M npoBegeHuMe aTtak 6e3 ucnosnb3oBaHuA goctyna K AC, Ha KOTOpbIX
peannsosaHbl cpeactea YL

10.4. Ucnonb3oBaHMe WTaTHbIX CPEACTB UHPOPMALNOHHON CUCTEMDbI, B KOTOPOI UCMONb3YHOTCA
cpepctsa YU,

11. Cpepcrea YU, knacca KC3 npoTMBOCTOAT aTakam, MpW co34aHMM Cnocobos, MoaroToBKE M
nposeaeHNN KOTOPbIX MCNONb3YIOTCA CneayoLlmne BO3MOXKHOCTH:

11.1. Bo3MOKHOCTK, NepeyncneHHble B noanyHkTax 10.1, 10.4 HacToAwmx TpeboBaHMi.

11.2. NoaroTtoBKa W NpoBeAeHWeE aTaK M3-3a NPeaenoB KOHTPOIMPYEMOM 30HbI C UCNO/Ib30BaHMEM
[0CTyna K GyHKLMOHANbHbIM BO3MOXHOCTAM NPOrpamMMHO-annapaTHbIX CPeACcTB B3aumoaencrama c YL,
Ha OCHOBe /eranbHoro obnagaHua ayTeHTUoUUMpyoWwen uHPopmaumennt AM60 NOATOTOBKA M
nposeAeHMe aTaK M3 KOHTPOJIMPYEMOW 30Hbl C WCMoAb3oBaHWMeM poctyna K AC, Ha KoTopbixX
peann3oBaHbl KOMNOHeHTb! YL, ¢ NpaBamu nMLa, He ABAAIOLWLEroca Y1eHOM rpynnbl GUINYECKUX NNLL,
YNOAHOMOYEHHbIX MPOU3BOAUTL WHCTANNALMIO, KOHOUIYpUpOBaHME M 3KcnayaTauumto cpeacts YL,
KOHOUrypupoBaHue npoduaa 1 napamMeTpoB XKypHana ayamuta (GyHKLMM CUCTEMHOIO agMUHUCTPATOPA),
apXMBUPOBaHME, pe3epBHOE KOMMPOBAHME M BOCCTaHOBAEHWEe MHPopmaumm nocne cboes (PyHKLMM
onepatopa), Co34aHMe W aHHY/AMpOBaHMe cepTUPMKATOB Kitouelt nposepku I (dyHKUMM
aAMUHUCTpaTopa cepTUdUKaALMKM), NPOCMOTP U  NOALEPKKY KypHana ayaumta  (byHKUMM
aAMMHUCTpaTopa ayamTa) (fanee - rpynna aamMMHUCTpaTopoB cpeacts YL) HM ogHOro M3 KOMMNOHEHTOB
yu.

11.3. O6nagaHne AC YL B obbeme, 3aBuUcALWEM OT peasn30oBaHHbIX Mep, HanpaBAEHHbIX Ha
npeaoTBpaLLeHne 1 npeceyeHme HeCaHKLUMOHMPOBAHHbIX 4ENCTBUIA.

12. Cpepcrea YU, knacca KB1 npoTMBOCTOAT aTakam, Mpu co3gaHuMmM cnocoboB, NMOArOTOBKE W
nposeaeHNN KOTOPbIX MCNONb3YIOTCA CneayoLlmne BO3MOXKHOCTH:

12.1. Bo3MOKHOCTU, NepeymcneHHble B noanyHkTax 11.1 - 11.3 HacToawmx TpeboBaHuA.

12.2. OcywecTtsneHne co3gaHuna cnocoboB M MNOAFOTOBKM aTak C NpuMBAEYEHUEM CMELMaUCTOB,
MMeIoLLMX ONbIT pa3paboTkm 1 aHanmnsa CK3U YL (BKkAtoyan cneunanmctoB B 061acTM aHaM3a CUrHanoB



JIMHENHOW Nepesiayn U CUTHA0B NOBOYHbIX 3/IEKTPOMArHUTHbIX M31y4YeHUin U HaBoaok CK3 YLL).

12.3. lMposeaeHne nabopaTopHbiXx uccaepoBaHuit cpeacts YL, wucnonb3yembix BHe
KOHTpO/IMpyeMon 30Hbl B 06beme, 3aBUCAWEM OT pPeasn30BaHHbIX Mep, HanpaBAeHHbIX Ha
npeaoTBpaLLeHne 1 npeceyeHme HeCaHKLUMOHMPOBAHHbIX AENCTBUIA.

13. Cpeactea YU knacca KB2 npoTMBOCTOAT aTakam, MpM co3gaHum cnocoboB, noAroToBke u
npoBeAeHNN KOTOPbIX MCNONb3YHOTCA CAeayoLmne BO3MOMXKHOCTH:

13.1. BO3MOXXHOCTH, NepeuncieHHble B noanyHkTax 12.1 - 12.3 HacTtoawmx TpeboBaHuMi.

13.2. OcyuiectBneHne co3gaHma cnocoboB M NOATOTOBKM aTaK C NPUBIEYEHMEM CNELMANCTOB B
061acTM UCNonb30BaHMA ANA peannsaumm aTtak HeLeKNapMpPOBaHHbIX BO3MOXKHOCTEN MPUKNAZHOTO U
cnctemHoro 0.

13.3. MNocTaHoBKa paboT no co3gaHuto cnocoboB U CPeacTB aTak B Hay4YHO-UCCNE[0BATENbCKUX
LeHTpax, cneumanunsmpyowmxca B obnactm paspaboTtku n aHanmnsa cpeacts YL,

13.4. ObnagaHMe UCXOAHbIMM TeKCTaMu NpuKkaagHoro MO, npumeHaemoro B MHPOPMaLMOHHOM
cucTeMe, B KOTOPOW wucnonb3ytoTca cpeactBa YU, wn  HaxopAweihca B cBobogHOM  pocTtyne
OOKYMeHTaumen.

14. Cpepactea YU, knacca KAl npoTMBOCTOAT aTakam, Npu co3daHMM CnocoboB, MOAroTOBKE W
nposeaeHNN KOTOPbIX MCNONb3YIOTCA CneayoLlmne BO3MOXKHOCTH:

14.1. BO3MOHOCTU, NepeymcieHHble B noanyHkTax 13.1 - 13.4 HacToawmx TpeboBaHUA.

14.2. OcyuwecTBneHve co34aHUA cnocoboB M MNOATOTOBKM aTak C NPUBAEYEHWEM HAy4YHO-
nccnenoBaTeNbCKUX LLEHTPOB, Cneuvanusnpyowmxcas B obnactm paspabotkm mn aHanusa CK3UN u B
061acTM UCNoNb30BaHMA ANA peannsaumm aTtak HeLeKNapuMpPOoBaHHbIX BO3MOMXKHOCTEN MPUKNAZHOIO U
cnctemHoro 0.

14.3. ObnagaHue Bcel AOKYMeEHTAUMeEN HA annapaTHble M NPOrpammMHble KOMMOHEHTbI CPeaCTB
yu.

14.4. ObnapgaHue BceMM annapaTHbIMKU KOMMNOHeHTamu cpeacts YL,

15. CpeactBa VYL [A0/KHbI  3KCNAyaTUMPOBATbCA B COOTBETCTBUM C  3KCM/yaTaLMOHHOM
OOKYMeHTaumelr Ha cpeactsa YLU. Komnnekc opraHuM3auMOHHO-TEXHUYECKMX MEPOMPUATUIA MO
obecneyeHunto 6esonacHoro pyHKUMoHMpoBaHuA cpeacts YL, fonKeH bbITb yKa3aH B 3KCNAyaTaLUMOHHOM
OOKYyMeHTaumun Ha cpeactsa YL.

16. Knacc cpeacts 30, ncnonb3yembix B cpeactsax YL, AonxkKeH OblTb HE HUXKe COOTBETCTBYIOLLErO
Knacca cpeacts YLU. Knacc cpeacts 3I, ucnonb3yembix B cpeactBax YU, gonkeH 6biTb yKasaH B
3KcnayaTaLMOHHOM AOKYMeHTaLMmM Ha cpeacTea YLL.

Knacc CK3W, ncnonbayembix B cpeactsax YL, gonkeH 6biTb He HUXKE COOTBETCTBYIOLLErO Kacca
cpeacts YL. Knacc CK3U, ncnonbsyembix B cpeacteax YL, gonkeH 6biTb yKasaH B 3KCMyaTaLWMOHHOM
OOKYMeHTauum Ha cpeacTaa YU,

17. Kaxpgoe TpeboBaHue, npeabasasemoe K cpeacrtsam YL, noboro knacca, Kpome KA1, nnbo
npeabaAsnseTca K cpeactsam YL, cnegytowero Knacca 6e3 nsmeHeHui (B 3Tom c/iyyae OHO B nepeyHe
TpeboBaHuIt K cpeacTBam YL, cnegytoliero Knacca He yKasblBaeTcs), MO0 yKecTouaeTca (B 3TOM cyyae
B nepeyHe TpeboBaHui K cpeactBam YL, cnepylowero Knacca NPUBOAMTCA  YXKECTOYEHHas
dopmynnposka). TpebosaHUsA K cpeacTeam YL, cneayroltero knacca MoryT cogepatb 4ONONHUTENbHbIE
TpeboBaHMA, He BxoaAwwMmMe B TpeboBaHmA K cpeactsam YL npeablayliero Knacca.

18. TpebosaHus K MO cpeacts YL

18.1. TpeboBaHua ana cpeacts YL, knacca KC1:

- MO cpeacTs YU, He foMKHO coaepKaTb CPEACTB, NO3BOAIOLNX MOANDULMPOBATL UM UCKAXKATb
anroputm paboTbl NporpammHbix cpeacts n AC YL,

18.2. TpeboBaHua ana cpeacts YL, knacca KC2:

- npuknagHoe MO cpeacts YU n CK3WN, ucnonbsyembix B YL, AOMKHO MCNONb30BaTb TONbKO
OOKYMEHTUPOBaHHble GyHKUMM cuctemHoro MO.

18.3. TpebosaHua ana cpeacts YL, knacca KC3:

- cuctemHoe M npuknagHoe MO cpeacts YU pomkHo obecneumBaTb pasrpaHuyeHue AocTyna
CUCTEMHOr0 agMuWHUCTpaTopa cpeacts YL, agmuHucTpaTopa ceptudmkaumm cpeacts YU, wm auu,
obecneymMBaemblXx  CUCTEMHbIM  aAMMUHUCTPaTopom  cpeacts YU uaeHTuduumpyowen  wn
ayTeHTUOULMpYLoLLel nHPopmaLMel U He ABNAOLNXCA aAMUHUCTPATOPOM cepTudmMKaummn cpeacts YL,
(nanee - nonb3oBatenu cpeacts YL), K nHpopmaumm, obpabatbiBaemoit cpeacrsamu YL, Ha OCHOBaHUM



NpaBwWa pasrpaHUYeHma 40CTyna, 3a4aHHbIX CUCTEMHbIM a4MUHUCTPATOPOM cpeacTs YLL;

- cuctemHoe u npuknagHoe MO cpeacts YU, gomKHO cooTBeTcTBOBATb 4 YPOBHKO KOHTPOAA
OTCYTCTBUA HeAEK/TapMPOBAHHbIX BO3MOXKHOCTEN;

- cuctemHoe U npuknagHoe MO cpeacts YU, He A0ONXKHO cofeprkaTb M3BECTHbIX YA3BMMOCTEN,
0ony6/1MKOBaHHbIX B 00LWEeA0CTYNHbIX MCTOYHUKAX;

- B cOCTaB cucteMHoro u (unun) npuknagHoro MO cpeacts YL, AomKeH BXOAUTb MEXaHW3M,
obecneunBalolWniA  OUYMCTKY OMEepaTMBHOM W BHELWHEW NamATU, WCNONb3YEMON ANA XpaHeHuA
nHpopmauum orpaHUYEeHHOro AocTyna.

18.4. TpeboBaHua ans cpeacts YU, knacca KB1 cosnagatot ¢ TpeboBaHuamu ana cpeacts YL
Knacca KC3.

18.5. TpeboBaHua ana cpeacts YL, knacca KB2:

- UCXOOHble TEKCTbl CUCTEMHOro M npukaagHoro MO cpeacts YL A0/KHBbI NPOUTU NPOBEPKY
peanusaumm B HUX METOAOB M CNnocoboB 3aWmTbl MHPOPMALMKM, MPOTUBOCTOALLMX aTaKam, AAs
NOArOTOBKU U NPOBeAeHUA KOTOPbIX MCMONAb3YIOTCA BO3MOMKHOCTU, NepeymcaeHHble B NyHKTax 9 - 13
HacToswux TpeboBaHuWIA;

- UCXOAOHblE TEKCTbl CUCTEMHOIO M MpuKknagHoro MO ONXHbI NPOUTM NPOBEPKY Ha OTCYTCTBUE
HeAeKNapUPOBaHHbIX BO3SMOXHOCTEN;

- cucTemHoe u npuknagHoe MO A0/KHO 6bITb YCTOMYMBO K KOMMNbIOTEPHbLIM aTakam U3 BHELIHUX
certei.

18.6. TpeboBaHua ana cpeacts YL, knacca KAL:

- UCXOAHble TEKCTbl CUCTEMHOrO M npuknagHoro MO cpeacts YL, AonKHbI NPOATM popManbHyO
BepudMKaumnio peanmsaumMm B HUX METOAO0B WM CNocoboB 3awmTbl MHGOPMaLUUMK, MPOTUBOCTOALLMX
aTakam, 4Nna noAroToBKM M MPOBEAEHMA KOTOPbIX MCNOJb3YHOTCA BO3MOXKHOCTM, MepeyvyncneHHole B
nyHKTax 9 - 14 HacToawmx TpeboBaHM, a TaKKe OTCYTCTBUA B HUX HEAEKNapPMPOBaAHHbIX BO3MOXHOCTEN.

19. TpeboBaHua kK AC YLL:

19.1. B cnyyae nnaHupoBaHuA pasmeweHna AC YL, B nomelleHMAX, B KOTOPbIX MPUCYTCTBYET
peyeBana aKycTMYeckaa W BM3yanbHaa WHPoOpmMaumA, coaeprkallasa CBeAEeHWA, cocTasaslowme
rocyapcTBEHHYIO TailHy, U (MM) YyCTaHOB/IEHbI TEXHUYECKME CPe/icTBa M CUCTEMbI Npuema, nepeaayu,
06paboTKkM, XxpaHeHMA W oTobparkeHns uWHPOpMaUMK, coAepKallel CBeAeHMA, cocTasaAlWme
rocyAapCTBEHHYIO TailHy, TEXHMYECKMe CpeacTBa MHOCTPAaHHOro NpPouM3BOACTBA, BXOAALLME B COCTaB
cpeacTs YL, AOMKHbI ObITb NOABEPrHYThbI MPOBEPKAM MO BbISIBAEHUIO YCTPOMUCTB, NPeAHA3HaYeHHbIX A5
HEerflacHoro nosiyyeHna MHPOPMaLMKM, a TaKKe UCCNefoBaHUAM Ha COOTBETCTBME TpeboBaHMAM no
3aWmTe OT YyTeUYKM MHDOPMALMKM MO KaHaNamM NMoOOYHbIX INEKTPOMArHUTHbIX M3/lYYEHUN U HABOAOK B
COOTBETCTBMM C KaTeropmen BblAeNeHHOro NOMELLEHUS.

19.2. TpeboBaHua ana cpeacts YL, knacca KC1:

- NPOBOAMUTCS NPOBEPKA COOTBETCTBMA peanmnsaumm Lenesbix GyHKUmi YL, Ha ocHoBe cucTembl
Tectos AC YLI.

19.3. TpeboBaHusa gnsa cpeacts YL, knaccos KC2, KC3, KB1, KB2 coBnagatoT c TpeboBaHuAMM ann
cpeacts YL, knacca KC1.

19.4. TpeboBaHua ana cpeacts YL, Knacca KA1:

- npoBeAeHne CcneumanbHOM MNPOBEPKU TEXHUYECKUX CPeAcTB MHOCTPAHHOro MpPOW3BOACTBA,
BxoaAwmx B coctaB AC YL, B uenax BbIABAEHWUS YCTPOWMCTB, NpeAHa3HayeHHbIX AAA HEerlacHoro
nonyyeHua nHbopmaumu;

- npoBeAeHne nonHol sepudukaumm AC (CoBMeCTHO ¢ aHaAM30M NporpammHoro koaa BIOS), Ha
KOTOpbIX peanusytoTca cpeactBa YU, ¢ uUenblo  MCKAKYEHMA HeraTMBHbIX  GYHKLMOHANbHbIX
BO3MOXHOCTEN.

20. TpeboBaHMA K PONEBOMY Pa3rpaHUYEHUIO:

20.1. Ona obecneyeHunn BbinoaHeHMA dyHKUM YL cpeacTtBa YL, AonxHbI nogaepknsaTb posieBoe
pasrpaHUYeHne YNeHOB rpynnbl a4MMHUCTPATOPOB cpeacTs YL,

20.2. TpeboBaHua gns cpeacts YL, Knacca KC1:

- O/IKHbI ObITb ONpeaeneHbl CNUCOK PoJiel U pacnpegeneHne 06A3aHHOCTEN MeEKAY PONAMYU;

- CMWUCOK poJsielt M pacnpenesieHMe 005A3aHHOCTEM MeXKAYy PONSAMM AONXHbl ObiTb YKasaHbl B
3KCn/yaTalMOHHON AOKYMEeHTaLmMu Ha cpeacTsa YLL.

20.3. TpeboBaHusa gnsa cpeacts YL, knacca KC2 cosnagatoT ¢ TpeboBaHuaMmKn ana cpeacts YL



Knacca KC1.

20.4. TpeboBaHua ans cpeacts YU knacca KC3:

- cpeacTea YL, foMKHbI NogaepXuBaTh cneaytowme oba3aTenvHble Pou:

1) cuctemHOro agMMHUCTPATOPA C OCHOBHbIMU 0BA3aHHOCTAMM UHCTANNALUU, KOHPUIYpaLmK n
nogAaepKkn OyHKUMOHMPOBaHUA cpeacts YU, cospgaHunsa m nogaeprKku npodwunaert YneHos rpynnbl
agMMUHUCTpaTopoB cpeacTs YL, KoHdurypaumm npodpuna n napameTpoB KypHana ayamTa;

2) aAMMHUCTpaTopa CepTUPUKALMM C OCHOBHbIMM 0BA3AHHOCTAMMU: CO3L4aHME U aHHY/IMPOBaHUE
cepTUdUKaATOB Katouen nposepku Il1;

- B cpeactBax YL, pomKkeH OblTb peasnn3oBaH MeEXaHU3M, WCKAKOYAOWMIA  BO3MOMXKHOCTb
aBTOPM3aALMKN OAHOIO 4YieHa U3 rpynnbl aAMUHUCTPATOPOB cpeacTB YL, AnA BbINONHEHWUA Pa3AUYHbIX
ponen.

20.5. TpeboBaHua gns cpeacts YL, Knacca KB1:

- cpeactBa YL, ponkHbl obecneunBatb Hannume ob6A3aTeNlbHOM POAM onepaTopa C OCHOBHbLIMM
06A3aHHOCTAMM NO pe3epBHOMY KOMMUPOBAHMIO M BOCCTAHOB/IEHUIO.

20.6. TpeboBaHusa gnsa cpeacts YL, Knacca KB2 cosnagatoT ¢ TpeboBaHuamun ana cpeacts YL
Knacca KB1.

20.7. TpeboBaHua gns cpeacts YL, Knacca KA1:

- cpeacTBa YL, nonkHbl obecneumBatb Haanume obasaTelbHON POAU aAMMHUCTPATOpPa ayanTa ¢
OCHOBHbIMM 0653aHHOCTAMM: NMPOCMOTP M NOALEPIKKA KyPHaNa ayauTa;

- CUCTEMHbIN agMUHUCTPATOP HEe A0/KEH UMETb BO3MOMKHOCTM BHOCUTb M3MEHEHUA B KYpPHan
ayauTa.

21. TpeboBaHMA K LenocTHocTh cpeacts YL

21.1. CpepacTBa YL, A0nKHbI coaepKaTb MeXaHM3M KOHTPO/1A HECAaHKLIMOHMPOBAHHOTO C/1ly4alHOro
1 (MNK) NpeiHaMePEHHOTO UCKaXKeHUs (M3meHeHus, moamdukaumnmn) u (nnn) paspyweHns nHbopmauuu,
nporpammubix cpeacts n AC YU (panee - mexaHM3M KOHTPOASA LeNOCTHOCTH).

21.2. TpeboBaHua ans cpeacts YL knacca KC1:

- TpeboBaHMA K MEXaHU3MYy KOHTPOAA LEeNOCTHOCTU A0/KHbl BbiTb yYKasaHbl B T3 Ha pa3paboTky
(mopepHusaumio) cpeacts YLL;

- AONXKEH ObITb onpeaesieH nepuos KOHTPOAA LEeNOoCTHOCTM NporpammHbix cpeacts u AC YL, u
YKa3aH B 3KCN/yaTaLMOHHOM AOKYMEHTALLMKN Ha cpeacTtsa YL,

- KOHTPO/b LENOCTHOCTM NporpamMmmHbIx cpeacts n AC YL, fonKeH BbINOAHATLCA MPU Kaxaomn
nepesarpyske onepaumnoHHol cucremsl (aanee - OC);

- BONXHbI UMEeTbCA CpeCcTBa BOCCTAaHOBAEHUA LieocTHOCTH cpeacTs YL,

21.3. TpeboBaHusa gnsa cpeacts YL, knacca KC2 cosnagatoT ¢ TpeboBaHuaMmKM ana cpeacts YL
Knacca KC1.

21.4. TpeboBaHua gns cpeacts YL, Knacca KC3:

- KOHTPOAb LLeIOCTHOCTU AO0JIKEH BbINONHATLCA He peXe 1 pa3a B CyTKU.

21.5. TpeboBaHua gns cpeacts YL, Knacca KB1:

- KOHTPOAb LLeIOCTHOCTU A0JIKEH BbINONHATbCA A0 3arpy3kun OC cpeacts YU,

21.6. TpeboBaHusa gnsa cpeacts YL, knacca KB2 cosnagatoT ¢ TpeboBaHuamKn ana cpeacts YL
Knacca KB1.

21.7. TpeboBaHua gns cpeacts YL, knacca KA1:

- KOHTPO/Ib LENOCTHOCTU [AOJ/IKEH OCYLLECTBAATLCA AMHAMWYECKM Npu  GYHKLMOHUPOBAHUM
cpeacts YL.

22. TpeboBaHMA K yNpaB/eHNIO A4OCTYMNOM:

22.1. Cpepactea YU, gonkHbl ob6ecneynBaTb ynpaBaeHne OCTYNOM.

22.2. TpeboBaHua ans cpeacts YL knacca KC1:

- [OJKHblI 6bITb onpegeneHbl TPebOBaHWA K YNpPaBAEHMIO AOCTYNOM W yKasaHbl B T3 Ha
pa3paboTky (MoaepHU3aumio) cpeacts YL,

22.3. TpeboBaHusa gnsa cpeacts YL, knacca KC2 cosnagatoT ¢ TpeboBaHuaMmKn ana cpeacts YL
Knacca KC1.

22.4. TpeboBaHua gns cpeacts YL, Knacca KC3:

- B YL, gonkeH obecneumBaTbCca ANCKPELMOHHBIN MPUHLMM KOHTPOAA JOCTYNa.

22.5. TpeboBaHusa gnsa cpeacts YL, knacca KB1 cosnagatoT ¢ TpeboBaHuamKn ana cpeacts YL,



Knacca KC3.
22.6. TpeboBaHua ans cpeacts YL knacca KB2:
- I0KHO BbITh 06ecneyeHo co3aaHne 3amMmKHYTOM pabouei cpeabl <*> cpeacts YL,

<*> MporpammHan cpefa, KOTopasa AOMNyCKaeT Cyul,ecTBOBaHME B Hell TONbKO GUKCUMPOBAHHOMO
Habopa cybbeKToB (Nporpamm, NpoLLeccos).

22.7. TpeboBaHua gns cpeacts YL, knacca KA1:

- B YLl ponKeH obecneunsaTbca MaHAATHbIM NPUHLMMA KOHTPOAA JOCTYNa;

- Ana BBoga Kntouva I agMUHUCTPaTOopa cepTudmMKaumm Tpebyetca He MeHee ABYX AOBEPEHHbIX
g, <*>,

<*> Jluya, ABNAOWMECA 4Y/ieHamMKU Tpynnbl agMUHUCTpaTopoB cpeacts YL n 3aBegomo He
ABNAIOLLMECA HAPYLIUTENAMMU.

23. TpeboBaHMA K MAEHTUPUKALMU M ayTEHTUPUKALNMK:

23.1. NpeHTuouKauma n ayteHTuduKauma BKAOYAOT B ceba pacno3HaBaHWe MOAb30BaATENA
cpeacts YL, yneHa rpynnbl agmuMHMUCTpaTopos cpeacTts YL, nav npouecca v npoBepKy UX NOA/AMHHOCTY.
MexaHu3m ayTeHTUOMKAUUKM JoKeH B6NOKMpOoBaTb [OCTYN 3TUX Cy6bekToB K ¢yHKumam YL, npu
oTpuLaTENIbHOM pe3ybTaTe ayTeHTUdUKaL MK,

23.2. B cpeacteax YU gna noboit peannsoBaHHOM npoueaypbl ayTeHTUOUKALMU O0NKEH ObiTb
NPUMeHeEH MeXaHM3M OrpaHUYEeHUA KOIMYECTBa CAeayoWwmnX NoApAL NONbITOK ayTEHTUDUKALMM OHOTO
cybbeKTa A0CTyNa, YNCN0 KOTOPbIX HE AONXKHO 6bITb 60nbLe Tpex. Mpy NpeBbILEeHMM YNCAA CeaYOLLNX
nogpAs NonbiTOK ayTEHTUPUKALMM OAHOTO Cy6bEKTa AOCTYNa YCTAHOBAEHHOTO NPesenbHOrO 3HAYeHUs
Joctyn atoro cybbekTa poctyna K cpepcteam YU, ponkeH 6biTb 3a6/0KMPOBaH Ha MPOMENKYTOK
BPEeMEeHMU, KOTOpPbIi yKasbiBaeTcs B T3 Ha pa3paboTky (moaepHusaumio) cpeacts YL,

23.3. TpeboBaHua ans cpeacts YU knacca KC1:

- OMnMcaHue npoueaypbl perncrtpaumm nosb3osatenei cpeacts YL, (BHeceHMA AaHHbIX B peecTp
nosib3oBatenel cpeacts YL) fOMKHO comepsKaTbCA B IKCMIyaTaUMOHHON AOKYMEHTALUMM Ha CpeacTBa
YL,

- AnAa  BCeX MU, OCYLWeCTBAAWMX AOoCTyn K cpeactsam YL, p[onxHa npoBoauTbeA
ayTeHTUOUKaumA. Mpn 3ToM AONYCKAETCA ONPAHNYUTBLCA UCMOIb30BaHUEM ANA ayTeHTUMKALMM TONbKO
CMMBOJIBHOTO NMEPUOANYECKN U3MEHAIOWEroca Napoaa U3 He meHee Yyem 8 CMMBOJIOB MPU MOLLHOCTU
andasuTa He meHee 36 cuMBOIOB. [Mepnog N3IMEHEHUA NapoaA He JOMKEH ObiTb 6o/blue 6 MecALEB.

23.4. TpeboBaHua gns cpeacts YL, Knacca KC2:

- He0b6X04MMOCTb NPeabABNEHNA NONb30BaTenem cpeacTs YL, npu ero perMcTpaummn 4OKYMEHTOB,
YA0CTOBEPAOLNX IMYHOCTb, AO/IXKHA ObITb OTPAXKeHa B 3KCMNYyaTaLMOHHOM AOKYMEHTAUMN Ha cpeacTBa
YL

- Ana Bcex nonb3osaTtenen cpeacts YL, gonyckaetcs Mcnosnb3oBaHWE MeXaHWU3MOB YAa/NeHHOM
ayTeHTUOUKauMKN. CneumanbHble XapaKTEPUCTUKM MEXaHU3MOB YAANEHHOW ayTEHTUPUKALMM LONXKHDI
6bITb MOATBEP)KAEHbI B pamMKax NpPOBeAeHWMA NpoBepKu cooTseTcTBuA cpeacts YL, u obbeKktos
MHbOPMATM3ALNM, NCNONB3YIOLLNX AAHHbIE CPeACTBa, HacToAwMM TpeboBaHMAM;

- MPU OCYLLECTBNAEHUN NIOKANbHOTO A0CTyna K cpeactsam YL, ayteHTUdMKaALMA 4neHOB rpynnbl
agMmnHUCTpaTopoB cpeacTs YL, foKHA BbINONHATLCA A0 Nepexosa B paboyee cOCTOAHUE 3TUX CPeACTB
YU (Hanpumep, Ao 3arpy3sku 6asosoii OC).

23.5. TpeboBaHua ans cpeacts YL knacca KC3:

- B cpeactBax YU, ponkeH 6biTb peanu3oBaH MexaHM3M  ayTEHTUPUKALMM  JIOKANbHbIX
nosb3oBaTenen, MUMewLWmUx [JocTyn K cpeactsam YU, HO He BxogdAwMx B COCTaB  rpynnbl
aAMUHUCTpaTopos cpeacts YLI.

23.6. TpeboBaHua gns cpeacts YL, Knacca KB1:

- NPV OCYLLECTB/IEHMM YAANEHHOIo JOCTYyNa K cpeactsam YL, ncnonb3oBaHme TO/IbKO CUMBONLHOIO
napona He [OMNYCKAeTCsA, LO/MKHbl WMCMONb30BATbCA MEXaHW3Mbl AyTEHTUOUKALMKM Ha OCHOBe
Kpuntorpadpuyeckmx NpoOTOKOI0B.

23.7. TpeboBaHusa gnsa cpeacts YL, knacca KB2 cosnagatoT ¢ TpeboBaHuamKM ana cpeacts YL



Knacca KB1.

23.8. TpeboBaHua ans cpeacts YL, knacca KA1:

- B cpeactBax YL, gna noboro peasnnsoBaHHONO MexaHU3Ma ayTeHTUPUKauMM A0MKHaA ObiTb
peanns3oBaHa BO3MOXHOCTb YCTAHOBKM MpeaenbHO AO0MYCTUMOrO KOJIMYeCTBa CAeaylowmx noapas
NOMNbITOK AyTEHTUPUKALMM OAHOro cybbeKkTa A0CTyna M YCTaHOBKM BpemMeHM BNOKMPOBKU [OCTyNa K
cpeacTsam YL, Ha mecTax uUx aKcnayaTaumu.

24. TpeboBaHMsA K 3aLliMTe AaHHbIX, NOCTYNaoLWmxX (aKcnopTupyemsbix) B (u3) YL:

24.1. CpeactBa YL, nomkHbl obecneunBaTb AOBEPEHHbIN BBOA, CaMonoAnncaHHoro ceptudumkaTta
K/to4a nposepku 3.

24.2. TpeboBaHua ans cpeacts YU knacca KC1:

- cpeactBa YL pomkHbl obecneunBaTb nepefadvy AaHHbIX, COAEpPXKalMX WHOOpMaumto
OorpaHMyYeHHOro AocTyna, noctynatowmx B YU, u akcnoptupyembix n3 YL, cnocobom, 3awmiieHHbIM OT
HCA;

- B cpeacteax YL ponxkHa 6biTb peannsoBaHa npouegaypa 3alWMTbl OT HaBA3bIBAHMA NOMHbIX
coobLLeHni <*>;

<*> HaBs3blBaHME NOXKHOro coobleHus npeacraBnseTr cobol nencrene, BOCMPUHUMAEMOE
YYACTHMKAaMKM 3/IEKTPOHHOrO B3aMMoOZEencTBus uanm cpeactsamm YU Kak nepepgaya  WCTUHHOrO
coobuieHnsa cnocobom, 3alwmeHHbIM oT HCA.

- TpeboBaHUA K Npoueaype 3almTbl OT HAaBA3bIBAHMA SI0XHbIX COOOLEHM yKa3bIBatoTcsa B T3 Ha
pa3paboTky (MoaepHU3aumio) cpeacts YL,

24.3. TpeboBaHua ans cpeacts YU knacca KC2:

- cpeactea YU, gonrkHbl obecneunBaTb 3aWMTy NepBOHAYa/IbHOMO 3anpoca Ha cepTUdUKaT Katoua
nposepkmn I1;

- cpeactea YL A0/KHbI NpPUHUMaATL KPUTUYHYHO ana GyHKumoHupoBaHua YL mHbopmaumio,
TOJ/IbKO eCnuM OHa noanucaHa 3.

24.4. TpeboBaHua ana cpeacts YU knacca KC3:

- B cpeacteax YU ponKeH ObiTb peanns3oBaH MeXaHW3M 3alunTbl OT HaBA3bIBAHWA NOXHbIX
COObOWEHNIA HAa OCHOBE WCNONb30BaHWUA cpeacTB Il1, NOAyYMBLUMX NOATBEPXAEHWE COOTBETCTBUA
TpeboBaHMAM K cpeacTaam 1.

24.5. TpeboBaHua gns cpeacts YL, Knacca KB1:

- B cpeacTBax YL, gonkeH 6biTb peanvM3oBaH MexaHW3M 3aWMTbl AaHHbIX NPU Nepegaye nux mexay
dn3nYeCcKM pa3geneHHbIMM KOMNOHEHTaMW Ha OCHOBE Mcnoib3oBaHuA CK3U.

24.6. TpeboBaHua ana cpeacts YU knaccos KB2 1 KAl coBnagatoT ¢ TpeboBaHMAMM A1a CpeacTs
YU knacca KB1.

25. TpeboBaHus K perncrpaummn cobbiTuii:

25.1. basoBaa OC cpepcts YU ponkHa nopaep)kmpaTb BeAeHWE KypHana ayguta CUCTEMHbIX
cobbITni.

25.2. TpeboBaHua gns cpeacts YL, kKnacca KC1:

- B cpeactBax YL, ponxKeH ObiTb peann3oBaH MexaHW3M, MPOU3BOAALLNM  BbIOOPOUHYHO
perncrpaumto cobbiTUiA B }KypHane ayamuTa, CBA3aHHbIX C BbiNoAHeHMeM YL, cBoux GyHKLNI;

- CMUCOK PEerucTpmpyembix COObITUN A0/MKEH COAEPNKATbCA B IKCMAYyaTaLMOHHOMW AOKYMEHTaumnm
Ha cpeactea YU,

25.3. TpeboBaHuns gna cpeacts YL, knacca KC2 coBnapatT ¢ TpeboBaHuamun ana cpeacts YL,
Knacca KC1.

25.4. TpeboBaHua ans cpeacts YL knacca KC3:

- [OJ/IKHbl ObITb NPUHATbI MepPbl OOHAPYXKEHMA HECAHKUMOHWPOBAHHbLIX M3MEHEHUIN XKypHana
ayauTa nonb3osaTtenamm cpeacts YL, He ABaalOWMMUCA YneHamuM rpynnbl agMUHUCTPATOPOB CPeacTs
Y.

25.5. TpeboBaHusa gnsa cpeacts YL, knacca KB1 cosnagatoT ¢ TpeboBaHuamKn ana cpeacts YL
Knacca KC3.

25.6. TpeboBaHua gns cpeacts YL, Knacca KB2:

- [AOJ/IKHbI ObITb MPUHATbI Mepbl OOHAPYKEHUS HECAaHKUMOHMPOBAHHbLIX W3MEHEHUN KayKaoM



3anucK B XypHane ayauTa.

25.7. TpeboBaHua gns cpeacts YL, knacca KA1:

- KYpHan ayamta [o/KeH ObiTb AOCTYNeH TONbKO agMWHUCTPATOPY ayAauTa, KOTOPbIA MOXKEeT
OCYLLECTBAATb TO/IbKO €ro NPOCMOTP, KOMMPOBAHUE M NOTHYIO OYUCTKY. [ToCNe OYMCTKM NepBOit 3aNMCbto
B JKYpHa/e ayauTa [OJI’KEH aBTOMATUYECKM PErnCcTPUMpOBaATbCA GaKT OYMCTKM C yKasaHMeM [AaThbl,
BpeMeHn n nHpopmaumm o Anue, NPoM3BOAMBLLEM OMEPALLUIO.

26. TpeboBaHMA NO HaZEXHOCTU U YCTONYMBOCTU GYHKLMOHMPOBAHUA cpeacTs YLL:

26.1. JonkHbl 6bITb  onpegeneHol TpeboBaHMA NO  HAZEKHOCTM M YCTOMYMBOCTM
dYHKUMOHNPOBaHMA cpeacTs YL, 1 ykasaHbl B T3 Ha pa3paboTky (moaepHuM3auuio) cpeacts Y.

26.2. TpeboBaHua ans cpeacts YL knacca KC1:

- NPOBOAMTCA pacyeT BepoATHOCTM cHboeB M HewucnpasHoctelr AC VYU, npuBoaawmx K
HeBbINOAHEHU0 YL, cBOMX GyHKUMIA.

26.3. TpeboBaHua gns cpeacts YL, Knacca KC2:

- LONXKHO OCYLLECTBAATLCA TECTUPOBAHME YCTOMYMBOCTU QYHKLMOHMpPOBaHMA cpeacTs YLL.

26.4. TpeboBaHua gns cpeacts YL, Knacca KC3:

- LONIXKHbI 6bITb onpeseneHbl TpeboBaHUA NO BpeMeHM BOCCTaHOBAeHMA cpeacTts YL, nocne c6os u
yKasaHbl B T3 Ha pa3paboTky (moaepHuM3aumio) cpeacts YL,

- Mepbl U cpeacTBa NOBbIWEHUA HALEKHOCTU U YCTOMUMBOCTM PYHKUMOHMpPOBAHMA cpeacTs YL
OONXKHbI coAepXaTb MeXaHU3Mbl KBOTUPOBaHMA pecypcos cpeacts YL,

26.5. TpeboBaHua gns cpeacts YL, Knacca KB1:

- BepoATHOCTb cboeB M HeucnpasHocTert AC YU, npuBogawmx K HesbinonHeHuto YL cBoux
bYHKLUMIA, B TeYeHWe CYTOK He A0/KHA NpPeBbllaTb AHANOrMYHOM BEPOATHOCTM ANA MCMOJIb3yeMbIX
CK3W.

26.6. TpeboBaHua ana cpeacts YL, knaccos KB2 n KAl cosnagatoT ¢ TpeboBaHMAMM AnA CpeacTs
YU knacca KB1.

27. TpeboBaHUA K KNtoueBon MHGOPMaLLUNK:

27.1. MopAgoK co3aaHMA, UCNOIb30BaHWA, XPaHEHMA U YHUUTOXKEHUA KAKO4eBON MHOOpMaLUM
onpefensieTcA B COOTBETCTBUM C TpebOBaHMAMM SKCMNAyaTaLlMOHHON AOKYMeEHTALMKN Ha cpeacTea I m
nHble CK3U, ncnonbsyemsblie cpegcrsamm YL,

27.2. Cpok pevictBua kntoua I cpegctea 3M, mucnonb3yemoro cpeactBamu YL, ponxkeH
COOTBETCTBOBATb TPeHOBAHMAM, YCTAHOBAEHHbIM K cpeacTsam 3.

27.3. TpeboBaHua gns cpeacts YL, kKnacca KC1:

- He [JOnycKaeTcA KonupoBaHue MHGOPMaLMM KAOYEBbIX AOKYMEHTOB (KpunTorpapuueckux
KAloyen, B TOM uuciae Kaoden 3IM) Ha HocuTenu (Hanpumep, KeCTKUMIA OUCK), He sABAastowmecs
KNIOYEBbIMU HOCUTENAMM, Be3 ee NpeaBapuUTENbHOrO WKNdPOBAHMA (KOTOPOE AONKHO OCYLLECTBAATLCA
BCTPOEHHOW ¢yHKuMeln ucnonblyemoro CK3U). KonmpoBaHue KAOYEBbIX [OKYMEHTOB [AOJ/IKHO
OCYLLECTBAATLCA TO/IbKO B COOTBETCTBMM C SKCNAyaTaLMOHHOM JOKYMeHTaLMen Ha ncnonbsyemoe CK3U;

- Katoun I, mcnonbsyemble ANA noanucu cepTUdMKaToB Katoueh nposepku 3 u cnuckos
YHWKaNbHbIX HOMEpPOB CepTUMKATOB Katouen nposepku I, AeNCTBME KOTOPbIX Ha onpeaeneHHbIN
MOMEHT 6b110 npekpaweHo YL, [0 McTeuyeHUA CpoKa UX AelcTBMA (Lanee - CNUCOK aHHY/IMPOBAHHbIX
cepTUOUKATOB), HE AONKHbI UCNOIb30BATLCA HU A1 KaKUX UHbIX Lenew;

- CPOKM OeiCTBUA BCEX KAtOYeln A0/KHbl OblTb YKa3aHbl B 3KCM/yaTaLMOHHON AOKYMEHTALMKN HA
cpeactsa YL.

27.4. TpeboBaHua ana cpeacts YL, knaccos KC2 n KC3 cosnagatoT ¢ TpeboBaHMAMKU ANA CPeacTB
YU knacca KC1.

27.5. TpeboBaHua ans cpeacts YL knacca KB1:

- BO/MKHbI 6bITb MPUHATHI OPraHU3aALMOHHO-TEXHUYECKME MEpPbl, UCKAOYAOWME BO3MOMKHOCTb
KomnpomeTaummn Katoda 3, ucnonblyemoro gas NOANUCU CePTUPUKATOB Katouver nposepku 3N u
CMUCKOB aHHY/IMPOBAHHbIX CEPTUPUKATOB, NPU KOMNPOMETALMN KNHOUYEBON MHPOPMALUN, AOCTYMNHOM
ogHOMY nuy.

27.6. TpeboBaHua gns cpeacts YL, Knacca KB2:

- knatoy 3N, ucnonb3lyemblt ana noanucu ceptTUdUKAToB Katouven npoBepku I m cnuckos
aHHY/IMPOBaHHbIX  CepPTUOMKATOB, [O/MKEH FEHEPUPOBATbCA, XPaHUTbCA, MCMO/Ab30BaTbCA U
yHuuTOXaTbcA B cpeactee 3. [lonyckaetca ucNonb3oBaHWE TOAbKO cpeacts I3[, noayumsLunx



noaTBepPXKAEeHME COOTBETCTBUA TpeboBaHMAM, MpeabaBasemMbiM K cpeactBam 1 B COOTBETCTBUM C
denepanbHbIM 3aKOHOM;

- [BO/MKHbI 6bITb MPUHATHI OPraHU3aALMOHHO-TEXHUYECKME MepPbl, UCKAOYAOWME BO3MOMKHOCTb
KomnpomeTaummn Kntoda 3, nucnonblyemoro gas NoAnUcU cepTUPUKATOB Katouvelr nposepku 3N u
CMUCKOB aHHY/IMPOBAHHbIX CEPTUPUKATOB, NPU KOMNPOMETALMN KNHOUEBON MHPOPMALLUKN, AOCTYMNHOM
OBYM NNLAM.

27.7. TpeboBaHua ans cpeacts YL, knacca KA1:

- [BO/MKHbI BbITb MPUHATHI OPraHU3aALMOHHO-TEXHUYECKME MeEpPbl, UCKAOYAOWME BO3MOMKHOCTb
KomnpomeTaummn Kntoda 3, mucnonblyemoro gas NoAnUcKU cepTUPUKATOB Katouvelr nposepku 3N u
CMUCKOB aHHY/IMPOBAHHbIX CEPTUPUKATOB, NPU KOMNPOMETALUN KNHOUYEBON MHPOPMALIUKN, AOCTYMHOWM
TPEM ANLAM.

28. TpeboBaHMA K pe3epBHOMY KOMUPOBAHWUIO M BOCCTAaHOBAEHUIO pPaboTOCNOCOBHOCTM CPeacTB
YL

28.1. CpeactBa YU p[onxkHbl peanunsoBbiBaTb (PYHKUMM  PE3EpPBHOTO  KOMMPOBAHUA U
BOCCTAHOBJ/IEHMA Ha cnyyal noepexgenus AC u (uamn) nnbopmaummn, obpabatbiBaemoit cpeacrsamm YL,
B xofe pe3epBHOrO KOMUPOBAHWA AOMKHA OblTb  WCKAOYEHA BO3MOMKHOCTb  KOMUPOBAHUA
KpunTorpadmnyeckux Kaden.

28.2. TpeboBaHua gns cpeacts YL, Knacca KC1:

- [AaHHble, COXpPaHEeHHble NpPU pPe3epBHOM KOMWPOBAHUM, AO/MKHbI ObiTb [OCTAaTOYHbI ANA
BOCCTAHOB/IEHUA QYHKLMOHMPOBaHUA cpeacts YU, B coctosHMe, 3adUKCMPOBAHHOE Ha MOMEHT
KOMMpOBaHMA.

28.3. TpeboBaHua ana cpeacts YL, knaccos KC2 n KC3 cosnagatoT ¢ TpeboBaHMAMKU ANA CpeacTs
YL knacca KC1.

28.4. TpeboBaHua ans cpeacts YU knacca KB1:

- LONIKHbI 6bITb NPUHATLI Mepbl 0OHapyKEHMUA HECAHKLMOHMPOBAHHbIX M3MEHEHWUI COXPAHEHHbIX
OAHHbIX;

- [OJIKHbI BbITb onpepeneHbl TpeboBaHUA NO BpeMeHWM BOCCTAHOBAEHWA W yKasaHbl B T3 Ha
pa3paboTKy (MoaepHU3aLumto) cpeacts YL, 1 B aKcnIyaTauMOHHOW OKYMEHTaumMm Ha cpeacTea YL,

28.5. TpeboBaHua ans cpeacts YL knacca KB2:

- COXpaHAemaa nNpu pe3epBHOM KOMMPOBAHUW 3awmiaemas MHGOPMALUA OOMKHA COXPAHATLCA
TO/IbKO B 3aWINMPPOBAHHOM BUAE.

28.6. TpeboBaHusa gnsa cpeacts YL, knacca KAl coBnagatoT ¢ TpeboBaHuamu ana cpeacrs YL
Knacca KB2.

29. TpeboBaHMsA K CO34aHUI0 U aHHYIMPOBAHMIO CEPTUDUKATOB Katouel nposepku IM:

29.1. NpoTOoKO/1bl CO34aHUA M aHHYIMPOBaAHMA CepTUPUKATOB Katouern nposepkn 3 AoaKHbI ObITb
OnuMcaHbl B 3KCN/yaTaLMOHHON AOKYMEHTaumMKn Ha cpeactea YLL.

29.2. CospaBaemble YL, cepTuduKaTbl Katouen npoBepkn 3 M CNUCKM aHHYAMPOBAHHBIX
CepTUPUKATOB A0KHbI COOTBETCTBOBATb MEKAYHAPOAHbIM pekomeHgaumuam ITU-T X.509 <*> (aanee -
pekomeHgaunmn X.509). Bce nons u AONOAHEHMUA, BKAOYaeMble B cepTUdUKAT Katoden nposepku I u
CNUCOK  aHHY/NIMPOBaHHbIX  CepPTUPUKATOB, [OMKHbI  ObiTb  3ano/sHEHbl B  COOTBETCTBUWU  C
pekomeHgaumamm X.509. Mpu MCNONb30BAHUM anbTepHaTUBHbIX POPMATOB CEPTUPUKATOB KtoUei
nposepkn 3 gonXHbl 6bITb OnpeseneHbl TPebOBaHMA K MPOTOKO/AAM CO34AHUA U aHHY/IMPOBAHMA
cepTudUKaToB KAroYen npoBepkm Il 1 yKasaHbl B T3 Ha pa3paboTky (MoaepHusaumio) cpeacts YL,

<*> |TU-T Recommendation X.509. Information technology - Open systems interconnection - The
Directory: Public-key and attribute certificate frameworks. 2008. http://www.itu.int/rec/T-REC-X.509-
200811-i.

29.3. CpeactBa YU AonxHbl peanv3oBbiBaTb MPOTOKOJ/ aHHY/MPOBaHWUA cepTUdMKaTa Ktoua
nposepku 3l ¢ UCNONb30BAHMEM CMUCKOB aHHY/IMPOBAHHbIX CePTUDUKATOB.

29.4. [lonyckaeTcAa peanusauma NPOTOKO/IOB aHHYAMpPOBaHMA 6e3 WCMNOJ/Ib30BaHUA CMMUCKOB
aHHYNMPOBaHHbIX cepTUdMKaTOB, TPeboBaHMA K KOTOPbLIM AO0/XKHbI ObITb YKasaHbl B T3 Ha pa3paboTKy
(mopepHusaumto) cpeacts YLL.

29.5. TpeboBaHua gns cpeacts YL, Knacca KC1:



- B cpeacTtBax YL, pgonxkHa 6biTb peanu3oBaHa OYHKUMA WM3FOTOBAEHMA cepTUdUKATa Katoya
nposepkn 3l Ha BymaxkHoM HocuTene. lNopAagoK BblAauM cepTudMKaTa Katoda npoBepku Il Ha
6ymarKHOM HocUTese, a TaKXKe npoueaypa KOHTPOAA COOTBETCTBMA cepTUdMKaTa Katova nposepku Il B
3NIEKTPOHHOM BMAE W Ha OyMa)KHOM HoOcCuTene [OKHbl OblTb YKasaHbl B 3KCMAyaTaLUWMOHHOM
OOKYMeHTaumun Ha cpeacTsa YL;

- B cpeactBax YL, B oTHoweHnn Bnagenvua ceptudukata Kawoua nposepkn Il AonkHbl ObiTb
peann3oBaHbl MEXaHW3Mbl MPOBEPKM  YHUKANBbHOCTM KAtova nposepkn 3N um  obnagaHus
COOTBETCTBYIOLWUM KAtoyom M.

29.6. TpeboBaHusa gna cpeacts YL, knacca KC2 coBnapatT ¢ TpeboBaHuamun ana cpeacts YL,
Knacca KC1.

29.7. TpeboBaHua gns cpeacts YL, Knacca KC3:

- MOrpelWwHoCTb 3HA4YeHUI BpPeMeHM B cepTUdMKaTax Katodelr nposepkn 3 M cnmMckax
aHHY/IMPOBaHHbIX CepTUPMKATOB HE A0MKHA NpeBbIWwaTb 10 MUHYT.

29.8. TpeboBaHua gns cpeacts YL, Knacca KB1:

- MOrpelwHoCcTb 3HA4YeHUI BpeMeHM B cepTUdMKaTax Katodelr nposepkn 3 u  cnmMckax
aHHY/IMPOBAHHbIX CEPTUMKATOB HE A0XKHA NPEBbLIWATb 5 MUHYT.

29.9. TpebosaHua ana cpeacts YU knaccos KB2 1 KAl coBnagatoT ¢ TpeboBaHMAMK A1a CpeacTs
YU knacca KB1.

30. TpeboBaHMA K CTPYKType cepTudMKaTa Katoya nposepku 3 M cnMcKa aHHYJIMPOBAHHbIX
cepTdUKaToB:

30.1. TpeboBaHua ana cpeacts YL, knacca KC1:

- [JONyCTUMbIe CTPYKTYpbl cepTuduKata Kaoda nposepkn 3 M cnncKa aHHYAMPOBAHHbIX
cepTMPUKATOB A0MKHbI ObITb NEPeUYNCNEHbI B SKCNYAaTaLLMOHHOM AOKYMEHTaLUMN Ha cpeacTtsa YL,

- B cpeactBax YL, ponxkeH b6biTb peanvM3oBaH MexaHM3M KOHTPO/IA COOTBETCTBMA CO343BAEMbIX
cepTMdPUKaTOB Katoyein nposepku 3l 1 CNUCKOB aHHYIMPOBAHHbIX CEPTUPUKATOB 3a43aHHOM CTPYKTYPE;

- B CTPYKType cepTuduKata Kawya nposepku I [omKHbI ObITb NpeaycMoOTpeHbl none,
cofeprkallee cBefeHUA 0O Kaacce cpeacts YU, ¢ ncnonb3oBaHnem KoTopblx Obln co3gaH HacToAWLMM
cepTnduKat Katoya nposepkn 3, 1 none, cogeprkaliee cBefeHMA 0 Knacce cpeactea Il Bnagenbua
cepTnduKaTa Kato4a nposepku .

30.2. TpeboBaHua ana cpeacts YL, knaccoB KC2 n KC3 cosnagatoT ¢ TpeboBaHMAMM Ana cpeacTs
YU knacca KC1.

30.3. TpebosaHus ana cpeacts YL, knacca KB1:

- B cpeacTtBax YL, gonkeH 6bITb peasin3oBaH MexaHU3M 3aaHUA CUCTEMHbIM aaMUHUCTPATOPOM
Habopa [ONyCTUMbIX AOMOAHEHWN cepTUdMKATa Kaoda npoBepku I M CAMCKA aHHYIMPOBAHHbIX
cepTuduKaTos.

30.4. TpeboBaHua ana cpeacts YL, knaccos KB2 n KA1 coBnagatoT ¢ TpeboBaHUAMU A5 CPeacTs
YU knacca KB1.

31. TpeboBaHuA K peecTpy cepTudumKaToB Katodelt nposepkn 3NN n obecneyeHunto AocTyna K Hemy:

31.1. TpeboBaHus ana cpeacts YL, knacca KC1:

- B cpeacTtBax YL, fomKHbl BbITb peasn3oBaHbl MEXaHW3Mbl XPaHEHUS U MOUCKA BCEX CO3AaHHbIX
cepTMPUKaTOB Katodel nposepKn 3 U CNUCKOB aHHYIMPOBaHHbIX CePTUPUKATOB B PEECTPE, a TaKXKe
CeTeBOro A0CTyna K peecrtpy.

31.2. TpeboBaHua ana cpeacts YL, knacca KC2 cosnagatoT ¢ TpeboBaHMaAMKM ans cpeacts YU,
Knacca KC1.

31.3. TpeboBaHua ana cpeacts YL, knacca KC3:

- B cpeactBax YL, ponkeH 6bITb peannsoBaH MeXaHU3M NMOUCKA CePTUDUKATOB KAKOYE NPOBEPKM
3M ” CcNMCKOB aHHY/IMPOBAHHbLIX CePTUPMKATOB B peecTpe cepTUdMKaToB Katouver nposepku 3N no
pa3nnyYHbIM MX aTpnbyTam;

- BCE& M3MEHEHMA peecTpa CepTUOUKATOB Katouen nposepKu I A0MKHbI PErMcTpupoBaTbca B
YypHane ayaura.

31.4. TpeboBaHus ana cpeacts YU, knaccos KB1, KB2 n KAl cosnagatoT ¢ TpeboBaHuaAMKU gAs
cpeacts YL, knacca KC3.

32. TpeboBaHus K npoBepKe 3 B cepTudmMKaTe Katoua nposepKku I:

32.1. JonxkeH BbITb onpeaeneH MexaHM3M MPOBEPKM NoANUCKU B cepTUdUKaTe Katoya NPoBEPKU



3M no 3ampocy Yy4yacTHMKA 3/EKTPOHHOFO B3AMMOAEWCTBMA W  YKasaH B 3KCMNJAyaTaLMOHHOM
OOKYyMeHTaumun Ha cpeacTsa YL.

32.2. B cpeactBax YL gonxkeH 6biTb peannsoBaH mMexaHU3M MPoBepKU noaanmHHoctv IM YU B
BblgaBaeMbIx UM cepTudmKaTax Katodei nposepku 3.

32.3. Mposepka 3 B cepTudmkate Kawouya nposBepku Il ocywecTBNAeTCA B COOTBETCTBUMU C
pekomeHaaumnamm X.509, Bkntodaa 06a3aTeNbHYIO NPOBEPKY BCEX KPUTUUYECKUX SONONHEHWUA.

32.4. Ecnn, ncxopa M3 ocobeHHoCTel aKcnayaTauum cpeacts YL, gonyckaetca Mcnonb3oBaHue
aNbTepHaTMBHbIX dopmaToB cepTudmKaTa Katoda nposepku 3, gonxkeH ObiTb onpeaeneH MexaHUsm
NPOBEPKM NOANUCHK B cepTUdMKATe Katoua nposepKku Il 1 yKasaH B T3 Ha pa3paboTKy (MoaepHM3aumio)
cpeacts YL.

33. [Ons orpaHWYeHMAa BO3MOXKHOCTEM NO MNOCTPOEHMI0 KaHa/soB aTak Ha cpeactsa YU ¢
NCNO/Ib30BaHWEM KaHaN0oB CBA3W JONXKHbI NPUMEHATLCA CPEeCTBA MEXKCETEBOMo 3KPaHMPOBAHMUA.

34. lonxkHbl 6bITb onpeaeneHbl TpeboBaHMA NO 3awwmTe cpeacTB YL, oT KOMMbIOTEPHbIX BUPYCOB U
KOMMbIOTEPHbIX aTaK M yKasaHbl B T3 Ha pa3paboTky (moaepHusaumio) cpeacts YLL.

35. Mpu noaxntoveHun cpeacts YL, K MHGOPMaLMOHHO-TENEKOMMYHUKALUMOHHOM CETU, AOCTYN K
KOTOPOI He orpaHuWyeH onpeaeneHHbIM KPYrom fivL, YKa3aHHble CPeacTBa AO0/KHbI COOTBETCTBOBATb
TpeboBaHMAM K cpeacTBam YL, knacca KB2 nnmn KAL.

36. UccneposaHua cpencts YU, ¢ uenbio noaTBepKaeHUA cooTBeTcTBmA cpeacts YL HacToAwmm
TpeboBaHMAM AOMKHbI NPOBOAUTLCA C MCMOb30BaHMEM paspabaTtbiBaembix ®CE Poccum umncnosbix
3HaYEeHMI NAPaAMETPOB U XaPaKTEPUCTUK MEXAHM3MOB 3aLLMTbI, peanunsyemolx B cpeacraax YL, <*>.

<*> MoanyHKT 47 nyHKTa 9 MonoxeHuna o depepanbHol cnyxbe 6eszonacHocTM Poccuickol
depepaunu, yteepraeHHoro YKkasom MpesngeHTta Poccuiickoin depepaunm ot 11 asrycta 2003 r. N 960
(CobpaHue 3akoHopaTenbcTea Poccuiickoit depepaumn, 2003, N 33, cT. 3254; 2004, N 28, cT. 2883;
2005, N 36, cT. 3665; N 49, cT. 5200; 2006, N 25, cT. 2699; N 31 (u. I), cT. 3463; 2007, N 1 (4. 1), cT. 205; N
49, c1.6133; N 53, cT. 6554; 2008, N 36, cT. 4087; N 43, cT.4921; N 47, cT. 5431; 2010, N 17, cT. 2054; N
20, cT.2435; 2011, N 2, cT. 267; N9, cT. 1222).




