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OCHOBHBIE HallpaBJIEHUA

® 3ammTa JieTer OT A0CTyla K MHPpOpMall1H,
HECOBMECTHUMOHM C LieJIIMHA 00pa30BaHUS

® 3almuTa MHQOPMALMOHHBIX CUCTEM OOIIEero
Ha3sHauYeHUsd

® 3amuTa MHPOPMallMOHHbIX CUCTEM
[IEPCOHAJIbHBIX JJAHHbIX



3almura JeTeu OT
HeXKeJlaTeJIbHOW MHPOPMalUuU

® HopMmaTUBHBIE JOKYMEHTHI
® OpraHu3aiioOHHbIE MepPhbI
® KoMIiekc anmapaTHBIX Cpe/iCTB U

[IpOrpaMMHBIX pellleHUHU



be3onacHbin MHTEpHET.
HopMaTHBHbIE TOKYMEHTHI

® HopmaTuBHbIE JOKYMEHThI U 11a0JIOHBI
pa3MelleHbl HA HallleM CauTe 110 aipecy:
http://www.tgl.net.ru/ib/normativ/

® Hesb3s1 6€31yMHO YTBEPX/4ATh JIOKAJIbHbIE
aKThbl; HEOOXO0UMO A0PAOdOTATh
pa3MelleHHbIe a0J0HbI AJI1 CBOETO
yupex/aeHus


http://www.tgl.net.ru/ib/normativ/

be3onacHbin UHTEpHET.
OCHOBHBbIE peKOMeH/JalluU

® HacrodaTe/sibHO peKOMeHyeM
O3HAKOMUTBCA C peKOMEHIalluAMH,
pa3MelleHHbIMU 10 aJIpecy:
http://wiki.tgl.net.ru/index.php/Katerop
ud:be3onacHocTe B UHTEpHeT

® Ecsiy oco3HaHUe WU BbIIOJIHEHUE KaKUX-
JINOO peKOMeH/JalluM BbI3bIBaET
3aTPYJHEHHS], 00paTHUTECH K CIIeLiHa/JIUCTaM


http://wiki.tgl.net.ru/index.php/%D0%9A%D0%B0%D1%82%D0%B5%D0%B3%D0%BE%D1%80%D0%B8%D1%8F:%D0%91%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C_%D0%B2_%D0%98%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82

be3onacHbin UHTEpHET.
OpraHu3aliiOHHbIE MepPhI

® PermameHnTanuda gocrtymna B UHTepHeT A4
pPa3JIMYHBIX I'PYIII [10JIb30BaTeEJer U
KOHTPOJIb COOJIIOieHUSI IPUHATBIX
perjiaMeHTOB

® OpraHu3anys NOBbIlIEeHUA KBaJUPUKALIUU
J1JIs1 pa3JIMYHBIX I'PYIII [10JIb30BaTeJeU



be3onacHein MHTEpHET.
TexHuyeckue pelieHud

® lleHTpasiM30BaHHOE yIIpaBJI€EHHE CEThIO

@ «IlorosioBHasi» ayTeHTUQHKALIKS
[10JIb30BaTeJEe U KOMIIBIOTEPOB

@ KypHa/siupoBaHUe JeUCTBUM
[10JIb30BaTeJIer

® CucTteMbl QUAbTPALIMU TPaPHKa U
npeaoTBpalleHUsd BTOPKEeHUH

® AHTHUBHUPYCHBIE Cpe/CTBA

® be3omacHOCTb aBTOMATU3UPOBAHHOTO
pabodero Mecra



TexHuyeckue penieHuUd.
[locTpoeHue ceTH «KaK Jydile»

NMpoeangep /

Cepeepbl €TOPOHHMX AOMUHUCTpRTUBHBbIE TK HoyTBykn n mobunebHble
NPUNOKEHUIA YCTPOWCTBA

becn pPOBOAHAA TOYKA

MapwpyTtnsatop/moaem Ynpas/jaembli
KOMMYHWUKaALMOHHBIA CEPBEP  kommytaTop L2 A0CTyna

CepBepbl B NOKANbHO
ceTu




TexHun4yeckue pelireHus.
AyTeHTUPUKAL U

® OnpegesieHHe NOJHOMOYUM [10J1Ib30BaTeE S

@ [IpemocTraByieHUe AOCTYyIA K pecypcaM B
3aBUCUMOCTHU OT IIOJIHOMOYUU

® BO3MOXHOCTh IPOTOKOJIUPOBAHHUA
JTIEMCTBHHU 10JIb30BaTeJIs



NHauBUayasibHbIE CUCTEMBI

KOHTEHTHOHW PUJIbTPALUHU

@ NetPolice Child -- 300 py6 Ha 111K /ron

® KinderGate -- 490 py6 Ha 1 I1K/roz

® Kaspersky SafeKids -- 900 py6 Ha 1
[IK/ron

@ Hidetools Parental Control -- $40 Ha
1IIK/ron

@ Child Control 2015 -- $30 na 1 I[IK/2 roza

® JleTckuu opay3ep ['orysb -- 6ecriaTHo

® PuapTpanys 1o JOMEHHbIM UMEHAM:
YandexDNS, SkyDNS



CepBepHbIe CUCTEMBI
KOHTEHTHOU QUJIbTpPalLlUU

® UaTepHeT KoHTpoab CepBep 6ecniamHo
dn5 doma, neHa aasg OY 3aBUCHUT OT KOJI-Ba

I[TIOJIB30BATEJIEU
Crenya/ibHas IOCTABKA ISl y9€GHBIX YUPEK/ACHNH | Kapon | 892
AnmnapaTHo [TakeT
[lepexon Ha | [lakeT 1
[Tonb3oBar e peleHue | O6HoBJIEH
[Iporpamma BEPCHIO O6GHOBJIEH
eJn (cepBep+np DCTIK " uga+llogaep
orpaMmma) KKa"
100 6 600 48 600 10 200 2000 4000
200 RPN 55200 18 000 3000 6 000
cBbitie 200 | 26 400 214 400 24 000 4 500 9000




CepBepHbIe CUCTEMBI
KOHTEHTHOU QUJIbTpPalLlUU

@ UserGate UTM

[IpoaykT Kosi-Bo inniensunn | Cymma, pyo
[Ipruo6peTeHre MpaBa Ha UCII0JIb30BaAHUE

UserGate UTM 408 S o
[Tonnucka Security Updates (1 roa) aus
UserGate UTM 2RO iy
Moayab Advanced Threat Protection (1 rox)

nnd UserGate UTM 40 RO
AHTHUBUpYCHBIA MoayJb Kacniepckoro (1 roja)

nad UserGate UTM 2 30
Moayab Mail Security g4 UserGate UTM 25 PL YA
UTOTO: 279410




[loavTHKa QUJIbTPALIU

® 3ampelleHo BCE CeETeBOE B3aUMO/IEMCTBUE, KpOME
SIBHO pa3pelIeHHOT0

® DuapTpanmsa Mo «6eabIM CHUCKAM»
® DuapTpalus M0 «4€ePHbIM CIIUCKAM»

® OUabTpaLMA 10 PEryJSAPHbIM BblpaKeHUAM
(lmabJ/i0HaM) THIIA «SE€X», KITOPHO»

® OuabTpalusa no jekceMaM (0T ApP. —-Tped. AeELg —
CJIOBO, BbIpaXKeHUE, 000POT pedyu) U YCTOUYHBBIM
cJlIoBopopMaM (rpymnmnaM acCCOMHUPOBAHHBIX CJIOB) B
[IOJIHOW Mepe He peasiM30BaHa



3amuta UC ob1rero Ha3Ha4yeHUud

® KakabI1 10Jib30BaTeJb JOJXKEH IIPOUTHU
ayTeHTUHUKALMIO AJI JOCTYIIAa K pecypcam

® Ilogk/a04yeHUE KaXX0ro YCTPOUCTBA K CETH
JOJIKHO ObITh CAHKIJMOHUPOBAHO

® JJIEKTPOHHBbIE KYpHaJIbl U30aBJSOT OT
He0O0XOAUMOCTH BECTH OYMaXKHbIe «JIJIs
[IPOBEPSOUIUX»



3amurta UC oOurero HasHadyeHU4.
Pa3srpanuyeHus MoJTHOMOYUU

® KaxxaoMy 1osib30BaTeJIto pe0CTaBJISAOTCA
[IOJIHOMOYHMS He 60Jiee HEOOXOAUMBbIX

@ Co3maHUe WU U3MEHEeHUEe KaXKI0ro pecypca
CAaHKIMOHHUPYETCHA U JOKYMEHTHUPYETCH

® JloCTyI K KaXX/I0OMYy pecypcy
[peaoCTaBJIsIETCS TOJIbKO HEOOXOJUMbIM
rpyIiaMm MoJib30BaTesen

® Kaxkabin pecypc CONMPOBOXKAAETCA TOJBKO
OTBETCTBEHHBIMU JIMLIAMHU



3amura UC ob1iero Ha3Ha4YeHU4.
ObecneyeHre HAAEeXKHOCTH

® g Kaxkgoro pecypca 1 KOMIIOHEHTa
AHAJIN3UPYIOTCA PUCKU OTKa3a
GYHKIMOHUPOBAHMUS

® Jlsiss HanboJiee KPUTUYECKUX PECYPCOB U
KOMIIOHEHTOB IIPUMeEHsEeTCA AYOJUPOBAHUE U
pe3epBHUpPOBAHUE

® g KaXKaoro KpUTU4YEeCKOro pecypca

o BbI6I/IpaIOTCH KOMIIOHEHTbI IOBBILLIEHHOM HaAEeXKHOCTH

e 00ecreuyrMBaeTCd KaueCTBEHHOE U becriepeborHoe
3JIEKTPONUTAHUE



3amuta UC ob1rero Ha3Ha4YeHU4d.
AHTUBUPYCHBIE Cpe/iCTBA

® Ha xaxxjom APM
e JIOJKEH OBITh YCTAHOBJIEH aHTUBUPYC

e JOJ/DKHBI ObITH HACTPOEHHI 3a/1a4d OOHOBJIEHHS 0a3
M IPOBEPKMU KECTKOT'0 K CKa

® Kaxk1b1¥ 10J1b30BaTeEJIb JOJIKEH YMETb
paboTaTh C aHTUBUPYCOM U COOJIIOAATH
[IpaBUJia 00pabOTKU BXOAHBIX U BIXOJHBIX
JaHHbIX



3amurta UC odOurero HazHadyeHu4d.
Pe3epBHOe KOMMpPOBaHUE

® Jls1g KaXXa0ro pecypca

e IOKYMEHTHPYIOTCS HA OyMare ero napamMmeTphbl U
[IPpOIeCC BOCCTAHOBJIEHUA

e perJlaMeHTHUPYeTCs pe3epBHOE KOTMPOBAHUE U
TEeCTUPYEeTCs BOCCTAHOBJIEHUE

@ BoInoJiIHeHME JAaHHBIX IPOLEAYP PETYIAPHO
KOHTPOJIUPYETCS OTBETCTBEHHBIMHU JIULIAMHU



3amuta MC ob1ero Ha3HadyeHu4.
OTBeTCTBEHHOCTD I10JIb30BaTeJid

® PersmaMeHTHUPYIOTCS IIpaBa U 00513aHHOCTU
[10JIb30BaTeJIer IIPU UCIIOJIb30BAHUU
pecypcoB JIBC u UHTepHeT

® [loCTOAHHO OCyIIECTBIAETCA KOHTPOJIb
JIeVICTBUH I10JIb30BaTeJieH, COTPYAHUKOB
00C/IY?>KUBAIOIIUX OpraHU3aluu

® PerysisipHo ocylliecTBJIsIeTCH OBbIILIEHHE
KBaJIMPUKALIMU [10J1b30BaTeEJIEN



3amurta UC ob1ero Ha3HadYeHu4.
Pabora c mouTou

@ He 0yabTe 4pe3MepHO JJOBEPUYHBHI IPU
pa30ope MOYThI

@ He oTKpbIBanTeE BJI0XKEHUS
HeIlocpeJACTBEHHO U3 MM CEM

® HacTpouTe U UCII0JIb3YUTE ClIaM-(PUJIbTPbI

® HacTpouTe 06s13aTe/IbHYI0 aHTUBUPYCHY IO
[IPOBEPKY BXOAAIIUX U UCXOAALIUX ITHUCEM



Crmacu60 3a BHUMaHUe!

@ Bonipockr?

® KoHTakKThI )1 CBA3U: AHUKUH [0pun
®Tes. (8482)-329-727



